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HIGH PERFORMANCE ENCRYPTION TOOLS OF VISUAL INFORMATION
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This article describes a method of encryption of visual information, based on the use of cellular
automata. This method allows you to solve problems with noise errors in deciphering information,
low-speed, low resistance to cracking, as well as move away from the use of generators of noise
signals in the known methods of encryption of visual information. Analyzed modern encryption
methods of visual information, as well as problems encountered in their implementation and use in
the communication channels. The article also presents the structure of the device that implements -
encryption is the visual information based on cellular automata, programs, texts, diagrams and results
of the encryption method, the basic characteristics of the used field-programmable gate array. The
essence of the method is to encrypt the visual information by overlaying additional transformations
besides the usual encryption. The first additional conversion is carried out by the chosen method of
encoding and digitizing images. The second transformation is to select the sequence of bit layers and
their principles scan each block. Data conversions in the form of numerical values are used as
additional fields to the key. In addition, the key is not given as a ready-bit sequence, but as the
operation code, the units form a key sequence. Options propagation path of the excitation signal and
a three-dimensional map of a cellular automaton states belong to the key sequence. The formation of
pseudo-random key range increases reliability and protection to burglary resistance. Due to the three-
dimensional image coding, the use of technologies of programmable integrated circuits and cellular
automata increases speed encryption. The method allows you to create a key range implicitly, that
reduces the probability of selecting an opponent. Encryption tools are implemented on cheap field-
programmable gate array with high performance in speed, allowing you to encrypt visual information
in real time during its transfer via communication channels.

Keywords: visual information, encryption, video, cellular automata, Field-Programmable Gate
Array.

Introduction. Today, video transmission in modern computer networks, mainly in the Internet
is one of the most important components in the structure of data transmission. In this case part of this
component increases with throughput and expansion of the Internet in the world. Today, video
transmission is used in different systems for monitoring, surveillance, video telephony, recording and
transmitting large amounts of video data in a personalized television and many other systems.
Statistics of reputable organizations engaged in research on the Internet, said that most of the global
traffic today is one or the other the video information. Data exchange of this kind is sufficient
demanding to technical characteristics of data channel, such as channel bandwidth, transmission delay
and the amount of information that is lost in the process of transmitting. Communication channels
with the so-called “guaranteed quality of service” are quite expensive, so we meet rare with them.
Data networks usually have a heterogeneous structure, which also negatively affects the final results.

Furthermore, when exchanging sensitive information to compromise by public channels, it
shows in its entirety a need to protect data from unauthorized access, while ensuring the availability
and integrity [1].

Statement of the Problem. Today, there are many methods and means for encrypting video
information that represent the image as a sequence of binary bits. The corresponding sequence is
divided into blocks, which then by known methods are encrypted. However, images forming by large
arrays of bits, and wherein the length of the keys is limited, which could potentially allow to crack
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encrypted numerical sequence. Improve the quality of encryption allows the use of the special features
and additional tools are based on the original form the key sequence key. In addition, the constant
change of key sequence in time lowers the degree of cracking algorithm. To achieve a constant
functional change in key sequence is use of cellular automata (CA).

Review of existing methods and tools for video encryption. At the moment, for the protection
of visual information used a number of methods [2-4], which is to transform the image based on
unitary mathematical transformations. Image is subject to a unitary mathematical transformation
(Fourier transform), and the resulting transform coefficients are encrypted by adding a mask — a key
that has a random phase response.

Also known methods employ digitizing of images that simplifies the implementation of such
encryption techniques.

The main problems of these methods have a weak protection of information when deciphering
since noise errors reduce the quality of recovery. Furthermore, the methods are characterized by low
speed if realized through the use of image transformations. In the considered methods there is a
possibility to define probable combinations by consecutive search and decryption of images. The
problem is, the use of the Fourier transform, and additional transformation of digital images, as well
as the additional transformation, module and phase signals encryption.

At the site [5] is detailed information of a digital encoder that implements operations encryption
/ decryption full-PAL / NTSC-video in real-time by row permutation. The video with the audio is
digitized and are recorded in video memory device. The first 22 row of each television fields are used
for the transmission of audio and proprietary information. The rows are permutated randomly in the
half frames. To the video codec output the encrypted audio and video information are receives. The
law of permutation of rows and pixels in each half frame is changed. Long-term key length of 256
bits used, which can be stored for a long time in a memory or be generated by the operator. For this
purpose are used a generator that provides an infinite sequence of key bits.

In this coder device is also the problem with the formation of a key sequence as for encryption
and decryption at the receiving side. Such a generator gives a key bit sequence, but does not carry out
its function of indirect form. Since the generators are linked to the generation of noise signals, there
exists the need for coordination of key signals at the transmitting and receiving sides.

In [6] discusses possible approaches to pre-encryption and encryption with compression. The
main focus is on the encryption of the compressed data. Thus, encryption performed by the known
algorithms with known methods of forming of the key gamma.

It is also known strip — image encryption method [7, 8], which is a video signal for cutting the
strip and forming a signal sequence bit of chopped strips. From these strips can be formed by the
matrix, which are subjected to the application of matrix operators. Matrix processing used to delete
noises and masking image encryption method [9-11].

These methods are needed to be improved in terms of the representation of the image and the
formation of a key sequence, adapted to its dimensions.

Necessary tools and initial data for the implementation of encryption video method. For a
description of encryption method of video data based on the CA, we introduce the basic definitions
of the input data and means of preparation of the initial states.

As an input data are used: input image, means of forming the encryption key and decryption.

The input image is represented as an array of numbers, which encodes each point of the image

(color and halftone).

=l bi=Tnj=1m). (1)
The array of numbers is determined by the dimension which depends on the values of n and m.
Means of formation of key consist of a binary array of numbers and binary states maps.
A binary array of numbers describes the trajectory of the signal forming of key encryption and
decryption in the field commensurate with the input image. This array is represented by the following
model

V= {vi,j};v € {0,1}; (i =lLnj=1, m) (2)
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Array V presents by the CA, each cell has a neighborhood of cells formed by the Moore
neighborhood. Moore neighborhood represented an array of cells
B, = bi=(8}i=Tmj=TmlBV, (3)
Map of binary states of the spacecraft is an array of cells of the same dimension in which the
cell can be in a state of logical “0” or “1”

C={c, teeloitli=Tmj=1m) (4)
Encryption model in a general form represented as
S.=/,.K,) )

where K, — the key bit sequence that is used to encrypt.

Such a model is presented in a general form. For a detailed description of encryption method
array the image is divided into sub-arrays, which are binary sections of the original array

1, =1, (@ =0,p), (©6)

where p — the number of bits of binary code that encodes the value of brightness and color of each
cell of the input image. Each binary array is a set of cells with a logic “0” and “1”".
D,=id,,,|. (M)

The resulting binary arrays are divided into blocks of predetermined length. Usually, each block
represents one string of length n of cell array.

For convenience of in each encryption block is 8 bits and selected as Moore neighborhood,
which is composed of 8 cells. By choosing the smallest unit that is involved in the encryption, the
encryption process can be represented by the following model

s, =/ .k, ),(z - 1%} K, =B =f(V.C),Kens = Bi; = F(V,C). (8)

The model is valid for the one elementary unit. A logical function XOR is used as a mixing
function. Image is served encrypted bit sequence which is transmitted to the addressee. The method
is characterized by the formation of an indirect key bit sequence

K, =g(C4,.,C4,), 9
CA,, — set of states of the trajectory CA and state CA.

Such formation of the key bit sequence it improves resistance of the algorithm to cracking. To
improve the quality encryption it also allows change the map of states over time, which is described
by the model

where CA

tro

K, (6)=glC4,.CA,(0)] (10)

Parameter time t indicates a change in state of states maps at each time step of encrypting.

Software implementation of the algorithm requires a lot of time spent on the result of the
encryption that in real-time systems the desired characteristics do not produce. Therefore, to reduce
the amount of time the hardware implementation allows. From these positions it is effective to use an
FPGA.

Description of the encryption method of the video data, based on CA. On the algorithmic
and structural level the image data encryption method based CA is described in [12].

According to this method, the initial image is digitized and represented as an array of numbers
that are presented of binary codes arrays. Each point represents a binary code. The resulting numeric
array is divided into a binary array of layers, each of which contains the values of bits of codes with
corresponding weights. An example of this separation is shown in the fig. 1.

Each resulting binary array is divided into blocks, which can be of different lengths. Typically,
each block has a block length that is equal to the length of the row. For our example, the first binary
array is divided into blocks, as shown in fig. 2.

To encrypt the blocks is used a key sequence that is formed by using the trajectory signal the
forming CA of the key bits and CA initial condition. Examples of these CA are presented in fig. 3.

The principle of forming the key bit sequence is the following.
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Figure 1 — An example of splitting of the numerical array of the digitized images into the binary layers
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Figure 2 — An example of splitting of the binary array into the blocks
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Figure 3 — An example of the initial states of trajectory and conditions CA’s

Starting with an initial trajectory cells (cell yellow in fig. 3) the signal on every cycle time moves
towards neighboring cells that set to logic “1” on the field CA. Each of trajectory CA cell is combined
with the corresponding cell of initial states CA. If cell of CA trajectory is exciting on the setting cycle
time, then a single signal is arriving from the output of a corresponding cell to an input of the cell of
CA states. This cell has a neighborhood of cells organized on a Moore neighborhood. The states of
the cells neighborhood this cell are form the corresponding 8-bit key sequence (see fig. 4).

Lyt i iy ab & I igrE neme [ EFELIET I eyt Dot e
[E] | Ci! BEIES LI EZLIERE] ifeTaTaTeTa]]e
'n's! | e ola |.|."~ aln| n::.:,'-_ ﬂ':'
Taje|1]1 i ojojojefe I al@lafiji o
OERE s RIS LT i ije|ils|ila
leeieielere CILICICICICTE Y] EF L0 O3
TERCRER] ] falafifalilelsle NIEYLIET L]
Tafe o] 0 eiafelel L] ADEODE
TalelBta] T N ICAESE ICEECD| IR al
Sy sada
e bema . 53000000 Iy b GGHE 000 3 e v [
1]®] L I NONOQORRC i[w] 1 [RER
ILTES ] GOROROOE 0% i LD
ojw)|0o) ] OB ODID Oj®|o0|R|&|a|L|d|
NETER a jlelilolijolo] Tiw 1} Tjofein|
Glifla L a0 |sto|e] alijeie|a ale]a
-':II e [T[®iije i a|i|® SO
oj#o PWeEicic i) LR YENER LS
ajea] gl(oe|sjo[e[n | DLIDENLIEL

Figure 4 — An example of the initial states of trajectory and conditions CA’s
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Key bits are participating in obtaining cryptogram that is supplied to the receiving side. In this
method, the key sequence is represented in an implicit form that improves the quality of the
encryption.

To decrypt the received cryptogram subkeys codes formed similarly as the encryption codes
from a cells state, that are located in corresponding positions of all discrete image elements. It is
forming the cell codes, matrix field, the number of which is determined by the number of bits of the
code discrete value of image. Matrix field is scanned for each block consistently.

The hardware implementation of the method. To implement an encryption method of visual
information based on CA was selected Cyclone II FPGA chip (EP2C35F672C6) Altera Corporation,
which belongs to the family of inexpensive entry-level FPGA. The main IC characteristics are shown
in tabl. 1.

Table 1 — Main characteristics of the chip EP2C35F672C6

Parameters Value
Number of cells 33216
Number of memory units M4K (4 kb) 105
Number of IC Pins, which are available to the user 475
Cost approximately 1508

In the terminology of Altera FPGA cell called logic elements (logic elements, LE). Each logic
element of chip Cyclone II includes the following main components (see fig. 5):

— transformation table (look-up table, LUT) with 4 outputs, which allow the implementation
of an arbitrary Boolean function of four arguments;

— programmable trigger, which can operate in mode D, T, JK or RS;

— programmable internal connections.

When programming the FPGA transformation table are set value corresponding to each of the
24 sets the value of its pins. Multiplexers allow the use or transformation table, or trigger, or a serial
connection. It is also are set when programming the internal connection between cells on-chip FPGA.

data] +—————
data? +—————

datad -—————— I_
LuT output
data3 — } D Q

ENA

CLK
ena - ’
clk - :

Figure 5 — The structure of the logic element of Altera Cyclone I FPGA

Altera Quartus II software was used as a tool of the development, and as the main way of the
description of the circuit - the AHDL language [13, 14].

Fig. 6 shows a block diagram of device implementing the visual information encryption
method, where IDU — image digitization unit, SCGU — sub keys codes generating unit, BEU — block
encryption unit, CL — communication line, BDU — block decryption unit, DIRU — digital image
reproduction unit.

DUy BEU BDU | DIRU

SCGU SCGU

Figure 6 — Block diagram of device implementing the encryption method of visual information
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In fig. 7 shows the functional block diagram of the project that implements the IDU, SCGU and
DIRU. To implement BEU and BDU can use algorithms block encryption (DES, AES, IDEA and
others) [13, 15].

C—o— WADRY.

Figure 7 — The project Functional diagram of the IDU, the SCGU and the DIRU

The image that you want to encrypt, digitize by the way of transformation into a discrete form.
Digitizing raster image is done on a matrix uniform cell structure. Each cell has its own input optical
aperture, the geometric shape and size of which depends on the level of images discretization. Each
cell makes the conversion the corresponding discrete of single field of the input image in the code
that encodes the color and intensity of light, this forms a single discrete image. Thus, the digitized
image given by the set of codes which are stored in the cells of the matrix cell of a homogeneous
environment.

This environment is also divided into horizontal layers of the matrix consisting of the
corresponding bits of all cells. For example, the first matrix layer (bit-section) is formed in the first
bits of cell codes, and so on (see fig. 1).

With help of this cellular environment the analog image is supplied by a three-dimensional
structure which formed its three-dimensional code.

To carry out its encryption is performed sequentially scan each matrix cell layer in a
predetermined sequence. Scanning is carried out in parallel and parallel to each block is read and sent
to encryption unit. The unit is a predetermined group of bits, which can be fed to row or other form
(see fig. 2).

Thus, the image sending to the input of the encryption is carried out in a distorted form. Such
form is due to given law of scanning, which belongs to the key data.

The above described transformations the IDU implements the described in VHDL-code (see fig. 8).

B

(=]

Z

CLK BLOK[T..0] e
KADR[3..0]
ZAP_ZOBRAGENNYA
FORM_BLOKIV

Figure 8 — Digitizing image unit
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Operations of transformation by matrix cell homogeneous environment are performed on the
rising edge of the clock signal CLK. Through the 4-bit input KADR [3..0] with a positive edge of the
signal ZAP ZOBRAGENNYA to IDU (Register CC [255..0]) loaded the numeric equivalent of the
digitized image and carried it into horizontal separation on matrix layers.

IF ZAP_ZOBRAGENNYA THEN

CC[].ENA=VCC;
CC[63..0].D=(KADR[0],CC[63..1]);
CC[127..64].D=(KADR[1],CC[127..65]);
CC[191..128].D=(KADR[2],CC[191..129]);

CCJ[255..192].D=(KADR[3],CC[255..193]);
ELSE
CC[].ENA=GND;
END IF;

On the positive edge the signal FORM BLOKIV carries out formation of 8-bit units, which
further through the 8-bit output BLOK [7..0] come in BEU. Register DD [7..0] is used for alignment
wavefront.

IF FORM_BLOKIV THEN

CC[].ENA=VCC;
DD[].ENA=VCC;
CC[]=(0,0,0,0,0,0,0,0,CC[255..8]);
DD[]=CC[7..0];

BLOK[]=DD[]J;
ELSE

BLOK[]=GND;
CC[].ENA=GND;
DD[].ENA=GND;

END IF;

The diagrams which are describe the behavior of the device, shown in fig. 9, 10.

e Fﬁf R e e s R
’ .
L

H E B

Figure 9 — Writing of the numerical equivalent of images in IDU
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Figure 10 — Formation of blocks for BEU

For the formation of subkeys codes that come to BEU used CA on which the unit trajectory is
stored and the map of states (see fig. 3). By projected trajectory from cell to cell is transmitted the
drive signal that sets the cell to the excited state (see fig. 4). On each step of signal transmission the
formation of a code excitation is carried out forming subkey.

The above-described transformation implements the SCGU that described by AHDL-code (see
fig. 11).

BFKP

— CLK PIDKLUCH[0..7] et
= KARTA_STANIV[7..0]
— ENA

== TRAECTORY 7..0]
— sz

inst1

Figure 11 — Block of formation of the subkeys codes

Operation of subkeys codes forming are performed on a rising edge of synchronization signal
CLK. Across8-bit input KARTA STANIV [7..0] with positive edge signal ENA to SCGU (Register
DD [0..7]10..7]) is loaded the states map of CA. With a positive edge of the signal SZ SCGU through
an 8-bit input TRAECTORY [7..0], reads the propagation path of the excitation signal of CA and
generates codes of subkeys that come in BEU through the an 8-bit output PIDKLUCH [0..7] (see
fig. 12).

DD[][].D=(DDJ[1..7][],KARTA_STANIV[]);
IF SZ THEN
CASE TRAECTORY]] IS

WHEN 1 =
PIDKLUCH[0]=DD[7][0];
PIDKLUCH[1]=DD[7][1];
PIDKLUCH[2]=DD[0][1];
PIDKLUCH[3]=DD[1][1];
PIDKLUCH[4]=DD[1][0];
PIDKLUCH[5]=DD[1][7];
PIDKLUCH][6]=DD[0][7];
PIDKLUCH[7]=DD[7][7];
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WHEN 64 =
PIDKLUCH[0]=DD[6][7];
PIDKLUCH[1]=DD[6][0];
PIDKLUCH[2]=DD[7][0];
PIDKLUCH][3]=DD[0][0];
PIDKLUCH[4]=DD[0][7];
PIDKLUCH[5]=DD[0][6];
PIDKLUCHI[6]=DD[7][6];
PIDKLUCH][7]=DD[6][6];

WHEN OTHERS =>

DD[][]=GND;
END CASE;
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Figure 12 — The work of SCGU

BEU performs data encryption of sequence and describes the image, using the existing code
of subkeys. The resulting cryptogram is sent to the communication line. On the receiving side is
decoding is performed.

To decrypt the received cryptogram the codes are forming the subkeys similar as well as for
encrypt. Bit states codes are located in corresponding positions of all discrete image elements. They
form the codes of cells, matrix field, the number of which is determined by the number of bits of the
one discrete value image.

Formation of a single discrete value, images are performing by DIRU (see fig. 13).

BvVCZ

==t ZSH_KADRI[0..7] VIDT_KADR[3..0] fe==t
— CLK

— ZAPUS_ZSH_KADRA
— FORM_KADRA

inst3

Figure 13 — A digital image reproduction unit

Forming operation of a single discrete value is performed on the rising edge of a
synchronization signal CLK. Through 8-bit input ZSH KADR [0..7] with a positive edge of the signal
to ZAPUS ZSH KADRA to DIRU (CC [255..0]) the blocs are recording of the image frame received
from the BDU (see fig. 14).
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IF ZAPUS ZSH KADRA THEN

CC[].ENA=VCC;
CC[].D=(ZSH_KADR[],CC[255..8]);

ELSE
CC[].ENA=GND;
END IF;
- Ei
] el - 3 B L a Iad
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e ]
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Figure 14 — Recording of blocks of image, received from BDU

On the positive edge the signal the FORM KADRA is performed formation and output via a 4-
bit output VIDT _KADR [3..0] of the numerical equivalent of the image (see fig. 15).

Xl 1§a

AARARRAAAARAAAAAAARARAAAAAAAAARRAAARRAAARARAR
e [ L

Fig. 15. Formation and output of a numerical equivalent of the image

Main characteristics of the implementation are shown in the tabl. 2.

Thus, the visual information is encrypted by overlaying additional transformations besides the
usual encryption. The first additional transformation is carried out by the chosen method of encoding
and digitizing images. The second transformation is to select the sequence of bit layers and their
principles scan each block. These transformations in the form of numeric values are used as additional
fields of the keys.

Moreover, the key is given no ready bit sequence, and as codes of operations performed by
SCGU. The key sequence has variants of the propagation path of the excitation signal and the two-

dimensional map of states. The formation of a pseudo-random key range increases the reliability of
protection and resistance to cracking.
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Table 2 — Main characteristics of the implementation

Parameter speed specifications
The nominal clock frequency 100 MHz
nominal speed 23,8 Gbit/s
The maximum clock frequency 420 MHz
the maximum speed 56,7 Gbit/s
the FPGA resources using
The total number of logic elements 973 /33 126 (3%)
The combined without trigger 385
Triggers are a part of a combination 588

Due to the three-dimensional image coding, the use of FPGA technology and the CA the speed

of encryption are increased.

Conclusion. The proposed method allows us to form the key gamma in implicit form, which

reduces the probability of selection by the opponent. Encryption tools are implemented on low-cost
FPGAs with high parameters of speed that allows you to encrypt the video data in real time in the
transmission of its channels.

Further research. In future the authors plan to implement the formation of a key range for the

entire time video encryption on the basis of research. This will allow moving away from the stationary
keys. In fact, the key will function of the initial settings and will be implemented in CA.
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CTEIIAH BEJIAH,
AHJIPE} IEMALII

BBICOKOITPOU3BOJUTEJBHBIE CPEJICTBA NIU®POBAHUS BU3YAJIBHOMN
NHPOPMAIIMA HA OCHOBE KJIIETOYHBIX ABTOMATOB

B crarbe onmcan Meron mmM@poBaHUS BHU3yadbHOM WHGOpPMAalLKMK, OCHOBaHHBIM Ha
MCIIOJIb30BAHNH KJIETOYHBIX aBTOMATOB, [0 KOTOPOMY BU3YallbHasi HHPOpMaIHs MHUPpyeTcs myTemM
HAJIO)KEHUS JIONOJHMUTENbHBIX MpeoOpa3oBaHuil KpoMe oObyHOrO mudposanusa. Ilepsoe
JIONIOJIHUTENIbHOE IPeo0pa3oBaHUE OCYUIECTBISETCA IyT€M BBIOPAHHOIO METOAAa KOJUPOBAHUS U
oruppoBku n3obpaxkeHusi. Bropoe nmpeodpazoBaHue 3aKiI04aeTCs B BHIOOPE MOCIEA0BATEIIBHOCTH
Pa3pAIHBIX CIIOEB M MPUHIUIIOB UX MOOJIOKOBOTO CKaHUpOBaHUs. JlaHHBIE IpeoOpa3oBaHus B BHJIE
YUCJIOBBIX 3HAYEHMH HCIOJB3YIOTCS KakK JOMOJHUTEIbHBbIE MOJsA K Kiaody. Kpome Ttoro, kmrou
3aJjaeTcs He Kak TroToBas OWTOBas MOCIENOBATENbHOCTb, a Kak Koibl omepauuil. K kmrodyeBoi
MIOCJICZIOBATEIbHOCTH  MPUHAJUIEKAT  BApUAHTBl  TPAEGKTOPUM  PACIPOCTPAHEHMsI  CUTHAJIa
BO30OYXKJEHHsI M JABYXMEpHas KapTa COCTOSHHUU KieToyHoro asromara. [lceBrociydaifHOCTb
(bopMHpOBaHUS KIIIOUEBOW TraMMbl IMOBBIIIAET HAJEKHOCTh 3aLIUTHI U YCTOMYUBOCTH K B3JIOMY.
Mertoa no3Bonser GopMUpPOBATh KIIOUEBYIO TaMMy B HESIBHOM BHUJIE, YTO CHH)KAET BEPOSTHOCTH €€
noxoopa onmnoHeHToM. CpencTBa IMM(POBAHUS PEAIN3YIOTCS HA JEIIEBBIX HPOrpaMMHUPYEMbIX
MHTETPAIbHBIX CXEMax C BBICOKMMHU II0Ka3aTeasIMU 10 OBICTPOAECHCTBHIO, UTO IO3BOJISET
3amu(pOBBIBATh BU3YaJIbHYI0 MH(POPMALMIO B pealbHOM BPEMEHH B Mpolecce Mepeaayd ee Io
KaHaJaM CBSI3H.

KiaroueBble  ciaoBa:  mmdpoBaHue,  BUaeoMH(popMainus,  KIETOYHBIH  aBTOMAT,
IIporpaMMupyeMas JJOru4eckasi UHTerpajibHas cXema.

CTEIIAH BUIAH,
AHJIPTV IEMATI

BUCOKOITPOJIYKTHUBHI 3ACOBH IINPPYBAHHS BI3YAJIBHOI IHOOPMAIIIT
HA OCHOBI KJNIITUHHUX ABTOMATIB

VY crarTi onucanui MeToA muGpyBaHHS Bi3yalibHOI iH(pOpMaIlii, 3aCHOBaHHI Ha BAKOPUCTAHHI
KJIITUHHUX aBTOMATiB, 3a SKHUM Bi3yajdbHa iH(popMalis MHUQPPYeThCS LUIAXOM HAKJIAJACHHS
JOJATKOBHX TEPETBOPEHb KpiM 3BHWYaliHOrO mudpyBaHHs. l[lepmie noqaTkoBe IMEepeTBOPEHHS
3MIACHIOETBCS IUIAXOM OOpaHOTO METONy KOAyBaHHS 1 ouupoBkA 300paxkeHHs. [lpyre
NEPETBOPEHHS NOJIATae y BUOOPI MOCHITOBHOCTI PO3PSAHUX LIApiB 1 MPUHIMIIB X MOOJIOKOBOTO
CKaHyBaHHS. JlaH1 IEpeTBOPEHHs Y BUTJISAAlI YUCIOBUX 3HAYEHb BHUKOPHCTOBYIOTHCS SIK JOJATKOBI
moJtst 1o Kitova. KpiM Toro, KiTtod 3a1a€Thest HE SIK TOTOBA 01TOBA IMOCTIIOBHICTB, a SIK KOJIU OTIepaIlii.
Jlo KITI0490BO1 TMOCIHIIOBHOCTI HajeKaTh BapiaHTH TPAEKTOPIi MOMMPEHHS CHUTHAITY 30YKEHHS 1
JBOMIpHa KapTa CTaHiB KJIITHHHOTO aBTomara. [IceBnoBUIaaKoBicTh (hOPMYBaHHS KIIOUOBOI TaMU
MIJIBUINYE HAAIHHICTD 3aXMCTY Ta CTIMKICTH JI0 3JI0MYy. MeToT 103BOJIsi€ (POPMYBATH KITFOUOBY raMy
B HESBHOMY BHUIVIAMI, IO 3HW)KYE HMOBIpHICTH ii minOopy OmoHeHTOM. 3acobu muppyBaHHS
peai3yroThCs Ha JIEIMIEBUX IHTETPaJIbHUX CXeMax, [0 MPOTrPaMyIOThCs, 3 BUCOKUMH ITOKa3HUKAMHU
M0 MIBUAKOIII, 110 A03BOJIsE 3amupoBYBaTH Bi3yalbHy iH(OpMALIiIO B peaJbHOMY Yaci B Mpoleci
nepezaui ii Mo kaHanax 3B s3KYy.

KurouoBi cioBa: mmdpyBanss, Bigeoindopmalis, KIITAHHAN aBTOMAT, JIOTIYHA IHTeTpabHa
CX€Ma, 1110 IPOTrPaMyeThCs.
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VIIK 004.62

II'OP CYBAUY,
OJIEKCAHJZIP YHAVY30B,
HIHA KYYVK

MOJIEJI PO3MOALTY IH®OPMAIIMHOI'O PECYPCY B ACY CHEIIAJIGHOT'O
IMPU3HAYEHHSA

VY nmaHiit CTAaTTi PO3MIANAIOTbCA TNPUHLUMNN TMOOYAOBM MaTeMaTHYHUX MOJENeH, 110
JIO3BOJISIIOTh  ONTHMAJIBHO PO3MOTUIMTH 1H(POPMALIHHUI pecypc CHUCTEMH Yy BiIOBITHOCTI 3a
oOpanuM kputepieM. [IpoBeseHO aHani3 0COOJMBOCTEH IIaHYBaHHsS PO3NOALTY iH(pOpMaLiiHOTo
pecypcy B ACY cnemiasibHOrO mpu3HavueHHs. Ha OCHOBI MpoBeACHOTrO aHamildy cpopMyiInLO0BaHO
3ajjauy po3poOKH Mojeni, o 0a3yeTbesl Ha BIAMOBIAHINA CTPYKTYpl CUCTEMH IJIaHYBaHHS, KOTpa
BpaxoBye oOMexeHHs, crnerudiuni mus ACY, mo posrisnaiTses. Po3poOiieHo nBa BapiaHTH
MaTeMaTHYHOI MOJeNi po3moAiny iH(opMaliiHUX OJOKIB MO PO3MOJAUIEHUX BY3JIax 0a30BOl
iH(dopmariiiHo-TenexomMyHikamiiHii mepexi ACY cneriansHoro npusznadents. OcoommBocti ACY,
[0 PO3MJISIAIOTHCS, BPAXOBYIOTHCS y PO3POOJICHHX MOJENSX 32 JOIMOMOTOI BBEACHOI (QYHKIIII
kopucHocTi. [Ipu MonentoBaHHI HPOLECIB, IO BIAOYBAKOTHCS Y BIANOBIAHUX 1H(OPMAIIITHUX
miJIcCUCTeMax, BUKOPUCTOBYETHCS OararopiBHeBa cucteMa 00poOKH Ta 30epirans qanux. s mboro
IpU MPOEKTYyBaHHI cHUCTeMHU abo i MOJepHi3allii CTBOPIOETbCA MOJENb 1€PAPXIYHOIO BUIUICHHS
iH(pOPMAIIIHOTO pecypcy, IO MOXKe PO3TIIIIaTHCS TOCUThH aBTOHOMHO Ta HE3aJIeKHO BiJ B3aEMOIIT
13 3o0BHIIHIMH aOoHeHTamu. KoXXHMI HacTynmHUN piBeHb MOJENI 1€papXiuHOro BUALICHHS
iH(OpMAIIHHOTO pPecypCy XapaKTepHU3yeTbCsl 30UIBIICHHSIM 4Yacy AocTtyny 1m0 iHdopmarmii Ta
3HIDKEHHSIM BapTOCTI 30epiraHHs OJUHUII TaHUX.

KarouoBi caoBa: indopmaniitnuii pecypc, MareMaTuyHa MOAeNb, 1H(OpMaliiHO-
TeJIeKOMYHIKalliiiHa Mepeka, aBTOMAaTU30BaHa CUCTEMa YIIPaBIIiHHS, PO3MOIiIEH] 1aHi.

Ocob6muBocTi NJIaHyBaHHsl po3noainy iHgopmauniiiHoro pecypey. Cucrema mjaHyBaHHS
po3MilieHHsT  iH(pOpMaILiiiHOrO pecypcy Yy PpO3HOJUIEHOMY CepeloBMIII  iHPOpMaLiiHO-
tenekomyHikamiiaoi mepexi (ITM) ACY crertianpHoro npusnaueHHs (CIT) moBuHHA 3a0e3meuyBaTu
ONTHMaJIbHE 3HaUY€HHs 00paHoi HiTbOBOT (PYHKIIIT HUIIXOM CKJIaJaHH IUIaHy PO3INOJ Ty pecypciB
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