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ASSESSING THE EFFICIENCY OF INFORMATION PROTECTION SYSTEMS
IN THE COMPUTER SYSTEMS AND NETWORKS

AHoTaunis:

Ocobaueocmi cucmem 3axucmy iH@opmayii 8 KOMN 1OMePHUX CUCMEMAX MAd Mepeicax
8UMA2aAOMb PO3POOKU HEMPUBIANIbHUX Memo0ie 015 ix ananizy ma oyinku. Cnpodbu piwenus 6
yiti obracmi HageOeHo 8 OAHIll CMammi.

Knrwowuoei cnosa: komn tomepui cucmemu i mexHonozii, mooenn, iHghopmayilina be3nexa.

AHHOTAIIUA:

Ocobennocmu cucmem 3aujumol UHGOpMAYUU 8 KOMNBIOMEPHBLIX CUCEMAX U Cemsx
mpebytom pazpadomKu HeMmpUsUAIbHbIX Memo0o8 0lisl ux anaiuza u oyenxu. [lonvimku pewe-
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Abstract: The specific features of the information protection systems in the computer
systems and networks require the development of non-trivial methods for their analysis and as-
sessment. Attempts for solutions in this area are given in this paper.
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Introduction

Information protection systems in computers and networks are characterized by specific
features [5], which imposes the need for the development and use of particular methods for their
analysis and assessment [4]. An attempt to solve a problem of a similar nature is made in this
paper by proposing suitable mathematical models that allow to determine the impact of losses
from possible threats and to assess the effectiveness of information protection systems.

A generalized model for determining the loss in a computer system (network) from the im-
pact of possible threats

Let the computer network in the particular operating conditions is endangered by n
threats. The amount m;, i = I,_n arising threats of 7 —th type for a certain period of operation of

the computer network (operating cycle) is a random variable with an exponential law of distribu-
tion with parameter A, .

The occurrence of i —th,i = I,_n, threat leads to losses z;.

With the total number of 7 threats the relative share of Z‘_th, L= 1’”, threat will be set

m, . —
through » b . With the independence in the emergence of threats and additivity of their ef-
fects it will cause relative losses to the aggregate losses from the impact of all threats amounting

ﬁAz.,i =1,n
to n . Therefore, the aggregate losses from the occurrence of all 7 threats will
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- am, m;

be =7 . Theratio 7 represents the probability Pithat with the occurrence of a threat, it
will prove to be of I~ th type.
Given the defined initial conditions the amount m, of arising threats of i— th type,

i =1,n, the time of operation (operating cycle) will be determined by the formula:

i =M Ly (1.1)

For the same time the total amount of occurring » type threats Zmi will be:

i=1

=

n

m => AT, =Tu¢;/1i : (1.2)

i=1 i=1

The probability p,, that if a threat arises it will be of i —th type, i =1,n, will be defined

as follows:
2“1' Tuqb _ 2‘1’

p; = (1.3)

T, Z}:zi Z_]‘/ﬁ.
Losses caused by thei —th threat are difficult to be defined in absolute terms, as the eco-
nomic losses, losses of time, the volume of data destroyed etc. do not defy an objective prelimi-
nary estimate in such a format. It is therefore appropriate to use estimates of relative losses re-

sulting from the investigation held in the assumption that all threats to the computer network
(system) represent a complete set of events, i.e.:

0<Az, <I; DAz =1.
i=1

The losses Aw,, that arise with the occurrence of the i —th threat will be defined in com-
pliance with the probability of its occurrence, i.e.
Aw,; = p;z, (1.4)
where z, represents the relative losses, caused by the i — th threat.

The total losses caused by the occurrence of all the n threats in terms of their indepen-
dence and additivity of their effects will be defined as:

3=ZAwi :

i=l
Given (1.3) and (1.4) we will finally obtain:

3= nl Zn:&.zi. (1.5)

The assessment of the losses, caused by any threat is proposed to be carried on the basis
of the investigation held as follows [1, 2]:
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A group of N experts assess the extent of possible losses arising from each of then
threats. The degree of risk is defined in relative units, as all threats to the computer network (sys-
tem) represent a complete set of events, 1.e. the following condition is being fulfilled:

The assessment of the j—th, j=1,N, for the i —th threat is £ . If the experts are of the

same or similar level of qualification

z, = . (1.6)

The degree of convergence of the opinions of experts with big enough N is being as-
sessed through the dispersion D, , defined as:

1 N
i:NZ(z —Z) , (1.7)

which determines a standard deviation

i:\/%iz(z —Z) (1.8)

J=l

Provided that the experts have varying degrees of competence the
weightk,,0<k, <1, /= I,_Nis being introduced to each one of them. In this case, the expres-

sion (1.6) will take the following form:

2 = (1.9)

Accordingly, for the standard deviation of £, we will get:

o= -1 S, -z )k, (1.10)

N
j=1
2k
-1

Let us consider a case when for the losses caused by every threat every expert gives three

estimates: optimistic, pessimistic and the most probable. We shall denote by y, y = 1,_3 the type

of assessment, and by o, the weight of the assessment with number y. Then the expert assess-

ment g, will be determined as [1,2]:
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(1.11)

Let us mark with «, the weight of the pessimistic, with «, the weight of the most proba-
ble and with a, the weight of the optimistic assessment. Then the expert assessment for ¢, ac-
cording to (1.11) will be:

Zoc+zoc+zoc

N
z ij ij3
ij
_ o, +a, +a
z, = L2 . (1.12)

2.k,
Jj=1

The degree of convergence of the assessments of the experts will be determined as [1,2]:

2

ia;k i( 45 — 4 )

j=1 j=1

o, = | ‘ , (1.13)

! N

Sk Yk

J=1 J=1

where:

o2 = T (1.14)

g =7 (1.15)

The expression (1.15) is the expert assessment of the losses caused by the occurrence of
the i—th threat given by j—th expert. In (1.14) a, expresses the degree of uncertainty of

the j —th expert. It is recommended [1, 2, 3] touse o, =1; a, =4; a; =1, a, =36.

A generalized model for determining the degree of effectiveness of an information protec-
tion system

In the event of an 7 —th threat its effects are being avoided by a P, probability, i =1,7.
Accordingly, the probability that losses will be overcome will be equalto P =1-P,,.
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We shall mark by p, the probability of occurrence of ani —th threat.

Obviously, in the foregoing circumstances, the losses W, from the impact of the i—th
threat can be presented as:

W, =p,z;l=-P,), (2.1)

With independence of the occurrence and the impact of threats and in case of additivity of
their effects, in view of (2.1) for the overall effects of the impact of threats to the computer sys-
tem (network) the following will be obtained:

w=Sw=Ypz(1-P,). (2.2)

According to (1.4) the product p, z; presents the losses that occur as a result of threats of

i —thtype, i.e. Aw, = p,z, where p, is defined by (1.3). Then:

W:i‘ﬁ:im (1-P,). (2.3)

To assess the effectiveness of the system for protection the index protection coefficient
will be introduced:

(2.4)

§||w|

The same shows how many times the impact of threats to information security in com-
puter systems and networks has been limited with the application of appropriate protective
measures.

Given (1.4), (1.5), (2.3) the expression (2.4) can be presented in the following generalized
form:

n

Zn: Aw, Z DiZi,

— = - : (2.5)
ZAWi(l_Pni) zpizi(l_PHj)
i=1 i=1

| @l

K: =

I

The probability to avoid the consequences from the arising threats will depend on how
much is taken of all factors, qualitative and quantitative requirements for the information protec-

tion system in the computer systems and networks in their design. In other words, if x; is the ex-
tent of the implementation of the j —th requirement to the information protection system regard-
ing the i — th threat, the probability P, in removing the effects of the i —th threat can, in gener-
al, be presented by the function

P, = fi(xn, XigsXigowees Xy Xig )» (2.6)
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where k is the amount of measures taken to prevent the consequences in case of an i —th
threat.

To determine the probability P, i = I,_n the methodology given in [4] will be used. In
this connection, let there be m requirements to the information protection system of the computer
system (network) of which k are quantitative and m — k are qualitative. To assess the degree of

fulfillment of the j— th, j = I,_k quantitative requirement for the information protection system

in relation to the 7 —th effect its normed meaning will be used X, Jj= I,_k ,0<x; <1.For norm-

[/

ing the function of this type will be used:

! J
xij = HJ() nr ’ (27)
xl., - X

where x, - the current meaning of the j—th requirement to prevent the impact of the

i —th threat; x;() and x;" respectively the best and the worst meaning of the j — th requirement to

prevent the impact of the 7 —th threat.
Based on (2.7) we have the following estimate ratios:

- X,—X,
_ i ij min . nd Lo
Yi = Wt 26 = X X5 = X (2.8)
xij max xu min
- X, =X,
_ _fjmax i . nd Loom
xii - Wlth xlj - xz"/' min ’xzj - xl"/'max D (29)
xij max xu min
Xjj =0 with xij <xijmax ’xy > xijmin (210)
X; =1 with Xy = Xyom (2.11)
- X, =X,
_ ij min .
Yi = with x; o SX; < X, (2.12)
xii opt - xu min
- X, . —X.
_ Vijmax ij .
X; = . with X opr SXy S Xy (2.13)

jmax — Nijopt

With decomposition of the function (2.6) in MacLoren’s order and taking into account
the first members of the order the following is obtained [4]:

n QP,
P,=P,(0)+) - Xy (2.14)
i=l OX;
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where P, (0) is the probability to prevent the i —th threat when there is no fulfillment of

the requirements and the information protection system.

OP,
The quantity a—'“ = B, characterizes the degree of impact of the ;j —th requirement on
X

i

the probability for eliminating the 7 —th threat; 0 < g, <1; z B, =1fori= I,_n . Then:
j=1

P, :iﬁljx_ﬁ+ > 8, ulx,). 2.15)

In view of (2.15) the expression (2.3) will get the following final form:

J=k+1

757 Snafi[Sane Sk ). e

Conclusions and future work

The proposed mathematical apparatus can be considered as a basis for further searches
within the scope of the problem of protecting information in computer systems and networks.
Besides the theoretical aspect, it would be useful in assessing the effectiveness of designed and
actually operated systems.
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