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The main objective of the paper is to present new approach to assessment of complex risk in
the process of creation of the information security management systems and design of systems of
information protection. Main idea of the presented approach is based on the interpretation of
properties of the plane equation in relevant three-dimensional space of primary probabilities. It
opens up fresh opportunities for simple calculation of quantitative characteristics of complex risks
and indicates the way of future investigations of complex risks reflected into analytic geometry
models.
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Introduction. The risk analysis is one of the bases stages of planning and design of
information security management systems [1]. The principles and guidelines of the risk
management process are described in [2]. In common the direct problem of the risk analyses is an
assessment of the risk on the base of evaluated probability and losses. However in the design of
systems for information protection the inverse problem must be solved i.e. intervals of variation of
probability or losses must be appointed on the base of known acceptable level of the boundary
complex risk R.

It is known the complex risk security assessment includes risks associated with the losses of
confidentiality, integrity and availability. That is to say the complex risk security assessment R is

some combination of prime risks: boundary risk of confidentiality 7., boundary risk of integrity 7,
and boundary risk of availability »,. If risks 7., » and r, are independent one from another then
the equality

R=r.+r+r,. (1)

For complex risk of information security is valid.

In the following H will denote value of harm (loses) and p will denote probability
appropriated. Let us suppose that risk assessment is the product of value of harm H by appropriate
probability p such as:

r=H-p. 2

So three similar formulas for prime risks 7., », and r, can be written:

re=Hc - pc,
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= H[ "Dy (3)
ry=H, py
Therefore the equality (1) can be rewritten with right parts of formulas (3) instead of 7., r,
and r, correspondingly:

H.-pc+H,-p,+H,-p,=R. (4)
As is known from analytic geometry [3] every equation of the first degree in the next form
A-x+B-y+C-z=D. (5)

represents the plane in three-dimensional space. Comparison of two models (4) and (5) shows their
equivalence up to notation. By this reason the attempt of analysis of the complex risk of information
security on the base of interpretation of properties of the appropriate plane in three-dimensional
space would be undertaken.

Two alternative variants exist in this connection. The first: probabilities p., p, and p, play
roles of independent variables; and appropriate harms H., H, and H , play roles of constants in
relevant equation of plane. The second: harms 4., 4, and %, will play roles of independent

variables; and appropriate probabilities p., p, and p, will play roles of constants in relevant

equation of plane.
We will consider only first of these variants on the assumption of the Cartesian coordinate
system. Another variant will be just the same but probabilities and harms will change places only.
So, let us assume the plane of the information risk security is represented by means of
equation
He.-pe+H,-p,+H,-p,=R, (6)
here p., p, and p, are independent variables; and H., H, and H , are fixed factors.

In this case and first of all it must be emphasized that the plane of risks is placed in the space
of probabilities and all consequent transformation will have relation to this space. After that it
should be noted that according to theorems of analytic geometry there [3] exists some another forms
of the plane equation except of formula (6). For example two such forms of equations of the plane
of information risks will be considered and analyzed: a) intercepts equation and b) normal equation.

Information security risks appointment on the base of analyses of Intercepts equation

Let the equation (6) represent the plane of information risks. Left and right parts of that
equation must be divided on the value of boundary complex risk R :

H H
TC "Pc Tt ?1 Pt TA
Now this formula must be rewritten in such form:

Pc_, Pr_, Ps__q @)
R R R
) () ()
So the plane of information risks that is represented by equation (7) will intercept interval
R/H_. onthe axis p., interval R/H, on the axis p, and interval R/H , on the axis p,. It is clear
that values of probabilities must lie into interval 0 to 1. Therefore lengths of intervals intercepted on

the each of the axis must not be more 1. In other words the system of such inequalities must be
executable:
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On the base of this system we can write system of next conditions
R<H_;
R<H; (8)
R<H,.
that gives relations between complex risk of information security and evaluations of primary harms
for confidentiality, integrity and availability.
Now let us select minimum from H ., H, and H ,:

H_ . =min{H., H,K6 H,}.

After that the system of conditions (8) can be replaced to once equality:

R=H_.. ©)

It means that value of the complex risk of information security can be appointed as a
minimum on set of harms acceptable for confidentiality, integrity and availability.

Information security risks appointment on the base of analyses of Normal equation

Let the equation (6) represent the plane of information risks. Let us multiply left and right
parts of this equation (6) on the normalizing factor M :
1

M = . (10)
‘\/Hé +H +H?
So we obtain the equation (6) as next form:
M-H.-p.+M-H,-p,+M-H,-p,=M-R (11)

If the right part of the normalizing factor (10) insert to the formula (11) instead of symbol M
such result will be obtained:
H, ot H, bt H, » R
P P, p, =
‘\/Hé +H +H? ‘\/Hé +H +H ‘\/Hé +H +H? ‘\/Hé +H +H’
It is known from the course of analytic geometry [1] that the term in the right part of the
formula (12) is the minimum distance from the origin of coordinates to the plane that is defined by

the appropriate normal equation. In future this term will be denoted with special label p and we
can write:

.12

P YRR S— (13)
‘\/Hé CHI L H

Additionally it is known [1] that constants in left part of formula (12) are directional cosines
of the normal of the plane that is defined by the appropriate normal equation. And formulas of those
cosines are next:

HC
cosa = ,
JHZ+H? +H’
cosfF= H, , (14)
JH+H: +H?
H
cosy = E :
‘\/Hé +H> + H?

Thus the normal p can be considered as a diagonal of the rectangular parallelepiped; sides of
this parallelepiped are projections of this normal p onaxis p., p, and p, accordingly:
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R H, RH
pcosa = =— 2 =3
JHX+H} + H}|[JH2 + H? +H?| He+H; +H,
R H RH
pcos = L =—0"F1— (15)
JH +H +H:|[JH: + H} + H?| He+H; +H,
poosy - R H, RH,

‘\/H§+H,2+Hj ‘\/H§+H12+Hj He+H +H

By this reason the next formulas can be written for calculation of evaluation of minimum
probabilities p., p, and p,, are possible for the prescribed value of boundary risk of information
security R under assumption that are known evaluations of acceptable harms of confidentiality
H ., integrity H, and availability H ,:

_ RHC .
Pe HX+H+H*’
RH,
_ : 16
P H:+H}+H’ (16)
RH
P4 3

CHX+H+H

These formulas provide an opportunity to estimate probabilities p., p, and p, that are
possible together for the given boundary of risk assessments R under allowable harms of
confidentiality H ., integrity H, and availability H .

So as the normal p is the diagonal of the rectangular parallelepiped and three sides of that
parallelepiped are probabilities p., p, and p, of harms of confidentiality, integrity and
availability correspondently we can write formulas for complex probability:

pz‘\/pé +p;+pil (17)

Probabilities p., p, and p, in this formula can be changed by right parts of relations (16)
correspondently. In result we will obtain:

2 2 2
RH RH RH
p= 2 2c 2| T 2 2] 2| T 72 2A 2 |- (18)
H-.+H; +H H-.+H; +H H-.+H; +H

In the right part of this formula (18) we can perform next transformations:

RH, ’ RH, ’ RH, ’
2 2 2 + 2 2 2 + 2 2 2 =
H:.+H; +H, H:.+H;, +H, H-.+H; +H

- R H i H = R .
He+Hp +H; ‘\/H2+H12+Hj
Therefore next formula can be written for complex probability in the result:
R
pP= 2 2 2| (19)
‘\/HC +H +H>
Justus p <1 so
R
p= = = = <1, (20)
‘\/HC +H +H>

and it follows that
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R< ‘\/Hé CH+H?| (21)
This inequality gives upper-bound estimation for acceptable complex risk of information
security.
Let’s take minimum harm value

Hmin :min{HC’ HI’ HA}

On the base of practical considerations and according of formula (9) we should not to accept

the risk estimation less the minimum permissible harm. Therefore the one-sided in equation (21)
could be brought up to the two-sided in equation:

min{H,, H,, H,} <R < ‘\/Hé CH?+H?| (22)

Let us assume
Hmin :HC = HI = HA’
and then the two-sided in equation (22) could be rewritten as follow:

Hmin SRS\/E'Hmin’ (23)
Divided all parts of this in equation by H,,,, we are obtaining ratio
13( R Jg\\@, (24)
Hmin

following conclusion than relation of complex risk of information security to minimum acceptable
hart should be from 1 to ‘\/5‘

Relations (22)-(24) provide a way in order to obtain the quantity express-estimation of the
interval of variations of the complex risk value of information security on the base of sufficiently
general perception about primary harms of vulnerabilities of confidentiality, integrity and
availability.

Conclusion. Interpretation of analytical representation of complex information security risks
in the form of a plane in the corresponding three-dimensional space allows to obtain quantitative
estimates of acceptable values of probability of acceptable risks needed to justify decisions taken in
the creation of information security management systems and building information security tools.

The further research in the tideway of outlined analytic-geometry approach can be directed
towards the development of understanding of analogies between complex risk and other types of
equations of the plane in three-dimension space, the migration to multidimensional spaces and the
passing from plane to nonlinear surfaces.
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BOJIOAUMUP MOXOP,
BITAJII BE3LITAHBKO,
CEPI'I TOHYAP,

['PUT'OPII KPABIIOB,

ITOP KOLIIOBA,

OJIbI'A KPVK,

OJIEKCAHJIEP MAKAPEBUUY,
€BI'EH MAKCUMEHKO,
BACWJIb LIVPKAH

AHAJITUKO-TEOMETPUYHMMA MIAXIT JO AHAJI3YBAHHSA PU3HUKIB
BE3NEKU IHOOPMAIIII

OCHOBHOI0O METOK POOOTH € MPEACTaBIECHHS HOBOTO MiAXOLY IO OLIHIOBAHHS CKJIAJHOTO
PU3UKY B MPOLIECI CTBOPEHHSI CHCTEM YIPaBIiHHA 0e3MeKoro iH(opMarllii Ta MpoeKTyBaHHS CUCTEM
3axucty iHdopmamii. OcCHOBHa iJes TMPEACTaBICHOrO MiJXOAy TMOJsrae B IHTEepHpeTarii
BJIACTUBOCTEH pIBHSAHHS IUIOMIMHI Yy BIANOBIZHOMY TPUBHMIPHOMY MpPOCTOPI  MPOCTHX
iMoBipHOCTeH. lle m03BoNMIIO CHIPOCTHTH OOYMCIIEHHS KUIBKICHUX XapaKTEPUCTHK CKIIQIHUX
PU3UKIB 1 BH3HAUMTH HANPSAMOK iX TOHANBIIMX JJOCIIPKEHb 3a JIOTIOMOTOI0 aHATITHKO-
reOMETPUYHUX MOJEICH.

Kiro4oBi ci10Ba: piBHAHHS TUIOMIMHY, CKJIAAHUNA PU3HK, TIPOCTI PU3UKH Oe3neku iHdopMmariii,
HMOBIpHICTb, BTPaTH.
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AHAJIMTUKO-TEOMETPHUECKHH TIOAXOJ K AHAJHM3Y PHCKOB
BE3OITACHOCTH UH®OPMALIUN

OCHOBHOM 1eNIBI0 Pa0OTHI ABISETCA MPEACTABICHHE HOBOTO MOAXO0JA K OLEHKE CIOKHOIO
pHCKa B MPOLIECCEe CO3JaHMsI CUCTEM YIpaBiIeHUs 0€30MacHOCThI0 HHPOPMALIUU U TPOSKTUPOBAHUS
cucteM 3amuThl HH(popmauuu. OCHOBHasE uaes NPEJCTABIEHHOTO MOAXOAAa COCTOUT B
UHTEPIPETALMU CBOMCTB YPaBHEHHMs IUIOLIAAU B COOTBETCTBYIOIIEM TPEXMEPHOM IIPOCTPAHCTBE
IPOCTBIX BEPOATHOCTEH. DTO MO3BOJIUIIO YIPOCTUTH BBIUMCIEHUE KOJMUYECTBEHHBIX XapaKTEPUCTHK
CIOKHBIX PHUCKOB M OIPEIEIUTh HANpPABICHUE NaJbHEUIIUX HCCIEAOBAHUN C IOMOLIBIO
AQHAJIUTUKO-TEOMETPUUYECKHUX MOJIEIIEH.

KarouoBi cjoBa: ypaBHEHHE IUIOIMIAJH, CIIOKHBIA PHUCK, MPOCTBIE PHCKH OE30MaCHOCTH
uH(pOpMalnH, BEPOSATHOCTh, TOTEPH.
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