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This article presents a methodological approach to assessing risks associated with the threats
and vulnerabilities of the information system of a corporate infrastructure object (ISCIO). The
relevance of this topic is due to the growing number and complexity of cyber threats and the need for
more accurate risk assessment tools that account for the structure of interdependencies between
potential vulnerabilities and attacks.

The main problem addressed in the study is the insufficient precision of traditional risk
assessment methods that do not reflect the composite nature of threats within complex systems. To
solve this issue, the authors employ an extended Q-analysis methodology, which considers the
structural relationships between threats and vulnerabilities to form a more detailed risk model.

The purpose of the study is to apply the theoretical foundations of extended Q-analysis to a
practical example using real expert data. As part of this, the authors construct an incidence matrix
between threats and vulnerabilities, form a simplex complex, and build a structural tree to visualize
interdependencies. Based on these models, calculations are performed to estimate the loss values
associated with each threat and their combinations (“gluing”). Using optimization methods, including
the Lagrange method, the authors identify conditions for maximum and minimum risk, analyze the
behavior of the risk function under different probability distributions, and construct comparative
graphs.

The results demonstrate that the refined methodology allows a reduction in overall risk by up
to 23.3% compared to linear models, depending on the threat distribution. The findings confirm the
practical value of the proposed approach, offering more accurate risk estimates and improved
decision-making support in cybersecurity management of complex information systems.

Keywords: risk assessment, infrastructure, Q-analysis, information system.

Introduction. Recently, the popularity of risk assessment methods and approaches has
increased significantly. More and more regulations and standards are being adopted that contain risk
assessment rules and provide for their application in various areas. This contributes to the
development and improvement of relevant methodological approaches. Given the above, it is
expected that this trend will continue to remain relevant [1].

The main goal of risk analysis is to provide sound recommendations for decision-making. In
the process of making decisions related to risks, it is important to understand their sources. Risk
assessment methods help to solve a wide range of issues - from global ones, such as the choice of
location of production facilities, to technical aspects of system operation, including human and
organizational factors.

Risk assessment should provide objective data that will allow finding a balance between
increasing profits and minimizing negative consequences. This is an iterative process that contributes
to the constant improvement of decision-making, and ideally - increasing efficiency.

In addition, risk assessment is an important element of the quality control system. The
implementation of quality standards involves the use of various methods and sources of information
that meet the needs of users. Just like risk, the quality level of an institution is determined by its
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institutional environment and strategic goals. The institutional environment significantly affects the
organization's tolerance for risk in achieving its goals.

The risk assessment and management process includes several stages: establishing a
framework, identifying risks, analyzing their likelihood and consequences, assessing risks, and finally
developing response measures. This study focuses primarily on the risk assessment stage, while
complementing the methodology of the entire risk management cycle in complex systems.

Methodology for collecting information for risk assessment based on extended Q-analysis.

In previous works [5]-[7], the methodology of extended Q-analysis of risk assessment based on
the interdependence between threats and vulnerabilities of cybernetic systems was presented, as well
as the specifics of its application in risk assessment and construction of loss functions. This study
presents scientific approaches to the practical application of the obtained theoretical results and their
use in real systems.

The preliminary stage is the collection of data and its presentation in the form necessary for the
application of the methodology. Depending on the characteristics of the collected information, several
options for its primary processing are envisaged.

The first case is considered the best, but practically does not occur. This is the case when the
data is already presented in the form of a structural dependence, that is, in the form of a symlecial
complex.

The second case is more likely. This is the case when the collected primary data is presented in
the form of an incidence matrix between vulnerabilities and threats. In this form, the collected data is
sometimes found.

The third case is the most common. The collected data are confidential, or they are quite specific
with a narrow subject area of application. In this case, it is advisable to use the inverse problems of
Q-analysis to construct a symplectic complex for the purpose of further analysis.

To conduct a study of the practical application of the methodology of extended Q-analysis,
within the framework of the dissertation research, data from the system of threats and vulnerabilities
of the information system of the corporate infrastructure object (hereinafter — ISCIO), given in the
work of V. Kuz [2].

Vulnerabilities used for the study, as well as the assessment of the specified list of threats {u, }

for a conditional corporate infrastructure object obtained as a result of an expert analysis of ISOKI.
Based on the results of the expert analysis, a list was also formed {b,}, /= {1, 2, ..., L} elements that

indicate vulnerabilities [2]. The latter are interconnected with potentially vulnerable components,
which are the ones that can be targeted by attacks.

Application of the risk assessment method based on structural Q-analysis. According to
the methodology of extended Q-analysis [8], using the above lists of elements denoting vulnerabilities
and threats from attacks, an incidence matrix (g-connectivity) between vulnerabilities and threats for
ISCIO was constructed (table 1).

Table 1 — Incidence matrix between vulnerabilities and threats for ISCIO

Threats of | Yulnerability of ISCIO information resources to the implementation of threats of
computer computer attacks
attaCkS bl bZ b3 b4 bS b6 b7 bS b9 bl 0 bl 1 bl 2 bl 3 bl 4 bl 5
U, 1 0 [0 |0 1 0O |0 [0 [0 |O 1 1 1 1
U, 0O |0 [0 |O 1 0 |0 1 1 1 1 1 1 1 1
Uy 1 1 0 1 0 1 1 1 1 1 1 1 1
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Threats of | Yulnerability of ISCIO information resources to the implementation of threats of
computer computer attacks
attacks bl b, b3 b, bs b b7 b b9 blO by, blz by b14 b
Uy 1 1 1 0 1 1 1 1 1 1 1 1 1 1 1
Us 1 1 1 0 0 0 0 0 0 0 0 0 1 1 1
U 1 1 1 0 1 1 1 1 1 1 0 0 1 1 1
Uy 1 1 1 0 0 0 1 0 0 0 0 0 1 0 0
Ug 1 1 1 0 0 1 0 0 1 0 0 0 1 1 0
Uy 1 1 1 0 0 1 0 0 1 0 0 0 1 1 0
Uy 1 1 1 0 0 1 0 0 1 0 0 0 1 0 1
Uy 1 1 0 0 0 0 0 0 0 0 1 0 1 0 0
U 1 0 0 0 0 1 0 1 0 0 0 1 0 0 0
U 1 0 0 0 0 1 0 1 0 1 1 1 0 0 0
Uy 1 1 1 0 0 0 0 0 0 0 0 0 1 0 0

The next step is to construct the g-connectivity matrix for the threat system depending on the
vulnerabilities b;, which is given in Table 2.

Table 2 — Simplex complex matrix for the threat system depending on the vulnerabilities

Threats u, | uy Uy | Uy | U | U | Uy | Uy | Uy | Uy | Uy | Uy | U | Uy
u, 7 15 4 2 |14 |4 |4 2 3 3 2
u, 5 19 3 1 3 3 3 2 2 4 1
u, 6 |9 12 |12 |6 10 |4 |6 |6 6 4 3 5 4
u, 7 19 12 |14 |6 12 |5 T 17 7 4 4 6 4
Us 4 |3 6 6 |6 |6 |4 |5 5 5 3 1 1 4
Ug 6 |7 10 |12 |6 12 |5 7 17 7 3 3 4 4
u, 2 1 4 |5 4 |5 5 4 14 |4 3 1 1 4
Ug 4 |3 6 7 5 7 14 |7 |7 6 3 2 2 4
Uy 4 |3 6 7 5 T o014 |7 |7 6 3 2 2 4
Uy, 4 |3 6 7 5 7 |4 |6 |6 7 3 2 2 4
U, 2 (2 |4 (4 |3 3 3 3 3 3 4 1 2 3
U, 3 12 3 4 1 3 1 2 12 |2 1 4 4 1
U 3 |4 5 6 1 4 1 2 12 |2 2 4 6 1
u, 2 1 4 14 |4 |4 |4 |4 |4 |4 3 1 1 4

The next stage is to conduct a structural Q-analysis to identify possible compatible
implementations of vulnerabilities that manifest themselves through a complex structure of
interdependencies between vulnerabilities and threats. Based on the developed and presented in [5],
we build local maps and a structural tree, which are shown below in Figure 1 and 2.
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Figure 1 — Local maps
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Figure 2 — Structural tree
An important stage is the calculation of losses for each threat due to potential losses from

vulnerabilities. In conditions of increasing risk for ISCIO, in particular due to the spread of phishing
attacks, botnets, the use of virus-infected software, “ransomware”, etc. [3], a specific approach is to
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identify vulnerabilities in information resources (hereinafter - IR) of ISCIO. To determine the risk of
possible attacks, it is proposed to apply calculation methods for assessing potential threats.

To calculate losses from the implementation of threats (attacks), the values of the destruction
coefficients of vulnerable components of the ISCIO IR are required. Their values must correspond to
the costs of restoring the standard state of the relevant components and can be accurately estimated
based on the estimates of the relevant restoration works. Of course, the external (system) effect of
destruction can significantly exceed the sum of these costs, so its assessment should be carried out
separately on the basis of expert opinions.

Within the framework of this study, for a demonstration example of calculating losses and risks
from attacks, we will limit ourselves to rough estimates, using the categorical scale given in Table 3.

For further risk calculations, only the estimate of total losses given in the last row of Table 3 is
actually used.

At the same time, Table 3 itself reflects one of the methods of assessing losses generated by the
implementation of the relevant vulnerability as a result of the attack.

Table 3 — Categorical estimates of destruction from CI vulnerabilities

Vulnerabilities

Destruction | b, by | by | by | b be | by | by by | by | by | by | by | by | by
Soft 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0
Hard 0 0 0 0 0 0 0 1 0 1 1 0 0 0 1
Data 0 0 0 0 1 0 0 0 1 1 1 1 1 0 0
External

Effect 1 1 1 1 2 2 3 3 3 3 3 4 4 1 1
Total Losses | 2 2 2 2 4 3 4 5 5 6 6 6 6 2 2

To calculate risks, in addition to losses, we need to determine their probability. But the
probability distribution of joint implementation of vulnerabilities depends on the characteristics of
real attacks [4]. In real incidents, risk assessments based on the fact of threat implementation may
differ. In the case when there is a statistical distribution of the occurrence of certain losses from the
implementation of threats, which, in particular, depend on the presence in the system of a list of
vulnerabilities that jointly affect their occurrence, it is possible to use the frequency of threat
occurrence to assess the probability of vulnerabilities, as well as apply such indicators as the level of
influence of individual threats. Table 4 shows indicators (calculations) of the total level of losses
depending on the individual identified threats.

Table 4 — Level of losses for each threat in the system

Up | Uy | Uz | Uy | Us | Ug | Uy | Ug | Uy | Uy | Uy | Up | Uz | Uy z

Total loss

rate (V) 25 |42 |48 |55 |16 |43 |16 |22 |22 |22 |16 |16 |28 |12 |383

Table 5 shows the indicators (calculations) of losses from gluing for each gluing of threat
simplexes in the system.

After the calculations are made, an assessment of threats and risks is carried out, the probability
of which is the highest in practice. To calculate risks, it is assumed that the joint realization of adverse
events, in particular from an attack, is independent in terms of losses. Therefore, risks are calculated
as a sum, and the probability of an event as a product.
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Table 5 — Loss level for each gluing of threat simplexes in the system

Gluing Cl}ol;lslgsg
Visaa) 48
Vieras) 42
Vit 25
Vis.aa) 22
Viiaas) 22
Viwauo) 22
Viaus) 16
Viaars) 28
Vieauny 16
Vusany 16
Vivaaz) 16
Viauo) 12
Visana 43
z 328

The total risk is calculated according to formula (1).
14

Rul,u2,u3,u4,u5,u6,u7,u8,u9,u10,u11,u12,ul3,u14 = 2 pul- V;i
i=1
{1,3,5,6,7,8,9,10,12,13} 11,14

- (1
- Z pu4puil/{u4,ui} - ; pu3pus{l‘3)ul'}

i=1
Since for the studied ISCIO, loss indicators (calculations) have already been calculated for each
threat in the system and for each gluing of threat simplexes in the system, the corresponding valuesare
given in Tables 4 and 5.
Taking into account the above indicators, the total risk for the studied ISCIO is calculated
according to formula (2) and depends only on the probability of events occurring.

Rul,u2,u3,u4,u$,u6,u7,u8,u9,u10,u11,u12,u13,ul4 = 25pu1 + 42pu2 + 48pu3 + 55pu4 +

+16pu5 + 43pu6 + 16pu7 + 22pu8 + 22pu9 + 16pu11 + 28pu13 + 12pu14 —
(2)
-43p,, P, —48p, P, —42p,0,—25p, P, —22p, P 22D, P,

-16p,, ., -28p, p,, ~16p,p, ~16p,p,, ~12p,p,,
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The given formula 2 shows that the dependence of the total risk on the probability of the events
for the studied ISCIO is described by a quadratic function, which can be investigated analytically to
identify extrema and characteristic points.

In addition, additional conditions are imposed on the determination of probabilities p,.

(formulas (3) — (4)).
D, € [0,1]. (3)

14
P=>p =1. ©
i=l

The function described by formula (1), and taking into account the conditions described by
formulas (3) — (4), refers to linear programming (optimization) problems that can be solved using the
Lagrange method.

Formulas (5) — (6) describe the Lagrange function and derivatives with respect to all parameters.

L = Rul,uZ,u},u4,u5,u6,u7,u8,u9,u10,ul1,u12,ul3,ul4 - ﬂuP . (5)
L
“
P,
oL | . (©)
— =0
oA

According to the results of calculations using formulas (5) and (6), we obtain that A =0, all
p, =0,except p, =1and p, =1.Itis obvious that they cannot be equal to unity at the same time

because constraint (4) is not satisfied. If we substitute the probabilities separately, we get at p, =1
the risk value R=48,and at p, =1, respectively R =55.1It is obvious that the distribution at which
only p, =1 will be the maximum point in the risk assessment. This is logical, since this component

corresponds to the largest level of losses, and in other distributions there is a negative part
(probability), which reduces the total risk value in the assessment.

From another point of view, it is also necessary to determine the conditions under which the
risk value will be minimal. Since the calculations performed using the Lagrange method do not
provide an unambiguous answer to this question, the search for minimal risk values must be carried
out at the extreme points of the threat probability distribution values, i.e., alternately zeroing all p,

except one.

Using the Lagrange method, it was calculated that the maximum risk values become at events
i=3 and i =4. By searching through the extreme points, we obtain the result according to which the
minimum risk value will be at the event i =14 . In other cases, the risk value will grow faster than the
negative part (probability) in order to level the increase in the main risk.

Figure 3 shows a graph of the risk assessment value depending on the possible threat probability
distributions, according to attack profiles. Due to the multicomponent nature of the probability vector
used as an input to the risk assessment function, we will use the segment between two points as the
definition domain. It is given as a convex linear combination of the end vectors with coefficients o
and (1-a), where 0<a<1. Changing R(p,), which depends on the probability vector, on

R(p, (@), which depends on one parameter o, to be able to display multidimensional space on a

plane. Formula (7) shows the transformation of a multicomponent vector into a single-parameter
form.

p(@)=a-p, +(1-a) p;, (7)
where PL],[ — the value of the probability vector corresponding to the minimum of the risk function;

pfi — the value of the probability vector corresponding to the minimum of the risk function.
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The graph has a generalized form. The extreme points are of greatest interest for the analysis
of the obtained formula (2); therefore, they were chosen as the vectors of the ends of the segment.
Accordingly, the maximum and minimum risk are reflected by the extreme points of the graph. The
graph of the standard risk assessment corresponds to a linear dependence on the probability
distribution without taking into account the structure of the connections between threats. The graph
of the refined assessment corresponds to a polynomial risk formula that takes into account the
interdependence and compatibility of threat implementations and the probability distribution in the
attack profile.

Risk assessment comparison

Risk

0 0,2 0,4 0,6 0,8 7 |
Parameter value o |

Figure 3 — Comparison of risk assessment values

Assume that the distribution of threats is uniform. In this case, the probabilities are calculated
using formulas (8) — (9).
1

= —. 8

Py =1g (8)
11

LI 9

Pluas) =14 14 ©)

The calculation of the total risk carried out within the framework of the proposed method is
carried out according to formula (10).

1 14
Rclariﬁed(ul,uZ,u3,u4,u5,u6,u7,u8,u9,u10,u11,u12,u13,u14) = ﬁz Vu,— -
i=1

1
- 142 (I/{u6,u4} + I/{143,144} + V{u2,143} + I/{141,144} + I/{144,148} + V{u4,u9} +

(10)
+I/{u10,u4} + I/{145,144} + V{u4,ul3} + I/{147,1/14} + I/{u4,1/112} + I/{u3,ull} +
383 328
+Vv{u3’u14}) = W — E ~ 25, 68

The total risk without taking into account the structure of connections in the system is calculated

using formula (11).
14

Rstandart(ul,u2,u3,u4,u5,u6,u7,u8,u9,u10,u11,u12,u13,ul4) = ZRui =
=1
1 & 383 ' (1)
=— >V, =—"=2736
145 14
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The calculation results obtained by formulas (10) and (11) allow for a comparative analysis of
risk values calculated using the generalized risk assessment method and the simplified linear
assessment procedure, and to assess the level of risk refinement using formula (12).

SRR 000~ 213072568 16004~ 6,1%. (12)

g 27,36

The obtained result indicates that the practical application of the proposed risk assessment
method compared to the simplified linear assessment allowed to reduce the overall risk for the studied
corporate infrastructure information system by approximately 6.1%.

An additional clarification is that in the calculations the terms associated with individual risks
R, are reduced with subtraction on glues, because, taking into account the structures of some threats

Er

u,, they are part of the threat u, i.e. they do not carry additional information for risk assessment,

because they are already taken into account in the risks R..

Clarification of risk assessment
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Figure 4 — Clarification of the relative correction in the risk assessment depending on the
probability distribution of the occurrence of threats
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Figure 5 — Interval between probabilities at which the maximum relative refinement of the
standard risk assessment changes

Figure 5 shows a graph of the function that describes the dependence of the value of the relative
correction for “glues” in the risk assessment formula on the parameter o, which, as in the case of risk
assessment comparison, is introduced to calculate the reduction of a multicomponent probability
distribution vector to a single-parameter task on a segment, the ends of which are the probability
distribution of threats for a certain attack profile. The graph shows that the value of the relative
correction varies from zero (in this case a = 0, in probability distributions p,, =1 and p, =0), then

increases to a maximum level of &, =23,3% at a=0,5 and decreases to zero. At a =1, the value
of the relative correction corresponds to the probability distribution of p, =0 and p, =1.

Due to the degeneracy of the fourteen-dimensional distribution to a two-dimensional one, it is
possible to depict the transition segment from one minimum correction value to another. The
corresponding probability distributions are shown in Figure 5 and correspond to the extreme points.
The points p,, =0,5 and p,, =0,5 correspond to the maximum of the function in Figure 4.

The obtained result confirms the universality, efficiency and practical significance of the
proposed risk assessment method, and allows us to provide additional recommendations for the
formation of requirements for input data. In the case when individual simplexes are parts of another
simplex (threats are nested in other threats), they can be ignored when assessing the risk. Initial
nesting checks can be carried out already at the stage of forming the incidence matrix.

Conclusions. The application of the developed method for calculating the assessment and
analysis of risks from threats and vulnerabilities for the information system of a corporate
infrastructure object is presented. The main stages of the procedure for identifying and analyzing the
compatibility of vulnerabilities with each other and the threat system as a whole are presented.

The algorithm for constructing a simplex complex and a structural tree with subsequent analysis
of the relationship between vulnerabilities on the example of an information system of a corporate
infrastructure object is considered and applied.

It is proven that some vulnerabilities that are often not detected when collecting data about the
system can have a significant, albeit indirect, impact on the reliability, availability and integrity of
the system as a whole.

A structural classification of existing threats in the information system of a corporate
infrastructure object is carried out based on Q-analysis.

Based on the analysis, a risk assessment was performed for the given information system of a
corporate infrastructure object and the corresponding method was applied to real data. A Bayesian
risk assessment formula was constructed taking into account the influence of the studied complex
structure of the threat system.

Application of the proposed risk assessment method for the studied practical example showed
that, in comparison with the simplified linear assessment, the overall risk for the information system
of the corporate infrastructure object is reduced from 0 till 23.3% depending on the distribution of
threats and the attack profile.
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CEPI'T1 CMHPHOB,
BIKTOPIS ITOJYLIUTAHOBA

OLIIHIOBAHHSI TA AHAJII3 PU3UKIB JUISI 3AI'PO3 TA BPA3JIMBOCTEM
THOOPMAIIMHOI CHCTEMHU KOPIIOPATUBHOI IHOPACTPYKTYPH

VY craTTi mpeAcTaBIeHO METOAOJOTIYHUM MiAXiA A0 OI[iHIOBAaHHS PHU3HKIB, MOB’A3aHUX 13
3arpo3aMy Ta BPa3jdUBOCTSAMHU 1H(OpMaIIHHOI CUCTEMHU 00’€KTa KOPIMOPATUBHOI 1IHPPACTPYKTYpH
(ICKIO). AKTyalIbHICTh TEMHU 3yMOBJICHA 3pOCTAaHHSIM KIJIbKOCTI Ta CKJIAHOCTI Kibep3arpo3, a TaK0X
noTpe0o0 y TOYHIMMX IHCTPYMEHTaX OI[IHIOBAaHHS PHU3UKIB, IO BPaxOBYIOTh CTPYKTYpPY
B3a€MO3aJICKHOCTEH MK OTCHIIMHUMU BPa3IMBOCTSIMU Ta aTaKaMH.

OCHOBHOIO TPOOJIEMOI0 JOCTIDKEHHS € HEJOCTaTHA TOYHICTh TPAJUIIIMHUX METOiB
OLIIHIOBAHHS PU3HKIB, K1 HE BiJ0OPaXKalOTh CKJIAHOI CTPYKTYpPHU 3arpo3 Y KOMIUIEKCHUX CHCTEMaXx.
Jnst BupimeHHs 11i€i mpoGiieMu aBTOPH BUKOPUCTOBYIOTH pO3IIMpPEHUi Q-aHami3, SKUN JO3BOJISIE
BpPaxoBYBaTH CTPYKTYpPHI 3B’3KH MIX 3arpo3aMH Ta BPa3JlIMBOCTSIMHU 3 METOIO (DOpMyBaHHS OLIbI
JIETATI30BaHOI MOJIEII PU3HKIB.

MeToro JOCHTIUKeHHSI € TPAaKTUYHE 3aCTOCYBaHHS TEOPETHYHHX OCHOB PO3MIMPEHOTo Q-
aHaJIi3y Ha MPUKIAAl 3 BUKOPHCTAHHSIM pEaJbHUX EKCIEPTHUX JaHMX. Y paMKax JOCIiIKEHHS
c(OpPMOBAaHO MATPHIIIO 1HIIMIESHTHOCTI MK 3arPO3aMHU Ta BPA3JIMBOCTSIMH, MTOOYI0BAHO CHUMILIECKC-
KOMIUIEKC 1 CTPYKTYpHE IepeBo AJis Bizyani3allii B3aeMo3B’s13kiB. Ha 0CHOBI IIMX MoJieseld BUKOHAHO
PO3paxyHKH BEITMYMH BTpAT JJIsl KOKHOI 3arpo3M Ta iX KoMOiHamii (Tak 3BaHUX «CKIICIOBaHBY). [3
3aCTOCYBaHHSAM METOAIB ONTHUMI3allii, 30kpemMa MeToy JlarpaHxka, BU3BHAYEHO YMOBH JJOCATHEHHS
MakCUMyMy Ta MIHIMyMy pHU3UKYy, IPOaHaJI30BaHO MOBENIHKY (YHKIIT PU3UKY 3aleKHO BI1J
po310/1lTy HMOBIPHOCTEH Ta MOOY1I0BAaHO MOPIBHSIIBHI IpagiKH.

Pe3ynbraTi CBiiuaTh, 1110 3aIPONIOHOBAHA METOAMKA JO3BOJISE€ 3MEHIINTHU 3arajibHUN PU3HK J10
23,3% y NOpIBHSIHHI 3 JIIHIHHUMHU MOJIEISIMH, 3aJIe)KHO BiJ Ipodiato 3arpo3. OTpuMaHi BUCHOBKU
MIATBEPKYIOTh MPAKTUYHY LIHHICTh MiAXOAY Ta MiABUINYIOTH TOYHICTh OI[IHIOBAHHS PU3HKIB IS
MIATPUMKH NPUIHATTS pillieHb y cdepl Kidep3axucTy CKiIaJHUX 1HGOPMALIHHUX CUCTEM.

Kuro4oBi ci10Ba: OliHIOBaHHS pU3UKY, IH(pacTpyKTypa, Q-aHamni3, iHpopmaliiiiHa cuctema.
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