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The article examines current issues of training cybersecurity specialists, which are of
particular importance in the context of rapid development of information technology and the
growing number of cyber threats. It is noted that in Ukraine, as in many other countries, there are
problems related to the organisation and management of the process of training such specialists.
Traditional teaching methods do not always correspond to the specifics of the rapidly changing
cyber environment, which makes it difficult for graduates to adapt to real working conditions. There
is also a lack of uniform methodological approaches to regulating the educational processes in the
field of cybersecurity, which leads to different quality of training in different educational
institutions. Emphasises the need to develop a mathematical model for optimising the modern
educational process of cybersecurity specialists, which would provide an integrated approach to
planning and managing the training of cybersecurity specialists. Analyses the latest scientific
researches and publications on the education of cybersecurity specialists, which investigated the
problems and ways of improving cyber-education both in Ukraine and abroad. The purpose of the
article is to develop a mathematical model for optimising the modern educational process of training
cybersecurity specialists. This model takes into account the interaction between students, teachers
and employers, as well as the dynamic development of students' competences. The authors propose
to define the main roles of the participants in the educational process and their strategies. The model
allows to take into account the transition probabilities of the development of students' competences
and possible risks associated with the choice of certain educational pathways. The proposed
mathematical model makes it possible to optimise the process of training specialists, which will
help to improve their professional competence and ability to respond to current challenges in the
field of cybersecurity. Such an integrated approach makes it possible to ensure effective decision-
making at each stage of the educational process, which is extremely important for training qualified
personnel in the field of cybersecurity, capable of countering modern cyber threats and ensuring
high levels of information security.

Key words: cybersecurity, training of specialists, mathematical model, competencies,
information security.

Problem statement. The accelerated evolution of information and communication technology,
coupled with the exponential growth of cyber threats, has created an urgent need to develop a cadre
of highly qualified cyber security professionals who can effectively address today's challenges in the
field of information protection. However, in Ukraine, as in many other countries, there are a number
of challenges associated with the planning and management of training programmes for such
specialists.

Firstly, traditional teaching methods often fail to take into account the specifics of the
dynamically changing cyber environment, which makes it challenging for graduates to adapt to
real-world work conditions. Secondly, the lack of consistent methods governing the training process
results in a disparity in the quality of training across different educational institutions. Thirdly, there
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is a dearth of practice-oriented curricula that would equip students with the requisite skills to work
in the face of real cyber threats.

These issues necessitate the formulation of a methodological framework that would facilitate
a comprehensive approach to the planning and management of the training process for cybersecurity
specialists. This encompasses the introduction of contemporary teaching methodologies tailored to
market demands and the establishment of efficacious educational management systems. It is also
crucial to integrate the latest technologies and methodologies that will assist students in developing
the practical competencies essential for successful professional activities in the context of
contemporary cyber threats.

The analysis of recent research and publications in the field of cybersecurity reveals that the
issues surrounding the training of qualified personnel and potential avenues for improvement are
subjects of investigation by domestic scholars, including Melnyk S. [1], Danik Y. [2], Stashevsky Z.
[3], and others.

In his work, Melnyk S. V. presents a rationale for optimising the professional training of future
cybersecurity specialists [1]. This is to be achieved on the basis of innovative pedagogy and an
integrated approach to the implementation of key security competencies in the context of the
information society.

In their work, Danik Y. and Zinchenko A. conducted an analysis of the current state of cyber
education, both in Ukraine and globally [2]. They demonstrated that, in the modern context,
cybersecurity knowledge should be integrated into the fundamental curriculum of all educational
institutions, rather than being confined to specific IT and cybersecurity specialisations.

Stashevskyi Z. P. and Hrytsiuk Y. I. investigated the distinctive characteristics of developing a
model for the implementation of the educational process of the higher education institution of the
SES of Ukraine based on a competence-based approach [3]. This approach defines the main goals of
the project and the project product as the integral competence of the SES personnel for the
implementation of IT projects in information security.

The paper [4] puts forth mathematical models of prospective professionals' competencies and,
based on these models, delineates the objectives of studying such competencies.

Baofa Sun put forth four mathematical models of learning effectiveness: the model of
examination control, the model of talent development, the model of career growth, the model of career
development, and the model of quality education [5]. Additionally, the paper identifies key issues
that students should prioritize.

In their work [6], a group of scientists proposed the Delphi method, which was employed to
develop a model of the learning system. This approach enabled them to gain a comprehensive
understanding of the current training requirements and recommendations.

The aim of this work is to develop a mathematical model for optimising the contemporary
process of training specialists in the field of cybersecurity and information protection.

The exposition of the main research material. In the context of the global challenges and
threats to information security, a growing number of countries, including Ukraine, are enacting
legislative measures with the objective of enhancing the protection of information resources. These
legal instruments delineate the standards and requirements pertaining to information security, while
also delineating the requisite knowledge and skills that professionals engaged in this field should
POSSeSS.

To illustrate, a comparative table of the competencies required for Bachelor's [7] and
Master's [8] degree programmes in Cybersecurity and Information Protection with the competencies
outlined in the professional standard for the head of a structural unit for information security and
cybersecurity [9] can be used to demonstrate the alignment between the two sets of competencies.
(see Table 1).

This table provides a more comprehensive representation of the manner in which the
competencies inherent to the educational programmes and the professional standard are divided into
key areas of knowledge and skills.
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Table 1 — Competency mapping table

Educati Competence code | Competence code
ucational . ;
orogramme of the educational by professional Competence category
programme standard
Bachelor IK Al Risk Management
Bachelor 3K1 A2 Risk Management
Bachelor 3K 2 A3 Risk Management
Bachelor 3K 3 r3 International Standards
Bachelor 3K 4 b1 Risk Management
Bachelor 3K5 B2 Risk Management
Bachelor dK 1 b2 Risk Management
Bachelor dK 2 B3 International Standards
Bachelor OK 3 b4 Legal Knowledge
Bachelor dK 4 Bl Risk Management
Bachelor BIIK 1 B3 Risk Management
Bachelor BCK 1 Il Risk Management
Bachelor BCK 2 2 International Standards
Master KI Al Risk Management
Master K31 A2 Risk Management
Master K32 b1 Risk Management
Master K33 Il Risk Management
Master K34 b4 Legal Knowledge
Master Ko 1 B2 Technical Skills
Master Ko 2 b2 Risk Management
Master KD 3 B3 International Standards
Master Ko 4 Bl Risk Management
Master Ko 5 B3 Risk Management
Master KD 6 2 International Standards

As defined in the study [10], a cybersecurity specialist is a qualified professional who not only
ensures secure information activities but also has a comprehensive understanding of all aspects of
information security, including legal, social, software and hardware, and psychological. The
specialist's work is based on information resources and their infrastructure, and their expertise allows
them to effectively perform professional duties and promote their own professional development.

To achieve the definition of a “cybersecurity specialist”, we propose a mathematical model that
will help us optimise the process of training cybersecurity specialists, taking into account the
interaction between students / cadets, teachers and employers, as well as the dynamic development
of students' competencies.

Based on well-known methods [11], let us define the main roles and their strategies:

1. Student: Chooses courses, internships and other educational trajectories.

2. Teacher: Decides which curricula and teaching methods to implement.

3. Employer: Determines the requirements for graduate competences and offers internship
opportunities.

Based on Table 1, we define quantitative indicators for each competence, in particular for
bachelor's and master's degrees. Each competence has a quantitative assessment on a scale from 0 to
100, where 0 means no competence and 100 means full mastery of the competence.

The following competences have been integrated into the model:

— Risk Management — RM;

— Legal Knowledge — LK;

—  Technical Skills —TS;

— International Standards — IS.
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It can be reasonably assumed that students will progress at different rates and that their
competence will develop in a gradual manner, moving from one state to another:
— S, (Low level of competence): This level is characterised by a basic knowledge and initial

experience;

— S, (Intermediate level of competence): This level is defined by the ability to perform more
complex tasks under supervision;

— S, (Proficient): This level is defined by the ability to solve complex problems

independently.
The transition probabilities can be calculated using the following equation:
P(S..1/S..a) = f (RM, LK, TS, IS) = wx RM +w, x LK + W, xTS +w,x 1S, 1)

where w, —weighting factors reflecting the importance of each competency.
Using the function of utility and use (1), we obtain:
U(S) =P(S |St a), (2)
Furthermore, we are aware that a significant factor in the decision-making process is the
inherent risk associated with potential actions. Consequently, participants may adjust their strategies
in response to an assessment of the associated risk, resulting in a modified version of formula (2) as
follows:
U(S) =P(S..[S ) —Re(a)., ©)
where R (a,) — risk factor associated with the action &, .
R:(a,) =P;(RM, LK, TS, IS) x 1,
where P,(RM,LK,TS,IS) — probability of risk is contingent upon indicators of competence;

I, —risk exposure.

Subsequently, the utility functions for each participant will be calculated using equation (3),
resulting in the following formulas:

Ustudent(st) = P(St+l| St’ at) - RF (a‘t)
u Instructor(St) = P(St+1| St’ bt) - RF (bt)

U Employer(St) = P(St+1| St’ Ct) - RF (Ct)

It is possible for participants to alter their strategies with the intention of reducing the likelihood

of adverse outcomes or to accommodate alterations in circumstances:
a/=argmin[R..(a,)]

1. The student selects courses with a lower risk profile.

2. The teacher modifies their teaching methods to reduce risk.

3. The employer modifies their requirements to avoid risk.

Once all participants have selected the most optimal strategy and no further improvement in
outcome can be achieved by modifying their strategy alone, equilibrium will be reached. The resulting
state will be as follows:

(S* ' a* ! b* ' C*) = argmaX[U Student(st) xU Instructor(st) xU Employer(St)]
In order to determine the optimal strategy for maximising the usefulness of participants in the
educational process, we propose the use of a mathematical model which facilitates the calculation of

the optimal strategy. This will be achieved through the utilisation of a code developed based on the
Python programming language [12]:
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class Player:
def init(self, name, strategies):
self.name = name
self.strategies = strategies
self.selected_strategy = strategies[0]

def utility_function(competencies, weights, risk_factor):
utility = (
weights["RiskManagement"] * competencies["RiskManagement"] +
weights[""LegalKnowledge"] * competencies["LegalKnowledge"] +
weights["TechnicalSkills"] * competencies["TechnicalSkills"] +
weights["InternationalStandards'] * competencies["InternationalStandards"]

return utility - risk_factor

def evaluate_strategy(player, strategy):
risk_factor = np.random.uniform(0, 0.5)
return utility_function(competencies, weights, risk_factor)

def choose_optimal_strategy(player):
utilities = [evaluate_strategy(player, strategy) for strategy in player.strategies]
optimal_strategy = player.strategies[np.argmax(utilities)]
return optimal_strategy

states = ["Low", "Medium", "High"]
transition_matrix = np.array([

[0.6, 0.3, 0.1],

[0.2,0.7,0.1],

[0.0,0.2,0.8]
D

current_state =0

def next_state(current_state):
return np.random.choice([0, 1, 2], p=transition_matrix[current_state])

def simulate_education_process(steps=10):
state = current_state
result =]
for _in range(steps):
result.append(state)
state = next_state(state)
return result

def risk_assessment(competencies):

if competencies["'RiskManagement"] < 50 or competencies["TechnicalSkills"] < 50:
probability _risk = 0.6

else:
probability_risk = 0.3

impact_risk = np.random.uniform(0, 1)
risk = probability_risk * impact_risk
return risk

def adaptive_risk_management(player):
risks = [risk_assessment(competencies) for strategy in player.strategies]
min_risk_strategy = player.strategies[np.argmin(risks)]
return min_risk_strategy
if _name__ =="_ main__ "
root = tk. TK()
app = CybersecurityTrainingApp(root)
root.mainloop()
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The application interface is illustrated in Figure 1.

¢ Cybersecurity Training Si...
Cybersecurity Training Simulation

Select Student Strategy:

course2 —I

Select Instructor Strategy:

method2 —!

Select Employer Strategy:

mentorship —!

Competency Parameters

Risk Management: 70
Legal Knowledge: 60
80

Technical Skills:

International Standards:

Simulate Student Strategy l

Simulate Instructor Strategy |

Simulate Employer Strategy |

Simulate Education Process I

Quitl
Figure 1 — Application interface

The evolution of the student's/cadet's proficiency, contingent on the selected learning
methodologies and the employer's operational parameters, can be observed in the graph that will be

accessible subsequent to the simulation (see Figure 2).

Competence Development Over Time

High { —@— Competence Level
-»=- Selected strategies
/
Student Strategy: coursel, y
Instructor Strategy: method1,
Employer Strategy: requirementl /
/
/

Student Strategy: course2,
Instructor Strategy: method1,
Employer Strategy: mentorship /

Medium ~

Competence Level

10

(x.y)=(0.92,)

AEd» Q=
Figure 2 — Competency progression chart.
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Conclusions. The proposed mathematical model and the programme that implements it
facilitate the exploration of diverse approaches to cybersecurity education and the assessment of their
efficacy, thereby enabling the preparation of highly qualified specialists equipped to confront the
challenges of contemporary cyberspace..

Further research is recommended in order to improve the optimisation of mathematical
models. In addition to students' competencies, external factors such as technological changes and
cyber threats should also be considered. The impact of gamification on the learning process in the
field of cybersecurity is also worthy of further investigation, with scenarios for educational games
that simulate real-life threats and problems in information security being created.
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CEPI'II TOPJIIYEHKO,
AHACTACIS TOPJIIYEHKO

MATEMATUYHA MOJEJb IS ONTUMI3AILIIL CYYACHOI'O IPOIECY
HIJITOTOBKU ®AXIBIIIB Y C®EPI KIBEPEE3IEKU TA 3AXUCTY IH®OPMAILILIT

VY cTaTTi po3rISIAAIOTHCS aKTyajdbHI MUTAHHS MIATOTOBKM (haxiBIIB 3 KiOepOe3neku, Imo
HaOyBalOTh OCOOJIMBOTO 3HAUYEHHS B YMOBAX CTPIMKOTO PO3BHUTKY iH(QOPMAIIHHMX TEXHOJOTIH i
3pOCTaHHs KUTBKOCTI Kibep3arpo3. 3a3HauaeThes, M0 B YKpaiHi, K 1 B 0ararbox 1HIIUX KpaiHax,
ICHYIOTh TpOOJIeMH, TIOB’s3aHI 3 OPraHi3aIli€l0 Ta YMPABIIHHAM IPOIECOM MIATOTOBKH TaKHX
¢daxiBuiB. TpamuiiliHi METOIM HAaBUAHHS HE 3aBXKIU BIJIMOBINAIOTH CHEIUQIll MBUIKO3MIHHOTO
KibepcepeaoBHINa, 0 YCKIAIHIOE aIalTallilo BUMYCKHUKIB O peadbHUX YMOB poboTtu. Takox
ICHY€ BIICYTHICTh €JMHUX METOJOJIOTIYHUX TIIXO0/IB IO PETYTIOBaHHS OCBITHIX IporeciB y chepi
KibepOe3mneku, 1Mo MPU3BOIUTH A0 Pi3HOI SKOCTI MiATOTOBKH B PI3HUX HABYAJIHHHUX 3aKiIajax.
Haromnomyetscss Ha HEOOX1AHOCTI PO3POOKH MaTEeMaTHYHOI MOJENI JAJs ONTHUMI3alii Cy4acHOTo
HaBYaJILHOTO Mpolecy (axiBiiB 3 KibepOe3neku, sika 06 3abe3nmednsiv KOMIUIEKCHUN MHiAXiT 10
IUTAaHYBaHHS Ta YMPaBIiHHSA MIATOTOBKOI (axiBmiB 3 KiOepOesneku. [IpoananizoBaHo ocTaHHi
HayKOBI JOCHIKEHHS Ta MyOJiKallii, mpucBsYeHi MUTAHHAM MiArOTOBKH (paxiBIIiB 3 KibepOe3nekH,
AKi JTOCIIKYBaJM MPOOJIEMH Ta LUIAXH BJIOCKOHAJICHHS KiOEpocBiTH K B YKpaiHi, Tak i 3a ii
MexamMu. MeTa cTaTTi mojsrae y po3poOii MareMaTHYHOI MOJENi ISl ONTHUMIi3alii Cy4acHOTO
HaBYaJbHOTO MPOIleCcy MiArOoTOBKH (haxiBiiB 3 KibepOe3neku. Ls Moenb BpaxoBye B3aEMOII0 Mixk
CTyJICHTaMH, BUKJIaJadaMH Ta POOOTOMABISIMH, a TAKOX JHHAMIYHHA PO3BUTOK KOMIIETCHIIIN
CTyleHTiB. [[ponoHyeTbcs BU3BHAUYUTH OCHOBHI POJIi yYaCHUKIB OCBITHBOTO MPOIECY Ta X CTpATerii.
Mopenb 103BOJIsi€ BpaxyBaTH MepexiHl HMOBIPHOCT1 PO3BUTKY KOMIIETEHIIIN CTYACHTIB 1 MOXKIIUBI
PU3UKH, TTOB’s3aHi 3 BUOOPOM THX UM IHIIMX OCBITHIX TPAa€KTOPiil. 3arporoHOBaHa MaTeMaTHYHA
MOJIeNIb J03BOJISIE ONTHUMI3yBaTH MPOIEC MiATOTOBKU (PaxiBI[iB, IO CIPUATUME MiABUIICHHIO 1X
npodeciiiHOl KOMIIETEHTHOCTI Ta 34aTHOCTI pearyBaTy Ha Cy4acH1 BUKIMKH y cepi KibepOesnexu.
3aBASKM TaKOMY KOMILJIEKCHOMY MiAXOAY MOXJIMBO 3a0€3MeUUTH €(peKTUBHE MPUUHSTTS pillIEHb
Ha KOXHOMY €Tami OCBITHBOTO TMpOIECY, MI0 € HaA3BUYAMHO BaXXITHBUM MJs MiATOTOBKH
KBalipiKoBaHUX KaJpiB y chepi kibepOe3neku, 37aTHUX NPOTUAISATH CydacHUM Kibep3arpo3am Ta
3a0e3neuyBaTy iH(popMaliiiHy 0e3leKy Ha BACOKOMY piBHI.

Kurouosi cioBa: kibepbesneka, miaroroBka (axisliiiB, MaTeMaTHYHA MOJIENb, KOMIIETEHIIIT,
iH(popMmaliiiHa 6e3nexa.
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