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Enhancing the efficiency of Ukraine's security and defense sector is one of the key prerequisites
for maintaining state sovereignty and achieving victory in the war. This is particularly relevant to the
training and education system for specialists of the State Service of Special Communications and
Information Protection of Ukraine (SSSCIP). The active phase of Russia's war against Ukraine has
significantly exacerbated the contradiction between the necessity to improve the efficiency of this
system on one hand and the stringent requirement to economize resources (financial, human, and
temporal) on the other.

Resolving this contradiction is feasible through the intensive implementation of various
e-learning tools and technologies, along with associated pedagogical methodologies. One of the
factors limiting the effectiveness of e-learning is the complexity of the traditional process of creating
these tools. The negative impact of this factor can be mitigated by developing approaches for the
rapid generation of e-learning tools. Thus, there is a need to develop an integrated approach that
enables the quick creation of educational content and e-learning tools through the use of innovative
technologies. Such tools should save time and enhance the efficiency of learning material
assimilation. The primary requirements for this approach include the rational use of limited resources
and the adaptability of outcomes to the needs of each specialist.

The article proposes an integrated approach to the rapid generation of e-learning tools for
studying hardware and software devices and systems. This approach includes the following stages:

— developing a paper version of the learning material, which is the foundation for further
enhancements;

— supplementing the paper version with an eBook based on H5P, which ensures interactivity
and flexibility in learning;

— introducing a simulator module that allows for the emulation of device operation, stimulates
student engagement, and deepens understanding of the material,

— adding an augmented reality module that visualizes complex concepts and provides
opportunities for practical knowledge application.

The implementation of the integrated approach to the rapid generation of e-learning tools is
demonstrated using the educational module "Fortinet FG-60E Firewall." This module exemplifies
how the integrated approach can be applied to prepare specialists in Ukraine's security and defense
sector under wartime conditions. Survey results from participants who utilized the developed
integrated learning approach indicate its high effectiveness.

Key words: e-learning, generation of e-learning resources, integrated approach, interactive
learning tools, H5P, augmented reality, content generation.

Problem statement. The modern world of information security is rapidly changing, posing
new challenges and dictating new rules of the game. Traditional training methods no longer meet the
dynamic needs of the time, therefore, in the context of the legal regime of martial law, the need for
effective training of highly qualified specialists of the security and defense sector of Ukraine, in
particular the State Service of Special Communications and Information Protection of Ukraine (State
Special Communications), is an urgent problem which requires careful analysis and a scientific
approach. One of the ways to solve this scientific problem is integrating innovative educational
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technologies, based on the best world practices, into the educational process of institutions training
SSSCIP specialists [1]. However, achieving successful outcomes in this area necessitates careful
consideration of several key aspects and requirements that underscore the strategic importance of this
issue for researchers and methodological developments.

Firstly, it is important to note that the effectiveness of specialist training is directly dependent
on the time available for learning. Military conflicts are characterized by limited time for personnel
preparation, which affects their readiness and ability to operate under stress and danger [2]. Therefore,
the development of training methodologies must systematically consider this factor and work on
finding rational solutions to maximize each learning opportunity. For instance, the development of
rapid and intensive training programs employing the concept of micro-learning, which provides the
necessary knowledge and skills in a short period, can be a crucial direction in this field.

Secondly, it is worth focusing on the development and implementation of innovative teaching
methods and technologies. The rapid advancement of digital technologies and the opportunities
provided by e-learning and blended learning open up prospects for enhancing the quality of specialist
training. This allows for preserving and disseminating information in conditions where access to
traditional educational resources is limited [3]. This is particularly important for ensuring training
and supporting the professional development of military personnel. The use of virtual and augmented
reality (VR/AR), interactive training simulations, and other cutting-edge technologies can
significantly improve the effectiveness of learning and ensure a deep understanding of the material.
For example, the creation of cyber ranges will allow specialists to gain practical experience in virtual
reality, thus enhancing their readiness for action in emergency situations.

Additionally, it's crucial to consider the individual characteristics of each specialist during their
training. Every person has their unique abilities and needs, so it's important to create flexible training
programs that allow for adapting the material to individual needs [4]. Addressing this task may
involve personalized learning paths, advisory support, and the use of various methods and forms of
learning for each specialist.

The development of an integrated approach for the rapid generation of e-learning tools for
highly qualified specialists in the security and defense sector of Ukraine during wartime presents a
significant scientific and practical challenge. This approach must meet the following requirements:

— optimal utilization of limited time for personnel training;

— utilization of innovative teaching methods and technologies;

— adaptation to the individual characteristics and needs of each specialist.

The analysis of recent research and publications. The analysis of scientific and specialized
literature indicates that there is currently no single viewpoint regarding the definition of e-learning.
UNESCO experts consider e-learning to be learning through the use of the Internet and
multimedia [5].

Don Morrison provides a more detailed characterization of e-learning. In his definition, "e-
learning is the continuous assimilation of knowledge and skills by adults, stimulated by synchronous
(video conferences, virtual classes, instant messaging) or asynchronous (email, textual materials,
audio and video recordings, etc.) means, implemented and regulated through the use of Internet
technologies™ [6]. By "adults,” the researcher refers to anyone who has completed compulsory
secondary education and desires to pursue higher or professional education, i.e., to join lifelong
learning programs. Therefore, let's define "e-learning™ as a learning system that utilizes information
and communication technologies, including the Internet network.

N. Morse and O. Glazunova classify modern information and communication technologies as
follows: Internet technologies, multimedia software tools, office and specialized software, electronic
manuals and textbooks, distance learning systems (computer-assisted learning systems) [7].

Electronic learning is successfully utilized in the most advanced countries in the world due to
numerous advantages it provides, including [8]:
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1) Autonomy. Learners can independently determine the pace of studying the learning material,
choose when they want to engage in learning, and decide which specific sections of the learning
material they need to study and in what sequence;

2) Cost-effectiveness. Despite the need for initial high investments, e-learning proves to be
significantly cheaper compared to traditional (face-to-face) learning;

3) Accessibility. Providing access to quality education for individuals who are limited in their
ability to study in a traditional form due to various reasons. For example, individuals residing in areas
experiencing active combat;

4) Personalization. The ability to combine learning content to create various educational
programs tailored to individual learners, among other benefits.

Furthermore, nearly all researchers recognize the benefits of interactive online learning as it
allows for a competent interdisciplinary approach to education based on scientific knowledge, thus
promoting a practical orientation of the learning process [9].

Therefore, the application of e-learning in wartime conditions contributes to the development
of resilient and adaptive educational systems that can quickly respond to changes in the socio-
economic environment and ensure the continuity of the educational process during crisis situations.
However, it's worth noting that there is currently a lack of research on the rapid generation of e-
learning tools under the legal framework of martial law.

The aim of the article is to develop an integrated approach for the rapid generation of e-
learning tools for highly qualified specialists in the security and defense sector of Ukraine during
wartime conditions.

The exposition of the main research material. For the elaboration of methodological
approaches to the development of an integrated approach for the rapid generation of e-learning tools
in the training system of specialists in the SSSCIP, the FortiGate 60E network firewall was chosen as
the object of study.

There are numerous models of software development life cycles and associated methodologies.
One of the most well-known and thoroughly researched is the spiral model, which was adapted for
the task of rapid e-learning tool generation during this study. As is known, this model reflects the
iterative nature of development stages with refinement of details and addition of new functionalities
at each turn (see Figure 1) [10].
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Figure 1 — Adapted spiral model for generating e-learning tools
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The main stages of the adapted spiral model are as follows:

1) Requirements analysis and formalization: Starting from the first turn of the spiral, a thorough
analysis of the needs of the target audience is conducted, and the main requirements for the
educational content (learning tools) are defined. At this stage, the scope, structure, and functionality
of the interactive educational complex are clearly defined;

2) Design: The next sector of the spiral involves the development of a detailed plan for creating
learning tools. The methodology for presenting information is determined, technological solutions
for implementation are chosen, and mechanisms for evaluating effectiveness are established;

3) Testing: In the third sector, learning tools are tested and evaluated on a test audience. This
allows identifying possible shortcomings and making corrections and improvements for subsequent
iterations;

4) Development: The final sector of the spiral involves the complete realization and
implementation of the interactive educational complex. All components are developed, tested in real
conditions, and prepared for use.

Thus, with each turn of the spiral, a new component of the interactive educational complex is
developed, enhancing its functionality:

—  paper-based manual,

— eBook using H5P tools;

— interactive simulator module;

— augmented reality module.

The development of a paper-based manual is a critically important stage in the process of
creating an interactive educational complex and serves as the starting point for the developed
integrated approach to rapid generation of educational content. This stage defines the creation of basic
textual material that will be used as a foundation for further expansions in the form of electronic and
interactive components.

At the initial stage of developing the paper-based manual, it is necessary to define the target
audience and the main training objectives. Due to the specificity of the FortiGate 60E firewall, the
target audience consists of professionals responsible for configuring and effectively using this
equipment in the security and defense sector. The main training objectives include mastering the
principles of working with the FortiGate 60E firewall, configuring network security, and effectively
managing information security.

The starting point for creating the interactive educational complex for micro-learning "Fortinet
FG-60E Firewall™ was the methodical development for conducting practical sessions in the discipline
"Anti-Malware Technologies" (Figure 2).

Transitioning from a paper-based manual to an electronic manual created on the H5P platform
signifies the implementation of interactive and adaptive learning principles. The initial paper-based
manual, containing key concepts and essential information about the firewall, serves as the foundation
for further development on the H5P platform. This electronic manual allows participants in the
educational process to engage more actively with the material, thus enhancing accessibility and
effectiveness in assimilating the educational content (Figure 3) [11].

H5P is an interactive platform that provides a toolkit for working with HTML 5.0 [12]. It allows
creating various interactive and multimedia exercises, quizzes, presentations, and other educational
materials that complement and expand upon the basic textual content.

The main advantages of using the H5P platform for creating interactive educational materials
that complement the paper-based version include: [13]:

— more active role of students in learning the material;

— facilitating the process of mastering the material;

— low "entry cost" into the development process of interactive educational content;

— ease of developing interactive content;
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— increased learning efficiency.
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One of the key advantages of eBooks is the ability to implement a branched learning path [13].
Thus, users can choose a learning path according to their needs and level of knowledge. For example,
beginners can use basic materials and videos, while experienced users can delve deeper into technical
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aspects and practical product usage. This ensures individualization and adaptability of learning to the
needs of each participant.

In general, supplementing the paper manual with an electronic one developed on the H5P
platform allows for a more accessible and interactive learning environment. This, in turn, contributes
not only to deepening knowledge but also to increasing the level of material mastery, especially in
the context of learning complex hardware and software devices such as the FortiGate 60E firewall.
Additionally, the variability of learning trajectories implemented in the electronic manual allows
users to choose the optimal path for understanding and learning information according to their needs
and requirements. Such an approach ensures a more profound understanding of the material,
facilitating an active and efficient learning process in a virtual environment.

Considering the success of supplementing the paper manual with an electronic one developed
on the H5P platform, the next logical step in expanding the functionality of the interactive educational
and methodical complex is to introduce a simulator module. Its main purpose is to develop practical
skills for students. The simulator module can also be developed on the H5P platform. The FortiGate
60E firewall simulator allows for two usage modes [15]:

— learning mode;

—  testing mode.

In the learning mode, students have the opportunity to familiarize themselves with the basic
controls of the FortiGate 60E, its operating modes, and configurations.

The simulator can also be used for knowledge assessment. For example, tasks can be developed
where students need to select the correct settings for the FortiGate 60E firewall using the interface
and verify their actions for accuracy [9]. This makes learning more practical and contributes to better
understanding and retention of the material.

Research has demonstrated that expanding the functionality of the interactive educational and
methodical complex by adding a simulator positively impacts the quality and effectiveness of learning
[9]. Students can experiment with the material, test their knowledge, and receive instant feedback.
This approach allows for the creation of a learning environment that not only encourages active
student participation but also promotes deeper learning by acquiring practical skills with complex
hardware and software tools.

The next step in the development of the interactive educational and methodical complex
"Fortinet FG-60E Firewall" was the addition of an AR-module. This marks another stage in the
integrated approach to rapid generation of educational content (see Figure 1).

AR is a technology that allows combining the virtual world with the real world, providing users
with the opportunity to interact with educational material in a practical, visual format [16]. The
experience of using AR technology in education indicates several advantages [17]:

— provides a sense of reality;

— makes the educational process even more interactive;

— contributes to better understanding of the subject;

— stimulates creative thinking;

— provides flexibility to the educational process;

— offers an experience that is difficult or impossible to obtain in real life;

— does not require additional equipment.

Additionally, according to experts, one of the key advantages of augmented reality is its ability
to create an immersive learning environment where participants can interact with content in real time
and space [16], [17]. This enhances student engagement and interest as they get the opportunity to
explore and study the material more deeply and interestingly.

AR enables the creation of interactive scenarios and simulations that can be beneficial for
practicing practical skills and solving real-world tasks. For example, in the context of the FortiGate
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60E network firewall, AR can provide the opportunity to visualize various aspects of its operation,
structure, and functionalities.

The success of implementing an augmented reality module largely depends on the choice of
tools for developing AR objects. These tools must meet a complex set of requirements, the main ones
of which are outlined below:

1) Platform compatibility: The tool should work with both iOS and Android devices. It should
also be compatible with various types of devices, including phones, tablets, and smart glasses;

2) Feature set: The tool should provide the ability to create high-quality 3D graphics,
understand the surrounding environment, track objects, create interactive AR objects, and enable
collaboration with multiple users in AR space;

3) Pricing: The tool should offer affordable pricing plans for different user categories,
including a free version for beginners and special plans for large companies and corporations
(enterprise solutions);

4) Ease of use: The tool should be easy to learn and use, with accessible instructions and
documentation for training. It should also provide options for no-code development and include
ready-made templates and examples for quick startup;

5) Cloud storage: The tool should have the capability to store data in the cloud;

6) Support and community: Availability of forums and communities where users can help
each other and receive support from developers. It's also important for the tool to have a system of
updates and active maintenance.

During the research, an analysis of 7 tool environments designed for developing AR objects
was conducted. The initial data for comparative analysis is summarized in Table 1. The results of the
comparative analysis using a 10-point scale (1 point corresponds to the lowest level of compliance
with requirements, and 10 points - the highest) are presented in Table 2. These results are summarized
in the form of diagrams.

For a visual representation of the analysis results based on the evaluation of AR development
tools on a 10-point scale (see Table 2), a radar diagram was constructed (Figure 4), which vividly
demonstrates the correspondence of each of the analyzed tools to each of the defined requirements.

ARKit
10

ARCore =&~ Platform compatibility
Function set
Prices
=@—Easy to use
echo3D
=& Cloud storage

=8— Support and community

Spark AR Studio Wikitude

Figure 4 — A radar chart comparing AR tools

Additionally, based on the same data, a grouped bar chart was developed (Figure 5). This chart
complements the radar chart, allowing for a more detailed analysis of the obtained results according
to individual criteria. Such an approach to data visualization provides a deeper understanding of how
the tools correspond to the requirements.
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Table 2 — Evaluation of AR development tools on a 10-point scale

Tool Platform Function Prices Easy to use Cloud Support/ Rating
name compatibility set storage | community
ARKit 5 6 8 8 7 8 42
ARCore 5 7 8 8 6 8 42
echo3D 7 8 8 6 0 6 35
Wikitude 6 8 3 5 5 7 34
Spark AR 4 4 10 9 7 6 40
Studio
Unity 10 10 9 8 10 10 57
Vuforia 10 8 9 10 10 8 55
Vuforia
Unity
Spark AR Studio
Wikitude
echo3D
ARCore
ARKit

B Support and community B Cloud storage

M Prices

B Function set

M Easy to use

12

B Platform compatibility

Figure 5 — Line chart with grouping of AR tools comparison

Based on the results of the comparative analysis of AR development tools, it was determined
that the best option for implementing an augmented reality module as part of the interactive
educational-methodical complex is a combination of Unity and Vuforia. Unity in this combination
provides a foundation for creating 3D graphics and an intuitive interface, while VVuforia offers object
tracking functionality and cloud storage. Both tools are flexible in pricing, easy to learn and use, and
have active communities. The AR module developed based on this combination ensures optimal
functional, compatible, simple, and supported usage (see Figure 6) [18].

Mepexesi inTepgeiicn

FortiGate 60E mae Ethernet-
nopr,

Figure 6 — AR app to study the structure and functionality of the FortiGate 60E firewall
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Returning to the adapted spiral model of e-learning resource generation (see Figure 1), we can
represent the evolution of the interactive educational-methodical complex "Fortinet FG-60E Network
Firewall" in the form of a spiral (Figure 7).

Augmented reality
" module
Additional features for
visualisation and interaction with
the research object
Interactive module on
the HSP platform
More complex interactive
elements such as simulations, eBook on H5P platform

quizzes, webinars, etc.
Elements that complement the
paper-based material, such as
photos, videos, and the ability to
search and deepen knowledge
through hypertext
Paper manual

The main source of theoretical .7

knowledge covering key topics
and concepts

Figure 7 — A spiral representation of the evolution of e-learning tools within an integrated approach
to their rapid generation

Each turn adds value and increases the effectiveness of the learning environment created based
on the interactive educational-methodical complex. This thesis is supported by the previously
obtained results of the feedback analysis [9]. These results were confirmed during the current study
[19]. Participants in the pedagogical experiment were offered to study the Fortinet FG-60E topic
using various educational resources:

— apaper manual;

— abasic electronic manual (basic interactivity);

— an extended electronic manual (eBook with simulator);

— an extended electronic manual supplemented with an AR-module.

The results of the survey regarding the effectiveness of learning are presented in the diagram
(Figure 8).

Ha Bawy aymKy, SKMiA 3 NepeniyeHnx BapiaHTIiB NpeAcTaB/IeHHS HaBYallbHOTo
KOHTeHTY € 6inbl edeKTUBHUM (Ha NpuKnagi BueYyeHHa Fortinet FG-60E)?

52 Bignosigi

@ Maneposni

@ TpagyuifHWiA enNekTPOHHWIA (TEKCT +
npeseHTauia)
[HTEPaKTMBHUIA ENEKTROHHWIA (3
BMKOPMCTaHHAM H5P)

@ [onoBHEHWIA ENEKTPOHHWI (HSP + AR)

Figure 8 — Survey results on the effectiveness of training using the developed AR module
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Conclusions. The developed integrated approach to rapid e-learning resource generation has
demonstrated its effectiveness under resource constraints (human, financial, time). Specifically, it is
capable of creating sufficiently effective learning complexes, the functionality of which expands as
constraints soften, increasing the efficiency of learning with each iteration. The use of interactive
elements and augmented formats, such as H5P informational manuals and augmented reality
modules, enhances material assimilation and develops the necessary skills of professionals.
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BAYECJIAB PABLIEB,
ITABJIO ITABJIEHKO

MBUJAKA I'EHEPALIA 3ACOBIB EJIEKTPOHHOI'O HABYAHHSA B YMOBAX
PECYPCHUX OBMEKEHb

[TigBumeHHsT eheKTUBHOCTI CeKTOpy Oesneku Ta 000poHM YKpaiHH € OJHOI0 3 KIFOUOBHX
nepeayMoOB 30€pEKEHHS JIEpKABU Ta MEPEMOTY Y BiifHI. 3HAYHOIO MIPOIO 1€ CTOCYETHCS CUCTEMH
HaBYaHHs Ta MIAroTOBKH (paxiBuiB JlepkaBHOI ciTy»k0H CIIeniaJbHOTO 3B'SI3KY Ta 3aXUCTY 1H(hOopMarlii
Vkpainu. AxtuBHa ¢asza BiliHM Pocii mpoT YkpaiHu CyTT€BO MOIIMOMIA CYNEPEYHICTh MiX
HEOOXITHICTIO MMABUIICHHS €(PEKTUBHOCTI 3a3HAYEHOI CHCTEMH 3 OJIHOI CTOPOHHU Ta KOPCTKOIO
BHUMOT0I0 €KOHOMIi pecypciB ((piHaHCOBHUX, JTIOICHKUX, YACOBUX) — 3 1HIIIOI.
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Po3B’s13aHHS 111€1 CyNMEpedyHOCTI MOXJIMBE 3a JOMOMOTOI0 1HTEHCHBHOTO BITPOBA/KCHHS
pi3HOMaHITHHX 3ac001B Ta TEXHOJIOT1H €IEKTPOHHOTO HABUAHHSI Ta ITOB’ I3aHUX 3 HUMH TIe1arOTTYHIX
Meroauk. OgHUM 13 GaKTOPIB, MO0 OOMEKYIOTh €HEKTHBHICTh €JICKTPOHHOT'O HABYAHHS € CKJIQIHICTh
TPaaULiITHOTO IPOIIeCy CTBOPEHHS BiANOBITHUX 3ac00iB. [TotonaTh HEraTUBHUI BIUIMB 3a3HAYEHOTO
(hakTopy MOXKIMBO 32 PaxXyHOK PO3pOOJEHHS MiTXOAIB IIOJ0 IIBUAKOI T'eHepallii eIeKTPOHHUX
3aco0iB HaBYaHHA. TakKUM YMHOM, ICHY€ HEOOXITHICTh pO3pOOJICHHS IHTEIPOBAHOTO MiAX0TY, KU
JI03BOJISIE IIBUIKO CTBOPIOBATH HAaBYAIBHUN KOHTEHT Ta 300U €JIEKTPOHHOTO HABYAHHS 32 PAXyHOK
BUKOPUCTaHHS IHHOBALlIMHMX TexHOJOrii. Taki 3aco0M MalOTh €KOHOMHTH 4Yac Ta IIiJBHIYBAaTH
e(eKTUBHICTh 3aCBOEHHS HaBYAJILHOTO MaTepiany. OCHOBHUMU BUMOTaMH JI0 3a3HAYEHOTO MiIXO0Ty
€ palioHaJbHE BHKOPHCTaHHS OOMEXKEHHX PECypCiB Ta aJaNTHUBHICTh pE3yJbTaTiB 0 HOTPEO
KOXKHOTO (haxiBIIsl.

VY crarTi 3anponoHOBaHO 1HTErPOBAHUM MiAX11 A0 MIBHAKOI reHeparlii 3aco0iB €JIeKTPOHHOTO
HaBYaHHS JIJIs1 BUBUCHHSI allapaTHO-TIPOTPaMHUX MIPUCTPOIB 1 cucTeM. BiH BKIIIOUa€ Taki eTammu:

— pO3pOOKy ManepoBOro BapiaHTy HABYAIBHOI'O MaTepiaiy, 10 € OCHOBOIO JUISl MOAABIINX
JIOTIOBHEHB;

— JIOTIOBHEHHS TarepoBOTO BapiaHTy eNeKTpOHHHM mociOHuKoM (eBook) Ha ocmoBi HSP,
KUl 3a0e3neuye IHTePaKTUBHICTh Ta THYYKICTh HAaBYAHHS,

— BBEJCHHS MOJYJISI-CUMYJISITOPA, SIKAH JT03BOJISIE IMITYBAaTH POOOTY 3 IPUCTPOEM, CTUMYITIOE
HaBYAJIbHY aKTUBHICTh YIHIB Ta IMOTIUOIIIOE PO3YMIHHS MaTepiany;

— JI0JIaBaHHS MOJYJISl TOTIOBHEHOT PeasibHOCTI, SIKUW Bi3yalli3y€e CKJIaJH1 KOHIEMIIi Ta Ha/lae
MO>KJIUBICTh IPAKTUYHOTO BIANPAI[IOBAHHS 3HAHb.

Ha mpuknani HaBuanbHOTO Moayns «MixwmepexeBuid exkpan Fortinet FG-60E» moxa3ana
peaitizarisi IHTErPOBAHOTO TIAXOMY IO IIBHIKOI I'eHepallii eIeKTPOHHUX 3acO0iB HABYAHHS IS
MiAroToBKU (DaxiBIiB CEeKTOpy Oesneku Ta oO0opoHM YKpaiHM B yMoBax BiliHU. Pesynbratu
ONUTYBAaHHS YYAaCHUKIB, SIKi BUKOPHCTOBYBAIHM PO3POOJICHHUI IHTETPOBAHMIA MiAXix 70 HABYAHHS,
CBiIYaTh Mpo HOro BUCOKY €(heKTUBHICTD.

KurouoBi cjioBa: enekTpoHHe HaBYaHHS, PO3POOJIEHHS PECypCiB €NEeKTPOHHOTO HaBYaHHS
IHTETPOBAHMM MiJIXiJ, IHTEpAaKTHBHI 3acoO0u HaBuaHHs, HS5P, ngomoBHeHa peasbHICThH, reHepartis
HABYAJILHOTO KOHTEHTY.
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