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METHODOLOGY OF FORMATION OF FUZZY ASSOCIATIVE RULES WITH
WEIGHTED ATTRIBUTES FROM SIEM DATABASE FOR DETECTION OF CYBER
INCIDENTS IN SPECIAL INFORMATION AND COMMUNICATION SYSTEMS

The article presents the method of forming associative rules from the database of the SIEM
system for detecting cyber incidents, which is based on the theory of fuzzy sets and methods of data
mining. On the basis of the conducted analysis, a conclusion was made about the expediency of
detecting cyber incidents in special information and communication systems (SICS) by applying rule-
oriented methods. The necessity of applying data mining technologies, in particular, methods of
forming associative rules to supplement the knowledge base (KB) of the SIEM system with the aim
of improving its characteristics in the process of detecting cyber incidents, is substantiated. For the
effective application of cyber incident detection models built on the basis of the theory of fuzzy sets,
the use of fuzzy associative rule search methods is proposed, which allow processing heterogeneous
data about cyber incidents and are transparent for perception. The mathematical apparatus for forming
fuzzy associative rules is considered and examples of its application are given. In order to increase
the effectiveness of the methods of searching for fuzzy associative rules from the database of the
SIEM it is proposed to use weighting coefficients of attributes that characterize the degree of
manifestation of their importance in the fuzzy rule. A formal formulation of the problem of forming
fuzzy associative rules with weighted attributes and which are used for the identification of cyber
incidents is given. A scheme of their formation and application for identification of cyber incidents
is proposed. The method of forming fuzzy associative rules with weighted attributes from the database
of the SIEM is given. The problem of determining the weighting coefficients of the relative
importance of SIEM system DB attributes is formulated and a method for its solution is proposed.
The formulation of the problem of finding sets of elements that have a weighted fuzzy support of at
least the given one and are used to form fuzzy associative rules with weighted attributes is given.
Methods for its solution are proposed.

Key words: cyber protection, cyber incident, SIEM, theory of fuzzy sets, data mining,
associative rules.

Statement of the problem. A significant increase in the number of cyber attacks requires new
efforts to create effective cyber protection systems for special information and communication
systems (SICS).

The basis of the modern cyber protection system is the SIEM system, and the main tasks it must
solve [1] are the following: collection of data on cyber incidents from a number of disparate
distributed sources, their processing and analysis; real-time or near-real-time detection of cyber
incidents and security policy violations; assistance in the investigation of cyber incidents; formation
of effective solutions regarding cyber protection of SICS; formation of reporting documents,
visualization of system status and other.

The most widespread methods used in SIEM systems to detect (identify) cyber incidents that
occur during the operation of SICS are rule-oriented methods, which are based on the mechanism of
logical deduction based on production rules found in the knowledge base (KB) of the intelligent SIEM
system.
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Analysis of the latest studies and publications. The models of fuzzy identification of cyber
incidents by IDS/IPS systems that occur in SICS are proposed in [2]. However, it is a well-known
fact that the effectiveness of the functioning of any intelligent system is primarily determined by the
power of its KB.

A large number of publications [3] - [10] are devoted to the issue of filling (uploading)
production rules into the KB of cyber protection systems (SIEM, IDS, etc.). However, they are mainly
based on the use of expert knowledge, which has significant shortcomings:

— human psychology is such that in order to confirm their point of view experts often select
“convenient” data and underestimate “undesirable” data, leaving it without necessary attention;

— if a set of factors is very large, there is a need to analyze a large number of situations, but
an expert cannot qualitatively predict changes in the state of a non-linear object, which is influenced
by many factors with known dynamic characteristics;

— unmanageability of physiological processes, for example, forgetting leads to the limited
use of expert’s basic information resource — accumulated experience, etc.

On the other hand, modern information technologies such as Data Mining (DM), Big Data
(BD), Machine Learning (ML) and other have been actively used to solve the issues.

It is the use of the above technologies that allows to make the systems of detection of cyber
incidents more flexible and adaptive in the process of rapidly changing conditions of their
functioning.

Currently, there are a large number of DM methods used in cyber protection systems [11] -
[13], but according to the cyber incident identification models proposed in [2], [16], in order to form
a KB about cyber incidents, it is quite appropriate to apply the methods of finding fuzzy associative
rules that allow to process heterogeneous data and are transparent to perceive [2], [4], [10], [14], [18] -
[21].

Presentation of the main material of the study. Let the database (DB) of DBI cyber incidents,
information about which is accumulated in the SIEM system, consists of records that include

attributes O = {01,02, .50, } where 0;, J :1,_n —anumeric or categorical attribute that contains a sign
of a cyber incident. For any entry t e DBI, t [o;] has some value v, that takes an attribute o, in
entry t.

Table 1 — A fragment of the SIEM system DB on cyber incidents [15]

TID | Boot_level,% | Request,n | ... SICS cyber incident class
1 10 1 ... | Normal condition

2 85 3 ... | Normal condition

3 65 30 ... | IS (HTML)/Scrinject

4 69 35 ... | IS (HTML)/Scrinject

5 89 40 ... | IS (HTML)/Scrinject

Then each numeric attribute o, e O can be given on the domain dom(o;) = [\_/,\_/] cR.

Accordingly, Iojk k=1, KOj —aset of linguistic terms that relate to the numeric attribute o, € O
where each linguistic term I« can be represented by a fuzzy set L,

0k !

dom(o;) with the membership function Hi,, (v) :dom(o;) — [0.1].

which is given on the domain

The degree of membership of any value v to some linguistic term lo is characterized by the

membership function z,_ (V).
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In accordance with the data contained in Table 1, Fig. 1 shows the examples of setting the sets

of linguistic terms |

number of requests

“number of requests to Internet

boot level

resources

for updates”
= {low(L), below average (bA), average (A), above average (aA), high (H)}  for

= {small (S), medium (M), large (L)} for numeric attribute o, —

and
numeric

attribute o, —*“OS workload” to identify the cyber incident associated with JS (HTML)/Scrinject cyber

attack [15].

Accordingly, for any categorical attribute o, €O, which is defined on the domain

dom(o;) ={v;,V,,...,V,,}, a set of linguistic terms Iojk,k =1, Koj is set, where each linguistic lo is

represented by a fuzzy set Lo

p(o) 4

w(o) a

0 5 10 15 20 50

Number of requests to Internet resources for
updates, n
a)

20

40 60 80

OS workload, %
b)

Figure 1 — Linguistic terms for: a) attribute Request — “number of requests to Internet resources for
updates”; b) attribute Boot_level — “OS workload”

So, the set of attributes O DBI DB is represented using a set of linguistic terms:

I={,, | i=1n k=1K,}, where K, —the number of linguistic attribute terms o;, and the set of

linguistic terms, in turn, is presented with the help of fuzzy sets: L ={L,, | j=1n, k=1K, }.

An example of representing a SIEM system DB attributes by linguistic terms in accordance
with the data contained Table 1 and shown in Fig. 1. The example is given in Table 2.

Table 2 — An example of representing the attributes of a SIEM system DB

containing a sign of a cyber incident using a set of linguistic terms

TID | Boot_Level | Request Normal | JS (HTML)/Scrinject
1 L S H

2 H S H

3 aA L L H

4 aA L L H

5 H L L H
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Table 3 — An example of representing the attributes of a SIEM system DB containing a
cyber incident sign by membership functions

TID | Boot_Level Request . Normal JS (HTML)/Scrinject
1 0.75 0.95 1.0 0.0
2 0.7 0.80 1.0 0.0
3 0.65 0.65 0.0 1.0
4 1.0 0.70 0.0 1.0
5 0.99 0.95 0.0 1.0

Then a fuzzy associative rule takes the form [18]:

<x :{ 01’02’---10 },A:{ IOlkil’IOZkiz""’IOpki }> =

1)
<Y :{ Op+l’0p+2"",on}’ B :{ Iop+1qop+1'|0P+2q0p+2 "“’Ionqon }>’
where sets of elements X =O,Y <O, XNY =J;
I el,lopqo el, j# p — linguistic terms that are given on fuzzy sets Lo,ko el and Lopq el
i%oj b 1Mo %p

correspondingly.

Examples of fuzzy associative rules, according to the data given in Tables 1-3:
<Boot_level = aA>, <Request = L> =<JS (HTML)/Scrinject = H>
<Boot_level = L>, <Request = S> =<Normal = H>

These rules can be interpreted as follows:

If the OS workload is above average and the number of accesses to Internet resources is large,
then a cyber incident related to JS (HTML)/Scrinject cyber attack occurs.

If the OS workload is not high and the number of accesses to Internet resources is small, then
SICS is functioning in the normal mode.

The fuzzy support of a set of elements <X, A> is denoted as FS_x _A> and is calculated as

follows [18]: Z H
/uLOJ.eA(th[Oj])

theDF OjeX
I:S<X,A> = | DF | ’ (2)

where DF — transformed SIEM system DB on cyber incidents, which is obtained from the original
one using fuzzy sets specified by the cybersecurity analyst L :{LOjk |j=1n, k=1, Ko,.}-

For the data given in Tables 1-3, the fuzzy support for element sets will be as follows:
<Boot_level,L>=0.75/5=0.2; <Boot_level,aA> = (0.65+1.0)/5 = 0.33;
<Boot_level,H> = (0.7+0.99)/5 = 0.34; <Request,S> = (0.95+0.80)/5=0.35;
<Request,L> = (0.65+0.70+0.95)/5=0.46; <JS(HTML)/ScriInject,H> =(1.0+1.0+1.0)/5=0.6;...
{<Boot_level,L>, <Request,S>} = (0.75-0.95)/5 = 0.14;
{<Boot_level,H>, <Request,S>} = (0.70-0.80)/5 = 0.11; {<Boot_level,aA>, <Request,L>} = ((0.65-
0.65)+(1.0-0.70))/5 = 0.23; {<Boot_level,H>, <Request,L>} = (0.99-0.95)/5=0.19;...
{<Boot_level,aA>, <Request,L>,<JS(HTML)/ScrInject,H>} = ((0.65-0.65-1.0)+(1.0-0.70-1.0))/5 =
0.23;...
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The fuzzy probability of rule (1) is denoted by FC<<X,A>,<Y,B>> and is calculated as

z H:ULDJ. eC (th[oj])
I:C<<X,A>,<Y,B> = s OJEZ (3)

z H/’lLOJeA(th[Oj]) ,
t,eDF 0jeX
where Z =X UY, C=AUB, XNY =Y, A(\B=J.

For the data given in Tables 1-3, the fuzzy probability of rules may be as follows:
<{Boot_level =aA>, <Request=L}> = <{JS (HTML)/Scrinject = H}> = ((0.65:0.65-1.0)+(1.0-0.70
-1.0))/((0.65-0.65)+(1.0-0.70))=0.23/0.23=1;
<{Boot_level,L>, <Request,S}>=<{Normal = H}> = ((0.75-0.95-1.0)/ (0.75-0.95)) = 1.0.

Obviously, both rules are interesting due to the fact that they have a fuzzy probability of 1.0
or 100%.

The weighted fuzzy support of the set of elements <X,A> denoted as WFS_, ,. and is calculated

as follows [18]:

follows:

> TTa o] (o, 1,,)

WFS<X,A> = L OJGX | DF | 1 (4)

where w(0;ly,) the weighted factor that characterizes the relative importance of the pair

<0jlo >, 05l J =1,_n, oy €l k=1, K,, and is a degree of manifestation of the integral

property “importance of the attribute”.

Table 4 — An example of representing the attributes of a SIEM system DB containing a cyber
incident sign by membership functions and weighted factors

TID | Boot_Level/w | Request/w .. Normal/w | JS (HTML)/Scrinject/w
1 0.75/0.6 0.95/0.8 1.0/0.5 0.0/1.0
2 0.7/0.6 0.80/0.8 1.0/0.5 0.0/1.0
3 0.65/0.6 0.65/0.8 0.0/0.5 1.0/1.0
4 1.0/0.6 0.70/0.8 0.0/0.5 1.0/1.0
5 0.99/0.6 0.95/0.8 0.0/0.5 1.0/1.0

For the data given in Table 4, the weighted fuzzy support of the set of elements will be as

follows:
<Boot_level,L>=0.75-0.6/5=0.1; <Boot_level,aA> = (0.65-0.6+1.0-0.6)/5 = 0.2;
<Boot_level,H> = (0.7-0.6+0.99-0.6)/5 = 0.2; <Request,S> = (0.95-0.8+0.80-0.8)/5=0.28;
<Request,L> = (0.65:0.8+0.70-0.8+0.95-0.8)/5=0.37; <JS(HTML)/Scrinject,H>=(1.0-1.0+1.0-1.0+
1.0-1.0)/5=0.6;...{<Boot_level,L>, <Request,S>} = ((0.75-0.6)-(0.95-0.8))/5 = 0.07;
{<Boot_level,H>, <Request,S>} = ((0.70-0.6)-(0.80-0.8))/5 = 0.05; {<Boot_level,aA>, <Request,L
>} =((0.65:0.6)-(0.65-0.8))+((1.0-0.6)-(0.70-0.8))/5 = 0.29; {<Boot_level,H>, <Request,L>} = ((0.
99-0.6)-(0.95-0.8))/5=0.27;...
{<Boot_level,aA>, <Request,L>,<JS(HTML)/Scrinject,H>} = (((0.65-0.6)-(0.70-0.8)-(1.0-1.0))+((1
.0-0.6)-(0.70-0.8)-(1.0-1.0)))/5 = 0.11;...

The weighted fuzzy probability of rule (1) is denoted as WFC__, . ., s.. and is calculated as

follows [18]:
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> T1a <o) ofo;),,)

_ t,eDF ojeZ

FC =
A E Z HNLOjeA((th[OJ‘]) ‘ a)(oj'lojk)) ,
t,eD 0jeX
where Z=XUY, C=AUB, XNY =Y, A(B=3J.

For the data given in Table 4, the weighted fuzzy probability of rules may be as follows:
<{Boot_level =aA>, <Request=L}> = <{JS (HTML)/Scrinject = H}> = (((0.65-0.6)-(0.65-0.8)-(1.
0-1.0))+((1.0-0.6)(0.70-0.8)(1.0-1.0))/((0.65-0.6)-(0.65-0.8))+((1.0-0.6)-(0.70-08)))=0.54/0.54=1;
<{Boot_level,L>, <Request,S}>=<{Normal = H}> = ((0.75:0.6)(0.95-0.8)-(1.0-0.5))/
(0.75-0.6)-(0.95-0.8)) = 0.5.

Analysis of the obtained values of fuzzy and weighted fuzzy support and probability for the
given rules shows that in the case of the second rule, its weighted fuzzy probability, due to the
introduced weight for the normal condition of the SICS, equal to 0.5, has significantly decreased,
which clearly makes this rule uninteresting.

A set of elements < X, A> is considered a frequent element set if its weighted fuzzy support

is greater than or equal to the minimum support value specified by the security analyst:
WFS y 40y = FSpin (6)
where FS_., —minimum support value specified by the security analyst.
Let us assume that a fuzzy associative rule in the form (1) is promising (interesting) if

<<X ALY, B>> is a frequent set of elements, and the weighted fuzzy probability WFC,, . o\, of

()

the rule is greater than or equal to the minimum probability value specified by the security analyst:
WFC<<x,A>,<Y,B>> >FC..., (7

where FC_,, — minimum probability value specified by the user.

Statement of the problem of searching for fuzzy association rules. On this basis, the problem
of forming fuzzy associative rules containing weighted attributes and which are used to identify cyber
incidents can be formulated as follows.

Given: The SIEM system D DB on cyber incidents containing relational tables (relationships)
defined by the schema

R(0,,0,....,0,,), where R — name of the table;

0,,0,,...,0,, —names of the attributes included in it and containing the values of signs of cyber
incidents;

D,,D,,...,D,, —domains on which attribute values are set O,,0,,...,0,

s
O,, —set of values
O, xD,|k=1m;
pair <xk,vki > €0, denotes an attribute X, , corresponding to the value v, , set on the domain
D, :(X,,Vy, ) €O x D, [k=Lm; i=1n.

Required: to find all fuzzy association rules of the form (1) with weighted attributes, for which
the fuzzy support and fuzzy probability must be no less than the limit values pre-specified by the
security analyst, which are called the minimum support FS_;, (6) and the minimum probability FC_,

(7):

min

M :{ <X,A>:<Y,B> |WFC(<X’A )2 FCmm,WFS<X'A> > FSmm} (8)

)(v.8)

Limitations and assumptions: we believe that the SIEM system DB containing data on cyber
incidents is built on the basis of a relational data model.
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Figure 2 — Scheme for the formation and application of fuzzy associative rules for cyber incidents
identification

The general scheme of the formation of fuzzy associative rules for cyber incidents identification
by the SIEM system, which occur during the operation of the SICS, is shown in Fig. 2.

Methodology of formation of fuzzy associative rules with weighted attributes. Thus, to
solve problem (7), it is necessary to perform the following sequence of actions (Fig. 3).

TN

*» Find all frequent sets of elements that have a weighted fuzzy support no less than
a threshold given by the security analyst

N

+ Apply all found frequent sets of elements to generate fuzzy association rules with
weighted attributes that have a fuzzy probability value not less than the threshold

specified by the security analyst

)

* Specity a set of linguistic terms defined on fuzzy sets for numerical and
categorical database attributes

' + Turn the database to a form where cach attribute corresponds to a linguistic term
* Set the degree of membership of the values of each attribute in the transactions of
the transformed database to fuzzy sets

' s Assign a degree of importance (weighted factor) to each DB attribute

Figure 3 — The methodology of formation of fuzzy associative rules with weighted attributes for
cyber incidents identification by the SIEM system
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At the first step, for each numerical or categorical attribute o; e I, a set of linguistic terms is
specified Iojki, el, which are defined on fuzzy sets LOjki e L with a membership function

My, (tro;1)

At the second step, transform the DB scheme D = {t, t,,....t,, }, where t,,h =1, H — transactions
consisting of attributes O = {0,,0,,...,0, }, into the form of D", where each transaction t~,h =1 H
includes attributes <o. g >eOF, k

] OjkOj

, =LK, , where K, — number of linguistic terms of the

0;

attribute o, and has the following form:

o} :H <ol.-|011 >,<ol.|012>,...,<01.|01K01 >H <02 o >,<02 oy o
<02 -IOZKOZ >}{ <0n -I0n1>,<on ~I0n2>,...,<on -IOHKOn >}}

At the next step, the degree of membership of the value v of each attribute o; of the record

©)

t € D to fuzzy sets Lo, €L is established:

u i0,)= Yo, (o)) (10

and assign the resulting values to the attributes. <oj.|0_ko_ > of the records t; ,h =1,H of database D" .

At the fourth step, each attribute of the transformed database is assigned a weighted factor
characterizing the degree of importance of the attribute in the transaction.

The problem of determining the weighted factors of the relative importance of the SIEM system
DB attributes is formulated as follows.

Given: a database containing transactions as follows:

o {{ (oo {ouk po{orta ) (02 (0l
<oz.|02K02 >}{ (00 e (00 e 2D (0, o, >}}

>eOT, ko, =LK, , where K, —the number of linguistic terms of the attribute, o,

(11)

where <o..l

] Ojij
and in the general K, # K, #..#K, .
1 2 n

Required: for each pair of attributes o;l,, 0.

Pogke,

T. i h_1n- .
€O ; j,p=1n; Iojkoj,lopkopel,

koj =1, Koj;kop =1,K,, determine the degree of preference a,, . ; J # p and build a membership

function to the fuzzy set “important attribute”, characterizing the “intensity of importance” and
representing the condition for the dominance of the DB D" attributes on the set O" .
Analysis of the task and the nature of the activities of Security Operational Center officials
shows that a method of the following type can be applied to solve it:
(dy, ps.€,, Vi, N, L), (12)
where d, — individual survey method;
p, — data collection procedure — comparison of pairs of objects;
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e, — typology of expert information — paired or sequential comparison;
v, — the nature of the comparison or evaluation — the comparison is carried out according to the

degree of severity of a certain characteristic;

N — interpretation of expert information — considering the results of comparison or evaluation
as deterministic;

L— simplicity and ease of implementation.

The specified requirements are met by a method based on the idea of distributing degrees of
membership of elements of a universal set according to their ranks or a method of pairwise
comparisons based on rank assessments [8].

At the fifth step, all sets of elements that have weighted fuzzy support WFS a) NO less than a

(X
user-specified threshold FS , are found:
V(X,A):WFS,, , >FS

)~ the amount of fuzzy support of a set of elements <X,A>.

min?

(x.A)
where WFS,
The formal statement of this problem is as follows:

Given: D — transformed DB with attributes representing characteristics and classes of cyber
incidents, and which, in turn, are represented by linguistic terms, and their values are represented by
membership functions;

FIS, —a set of frequently occurring k-element sets;

CIS, — a set of k-element candidate sets;

O" — finite set of elements of the transformed DB D' ;

ASE, —an auxiliary set of k-element sets;

FS,,, —athreshold of minimum fuzzy support of a set of elements;

Required: find all frequent sets of elements for which the weighted fuzzy support value is not
less than the threshold value:WFS , , , >FS,, .

The solution to this problem can be implemented by applying one of the methods given in [9]
- [12].

At the last step, all found frequent data elements from the set FIS, are used to generate fuzzy
association rules with weighted attributes of the form (1), having a weighted fuzzy probability value

WFC<<X’ a)v &) MOt less than the user-specified threshold FC . :
V(X,A)=(Y,B):WFC ) o v ey 2 FC,i
where WFC,, . ) — the value of the weighted fuzzy probability of the rule ((X, A) = (Y,B)).

Conclusions. The application of the method for the formation of fuzzy association rules with
weighted attributes from the SIEM system DB for detecting cyber incidents that occur during the
operation of the SICS proposed in the paper allows to increase the efficiency of the use of SIEM
systems in practice by improving their characteristics such as adaptability to new types of cyber
incidents and the accuracy of their detection.
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ITOP CYBAU,
APTEM MUKHUTIOK

METOIUKA ®OPMYBAHHA HEYITKHX ACOINATHUBHUX IIPABWI 13
3BA’KEHUMU ATPUBYTAMMU 3 BA3U JAHUX SIEM-CUCTEMU IS BUSBJIEHHSA
KIBEPIHIIUJEHTIB B CHEHIAJBHUX IH®OPMAIIMHO-KOMYHIKAIIMHUX
CUCTEMAX

VY craTTi NpecTaBIeHO METOAUKY (OPMYBaHHS acolliaTUBHUX MHpaBui 3 6a3u njaHux SIEM-
CUCTEMH JJIs1 BUSIBJICHHSI KIOEPIHIUICHTIB, sIKa IPYHTYETHCS HA TEOP1i HEUITKMX MHOXHH Ta METO/1ax
IHTENeKTYalbHOTO aHali3y JaHuX. Ha mifcraBi MpoBeNEHOro aHamizy 3po0JIeHO BHCHOBOK IIPO
JOLUTBbHICTh BUSBIIEHHS KIOEPIHIUACHTIB B CIIEialIbHUX 1HPOpPMaLiiHO-KOMYHIKallIHHUX cHcTeMax
(CIKC) nuisixoM 3aCTOCOBYBAaHHS IPaBUJIO-OpPIEHTOBAHUX MeTOAIB. OOIPYHTOBaHO HEOOXIJIHICTH
3aCTOCYBaHHS TEXHOJIOTIHM 1HTeNeKTyanpHOro aHamizy naHux (Data Mining), 30kpeMa, MeTOJiB
(bopMyBaHHS acOLIaTUBHUX MIPABUJI 7Sl HOMTOBHEHHS HUMHM 0a3u 3HaHb (b3) SIEM-cuctemu 3 MeToro
MOKpalleHHs1 11 XapaKTepUCTUK B TMpolleci BUSABICHHS KiOepiHIuaeHTiB. [ns edexTuBHOrO
3aCTOCYBaHHSA MoJjeneil BUABIEHHS KiOepiHUMAEHTIB, MOOy/JIOBaHUX Ha OCHOBI TEOpii HEUITKHX
MHOKHH, 3alpONOHOBAHO BUKOPHCTAaHHS METOJIB MOLIYKY HEUITKUX acOLIaTHBHUX MMpaBWI, SKI
JI03BOJIAIOTH OOPOOJISITU PI3HOPIAHI JJaH1 MPO KIOEpIHIUIEHTH Ta € MPO30PUMHU ISl CIIPUHHSTTSL.
Po3rnsiHyTOo MaremMaTuyHMA anapart /i GopMyBaHHS HEUITKMX acOLIaTUBHHUX MPABUJ Ta HABEJCHO
NpuKiIaad Horo 3actocyBaHHs. J[ns minBuieHHS €QEeKTUBHOCTI METOMAIB TOLIYKY HEYITKUX
acoriatuBHuX npasui 3 bJ[ SIEM-cucremu, 3anpornoHOBaHO 3aCTOCYBAaHHS BaroBUX Koe(ilieHTIB
aTpuOyTIB, SKI XapaKTepU3YyIOTh CTEIMiHb MPOSBIEHHS IXHBOI BAXJIMBOCTI y HEYITKOMY IpaBHIIL.
HaBeneno ¢opmanbHy MOCTaHOBKY 3anayl (opMyBaHHS HEUITKMX AacOLIaTUBHUX MPaBUI 13
3BAKECHUMU aTpuOyTaMH Ta fAKI 3aCTOCOBYIOTbCA sl ieHTH]ikamii KiOepiHIMICHTIB.
3anponoHOBaHO cXeMmy iX (OopMyBaHHS Ta 3aCTOCYBaHHS I imeHTH(iKamii KiOepiHIIUIEHTIB.
Haseneno metoauky (opMyBaHHSI HEUITKUX acOIliaTHBHUX MPABHII 13 3Ba)KEHUMH aTpuOyTamu 3 bJ]
SIEM-cuctemu. ChopmynboBaHO 3a/1a4y BUSHAYCHHS BaroBUX KOe(ili€HTIB BiTHOCHOT BaXJIMBOCTI
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atpudyTiB B/] SIEM-cucremu Ta 3amponoHoBaHo MeToA A ii BupimieHHs. HaBeneHo mOCTaHOBKY
3a/1a4il 3HAXO/[KEHHSI HA0OPIB €JIEMEHTIB, 1110 MAIOTh 3BAKEHY HEHITKY MIATPUMKY HE MEHIIIE 3a1aHO1,
Ta BUKOPUCTOBYIOTHCSA [T (POPMYBaHHS HEUITKUX aCOLIATUBHUX MPABUJI 13 3BAKCHUMH aTPUOYyTaMH.
3anpornoHOBaHO METOIU JJIA i1 BUPIIICHHS.

KurouoBi cioBa: kioGep3axucrt, kioepinmuaeHT, SIEM-cucrema, Teopiss HEUITKMX MHOXUH,
IHTEeNeKTyalbHUIN aHaJi3 IaHUX, aCOIIaTUBHI IPaBUIIA.
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