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JEKCOTPA®IYHUAN METOJI PIIIEHHA BATATOKPUTEPIAJIBHOI 3AJIAUYI
BUBOPY SIEM-CUCTEMHU I IIOBYAOBH CHUTYAHNHIMHOI'O HIEHTPY 3
KIBEPBE3IIEKH

PosrnsnyTo cTBOopeHHst CutyaliifHOro HeHTpy 3 KibepOesneku, Horo 3aBlaHHA Ta CKJIak, a
TaKOXX HaBEJICHO OCHOBHI TEXHOJOT1YHI I1HCTPYMEHTH, $Ki TOBHHHI OyTH BKIIIOYEHI J0
epexktuBHOro CurtyaniiiHoro ueHTpy 3 kibepOesmeku. OcoOnuBa yBara MNpHUALIEHA CHUCTEMi
yopaBiiHHS iHIHAeHTamMu iH(opManiinoi 6e3neku (SIEM), sika € kimo4yoBoto st CuryariitHoro
IEHTPY 3 KibepOe3neKku, TOMy pO3IIISIHYTO 11 MPU3HAYCHHS Ta OCHOBHI 3aj/1adyi, sIKi BOHA TIOBUHHA
BupinryBatu. llpoananizoBaHo 0COOMMBOCTI pilIeHHs 3aaadi pamioHanbHOro BuHOOpY SIEM-
CUCTeMU. BuineHo rpynu MOKa3HMKIB, IO XapaKTepU3yIOTh CTYIiHb BUKOHAHHS BUMOT, SKI
npen’ sBistoThes 10 SIEM-cuctemu Ta HaBeleHO X HpUKIagU. 3alpOINOHOBAHO 3aCTOCYBAHHS
Teopii HEUITKUX MHOXHMH JJIs1 O0OpoOKM excrmepTHoi iHdopmallii mpo sKICHI MOKa3HWKH, IO
xapaktepu3yioTh SIEM-cuctemy. [IpoananizoBaHo OCOOJIMBOCTI, IO CTOCYOTHCS HPHAHATTS
parioHagbHOTO pimeHHs moao Bubopy SIEM-cucremu. BupineHno rpynu mokasHUKIB, SKi MOXKYTh
JIOTIOMOTTH B OIIIHII CTymneHs BianoBinHocTi SIEM-cuctemu BuMoram, Ta HaBeJeH1 MPUKIIAAH IHX
MOKA3HUKIB. 3 MeTor0 00poOku excnepTHOi iHdopmawii mpo skicHi nokasHuku SIEM-cuctemu,
0yJ10 3alIPOIIOHOBAHO BUKOPUCTAHHS T€OPii HEUITKMX MHOXHH. HaBeneHo (hopMaabHy MOCTaHOBKY
3ajnaui Bubopy SIEM-cuctemu Ta 3apornoHOBAHO OCHOBHI €TanH ii po3B's3aHHs, SKI BKIOYAIOTh
MIJITOTOBKY IOYaTKOBUX JaHMUX, BUOIp MeTONy M pilleHHS OaratokpurepianbHOi 3adadi
pauionanbHoro Bubopy SIEM-cuctemu ta po3poOKy anroputrmy. 3arpornoHOBaHO BUKOPUCTaHHS
METOAY HOPMYBaHHsI KUIbKICHMX TNoka3HHKIB SIEM-cuctemu Ta Meroay mapHUX MOpPIBHSHb Ha
OCHOBI PaHTOBUX OLIHOK JUIsl OOpPOOKH ii SIKICHUX NMOKa3HHUKIB. PO3IIIsIHYTO BUKOPUCTAHHS IKAJIN
Caari 3 9 GaJIbHUMU 3HAUEHHSAMHU U1 OTPUMaHHS (YHKIIIH HaJeXHOCTI AKICHUX XapaKTepUCTUK
SIEM-cuctemn Ha OCHOBI eKkcHepTHOi OI[iHKH. Po3pobneHuil anroputM noOynoBU (yHKIINH
HaJeXKHOCTI xapakTepucTuk SIEM-cuctemMu 10 KOXXHOrO He4iTKoro tepmy. OmnucaHo MeToau
BUpIIIEHHS 0araTOKpUTepiaJbHUX 3a/1ay 1 3alIPONIOHOBAHO 3aCTOCYBaHHS JIEKCOTpapiyHOT0 METOTY
JUIsl pilieHHs 3afadi pamioHanbHoro Bubopy SIEM-cucremu B xozai moOynoBu CurtyaniitHoOro
HeHTpy 3 KibepOesneku. CTBOpEHUI Ta BTUICHMH Y JKUTTS aJIropuTM Horo peanizauii, 1 1100
MIPOJIEMOHCTPYBAaTH MOTro €(peKTUBHICTh, HABEJCHO MPHKIIAJ BHUKOPUCTAHHS JUIS pPalliOHAIbHOIO
Bubopy SIEM-cuctemu. Kpim Toro, Hajgani peKkoMeHJAIl MO0 MPAKTUYHOTO BHKOPUCTAHHS
OTPUMAaHHUX PE3yJIbTATIB.

Kurouosi ciioBa: xibepOesneka, kidep3axuct, SIEM, cutyauiiiauii ieHTp, NiATpUMKa pillleHb,
nexcorpadpiqHuii METOI, TEOPish HEUITKHX MHOKHUH.

IMoctanoBka mnpobdaemu. Ilpotunis cyuacHuM KkiGep3arpozam € HEMOXJIHMBOIWO 0e3
3aCTOCYBaHHSI Cy4acHUX TEXHOJIOT1H KiOep3axucCTy, SIKi JTO3BOJIAIOThH 31HCHIOBATH KOHTPOJb, 30ip,
3icTaBieHHsS Ta 00poOKy iH(OpMaIlii 3 METOIO BUSBICHHS ICHYIOUMX Ta MPOTHO3YBAaHHS MallOyTHIX
3arpo3. BaximBa poJib Ipy IbOMY BiJIBOJAMTHCS CIICIIAIBHUM ITiIPO3iIaM, K1 BUPIIIYIOTh TUTAHHS
3 iH(dopmariitHoi Ta kiOepOe3nekn Ha OpraHi3alifHOMY Ta TEXHIYHOMY pIBHI — CHUTyal[itHUM
nentpam 3 kibepoesneku (CLIK).
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CUK Bupimrye HacTynHi 3aBaanss [1]:

—  37ilcHEHHs Oe3MOoCepe/HIX 3axO0JiB, IIOJ0 3aXUCTy Bia kibepaTak Ta MiHiMizamii X
30UTKIB;

—  po3mi3HaBaHHS CIIA0KHUX MICIb Y KiOEp3aXUCTi CUCTEMH Ta BXKUTTS 3aXOIiB IIOA0 IXHHOTO
YCYHEHHS;

—  ICHTpaJi30BaHE YIPaBIiHHS 0€3MEKOI0 PI3HUX MPHUCTPOIB Y CUCTEMI;

—  TIOCTIHMH MOHITOPHHT IIOTOYHOTO CTaHY 3arp03 CUCTEMHU;

—  TEeXHIUHY MIATPUMKY 3 MUTaHb OpraHizalii Kibep3axucTy CUCTEeMH Ta iHIII.

CrpykrypHo, CIIK Bkmouae Tpu OCHOBHI KOMIIOHCHTH: IMEpCOHAN — KBamidikoBaHi
CHEIIAIICTH, K1 BOJIOJIIOTh CYYaCHUMH TEXHOJIOTiSIMH KiOepOe3NeKH, MaloTh KOMIETEHTHOCTI 3
KOMaHJIHOi pPOOOTH Ta B3aeMOJii 3 KEPIBHUIITBOM OpraHizailii; mpoiecu — Oi3HEeC-TPOIIECH,

TEXHOJIOT1YHI MPOIECH, OTIePaIliiiHi Ta aHATITHYHI MPOLIECH; TEXHOJOT1l — IHCTPYMEHTH BHSBIICHHS,
MPOTHUJIIT Ta 3armo0iranHs Kidbep3arpo3am.

EdextuBauii CLIK mnoBMHEH BKJIIOYATH HACTYIHI Cy4acHl TEXHOJIOTIYHI 1HCTPYMEHTHU
3abe3necueHHs KibepOesneku [1], [2]: mikmepexeBuii ekpan HoBoro mokominas (Next-Generation
Firewall), cucremy 3amo6iranust BTopraerssm (IPS), 3acobu 3axucty Web-nonarki (WAF) ta 6a3
nanux (Database Protection), 3acobu 3axmcry enektpoHHoi mnomT (Email-security), 3acobwm
BUSBJICHHS 3arpo3 Ta MPOTHAIl HUM Ha mpukiHieBux Toukax (Endpoint Detection and Response),
ckanepu BpasmuBocreii (Vulnerability Scanners), 3acoou 3amo6iranns Brpari ganux (Data Loss
Prevention), 3aco0u posciigyBanHs Komi'torepHux iHnuaeHTiB (Forensics), 3aco0M KOHTPOIIIO
noctymy no mepexi (Network Access Control) ta immi.

ITpote ocHoBoto modymoBu epektuBroro CLIK [1], [3], #oro sapom € 3actocyBanHs SIEM-
cucremu (Security Information and Event Management) — cuctemu ymnpaBiiHHS iH(pOpMalli€ro Ta
noxisiMu Oe3meku. 3acTtocyBaHHS B KOHTypi 3axucty SIEM-cuctemu n03BoJiss€ 31HCHIOBATH
MPOAKTUBHE YMPABIIHHSI KIOCPIHIIMACHTaAMH, TOOTO MIJISXOM 3aCTOCYBaHHS aBTOMAaTH30BaHHUX
MEXaHi3MiB, $IKI BHUKOPHCTOBYIOTH 1H(OpMalil0 Mpo MOAil, II0 BXe BiAOYIUCS B CHUCTEMI,
MIPOrHO3yBaTH MaWOyTHI moaii, siki OyAyTh BiOyBaTHUCs B Hil, a TAKOX aJanTyBaTH MapaMeTpu
3aXHCTy CUCTEMH JI0 il IOTOYHOTO CTaHy, THM CaMHM 3/IIiICHIOIOUH ITPEBEHTUBHI 3aX0/IH II€ 10 TOTO,
KOJIM CUTyallis B cucTeMi ctaHe kputudHoro [3]. BignmosigHo mo mporo, SIEM-cuctema moBuHHa
BUPIIIYBaTH KOMILIEKC 3a/1a4, 10 SKUX MOXKHA BifHecTH [3]:

—  30ip, 00poOKy Ta aHaJIi3 MOAINH OE3MeKH, 1110 NOCTYIMAIOTh 10 Hel 3 MHOKUHH PI3HOPIIHUX

PO3MOAUICHUX JIKEPEIT;
—  BUSBIIEHHS B PEXHUMI pealbHOTO 4acy abo OJIIM3BKOro 10 HbOTO KibepaTak Ta MOpPYyIIEHb
MOJIITUKU OC3IICKH;

—  TIPOBEIEHHS PO3CHiayBaHHS KiOESPIHIIMICHTIB;

—  (¢opMyBaHHs €PEKTUBHUX PIIIIEHB MO0 KIOEP3aXUCTy CUCTEMH,

—  (hopMyBaHHs 3BITHHX JOKYMEHTIB 1 Bi3yali3allilo CTaHy CUCTEMH Ta 1HIII.

Jlna BupimeHHs nanux 3aaa4, SIEM-cuctema, Ha mijictaBi 310panux 3 )kypHaiiB (log-gaitnis)
MOYaTKOBUX JAHUX, AKI HAKOMUYYIOTh 1H(OpMALil0 Mpo MoAii, IO BigOYyBalOThCS B CHCTEMI,
BiOMpae Taki, 110 MOXKYTh OyTH 03HaKamMM KibepaTak a0o IHIIMX HeOakaHUX /il B CHCTEM.

l'onoBHOIO OcoOnuBIcTIO pimeHHs 3agadi Bubopy SIEM-cuctremu st moOynosu CLIK e
BEJIMKa KIJIBKICTh PI3HOPIIHUX MMOKAa3HMKIB, SIKI XapaKTepU3YIOTh CTYIIHb BUKOHAHHS BHMOT, 110
npe.’ IBISIOTHCS 10 CUCTEM JAaHOTO THUITY Ta SIKI MOXKYTh OYTH SIK KUTbKICHUMH, TaK U sKicHUMH. J[o
SKICHUX TIOKAa3HUKIB, HacaMIIepe]l, MOXKHA BiIHECTH TaKi, [0 XapaKTepU3yIOTh HACKUTBKU e()EKTUBHO
MOHa 3actocoByBaTu SIEM-cucremy jutst pitieHHs (PYHKIIIOHAIBHUX 3314, K1 TOKJIaAaloThCs Ha
Hei y ckmani CLK, sika 6yzae BapTicTh pua0aHHs Ta 3aCTOCYBAaHHS CUCTEMH, HACKUIBPKY BOHA HaTIHA
Ta JIETKa B €KCIUTyaTallii Ta iHIIi.
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AHani3 ocTaHHIX AoCTiKeHb Ta nyOJikamiii Mmoka3aB, IO JaHi MOKAa3HUKH MOXKHA
[IPEJICTaBUTH HACTYITHUM uynHOM [4]-[16]:

X = 000 X Xy X X Xor X Xgs X Xi01 X1, Xaz X o

e X1 — MATPUMKA JHKEpe MOiH;

X, — 301p Mmofiif;

X3 — KOpEJIsILis;

X4 — NOIIYK Ta aHAIITHUKA;

X5 — Bi3yaJi3allis Ta 3BiTHICTb;

Xg — IpiopUTE3allis Ta ONOBILICHHS;

X7 — 3arajibHi HaJaro/XKeHHs Ta BCTAHOBJICHUH (YHKIIOHA;

Xg — MacmTady€eMiCTh, BITMOBOCTIHKICTb, 30epiranHs;

X9 — MOHITOPHHT KOMITOHEHTIB CHCTEMH Ta BHYTPIIIHINA ayUT;

X190 — 3PY4HICTb KOPUCTYBaHH;

X{1 — HasIBHICTb JepKaBHUX cepTU(IKATIB BIJIOBITHOCTI;

X{» — AOJATKOBI MOAYJIl CHCTEMU;

X13 — BapTICTh;

[linkoM oueBHMIHO, IO BHUpIMIEHHA 3aAadl parioHambHoro BuOopy SIEM-cuctremu amns
nodynoBu CLK xapakTepHuMH € OaraToKpUTepialbHICTh Ta HEOOXIIHICTh BpaxyBaHHS BEJIMKOI
KUTBKOCTI SIKICHMX Ta KUIBKICHUX TTOKA3HHKIB.

VY cBo1O uepry, nepia xapakTepucTHKa BUMArae 3aCTOCyBaHHs €(peKTUBHOT'O METOJY PILLICHHS
OaraTokpuTepiaJbHHUX 3ajad, a Apyra, Ajas oOpoOKH eKcrepTHOI iH(opMarlii Ipo SKICHI MOKa3HUKH
— 3aCTOCYBaHHs Teopii HewiTkux MHOXHH [17]-[20].

MeTtow podoTH € po3poOKa METOAY pIlIEHHS OaraToKpuTepiaabHOI 3a7adl palrioHATIHLHOTO
Bubopy SIEM-cucremu 3 BpaxyBaHHSIM BEJIMKOI KUIBKOCTI SIKICHUX Ta KIJIbKICHUX TOKa3HUKIB JJIs
noOyJI0OBH CUTYaLIITHOTO LIEHTPY 3 KibepOe3neku.

ITocTanoBka 3anaui panionaasHoro Budopy SIEM-cucremu. 3aranpHa noctaHoBKa 3a/1aui
pamioHansHOTO BUOOpY SIEM-cructemn Mmoxe OyTr cOpMyITbOBAaHOIO HACTYITHUM YHHOM.

HeoOximH0 3HalTH

S, =argoptW (X (s)), 1)
seS
ne W — Aeskuid y3araabHEHUN MOKa3HUK SKOCTI CHCTEMH;
S — MHOKMHa MOKJIMBUX BapiaHTIB BUOOPY CUCTEMH;

X(S): |X1(S), X (S),..., X (S), X +1(S),..., X (S)| — BEKTOp Moka3HukiB sikocTi SIEM, mpudomy

nepi K (i = 1k ) BUMOT € KUIbKICHHMH, a iHmi N-K: K =K +1,n BuMor — sikicHi.

[TpumnyieHHs: BeTMYHHA I-T0 YaCTKOBOTO TIOKA3HHUKA, SIKUH XapaKTEePU3y€e CTYIIHb BUKOHAHHS
i-of BuMoru 10 SIEM, Bu3HauyaeThes 11 HAOIMKEHHIM 0 ONTUMAIbLHOIO 3HAYEHHS.

OcHoBHMMH eTanaMu po3B’si3aHHs 3a1a4i (1) €:

—  MJArOTOBKA ITOYAaTKOBHUX JaHUX;

—  BHUOIp MeToAy pilICHHS OaraTOKpUTEpiaIbHOI 3a1a4i;

— po3poOka anroputmy (puc. 1).
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Bubip metoay

[igroToBKa .
pilleHHA Po3pobka
NoYaTKOBUX .
AHUX baraTokpuTepianbHO anropuTmy
A i 3apaui

Pucynoxk 1 — OcHOBHI eTamnu pinieHHs 3aaa4i parionansaoro subopy SIEM-cucremu

HopMmyBaHHS 3Ha4€HHS KiIbKICHOTO MTOKA3HMKA 3iHCHIOETHCS HACTYITHUM YUHOM:
*
Xii — Xi
_ 7y 1)
Xij = = (2)
A€ Xjj — 3HAUYCHHS i-ro OKA3HMKA JUIs |-TO BapiaHTy CHCTEMH;

**

*
Xjj: Xjj — Haiiripiie Ta HafKpale 3HaYCHHs [IOKa3HMUKa.

BianoBimHO, CTymiHb OJM3BKOCTI I-T0 SKICHOTO MMOKA3HUKA J0 ONTHMAILHOTO 3HAYCHHS JIIS -
ro Bapianty SIEM-cucreMun MOXKHa BH3HAUUTH 32 JOTIOMOTOI0 (DYHKIIIT HAJIG)KHOCTI g (Xi ) s

100y 1081 (YHKIIT HanesKHOCTi 1 (X; ) JOLIMBHO 3aCTOCYBATH METOJI, IO I[PYHTYETHCS HA PAHTOBHX
OLIIHKaxX a00 METO/I MapHUX MOPIBHSHB Ha OCHOBI PAHTOBHX OIIIHOK [ 19].
VY naHOMy BHNAJKYy, IiJl PaHIOM €JIEMEHTy Xj € X po3yMieTbci 4HUCIO [ (Xi ), AKe

XapakTepusye Horo 3HauumMicTh y (opmyBanHi BiactuBocTi SIEM-cucremu, sika ONUCYETHCS
HediTkuM TepMoM S. [Ipurryctumo, o 4uM OUTBIINM € paHT MOKa3HUKA, TUM OUTBIINM € 3HaYCHHS
fioro (hyHKIII1 HaEeXKHOCTI.
SIK1110 BBECTH HACTYTIHI IO3HAYEHHS.
rs(%) =1, s (%) = ;i =1n,
TO PO3MO/ILJI CTETIEHIB HAJIEKHOCTI MOXKHA MPEICTABUTH Y HACTYITHOMY BH/I.

oM H
A2 0 ®)
n N '
3a yMOBHM HOPMYBaHHS:
o+ o+ A+ =1 (4)

Ha ocnoBi (3) BU3HAYarOThCS CTEMEHI HAJICKHOCTI BCIX €JIEMEHTIB MHOXXHHH Yepe3 CTeNeHi
HAJIeKHOCTI, TaK 3BAHOTO, OTIOPHOTO SJIEMEHTY.
JI71st OIOPHOTO €NEMEHTY X; € X , AKUI Mae (QyHKIIII0 HAJIEKHOCTI [

r, . I . . I .
Ko ===y Mg == Hy; v By =50 g5 ©)
I h g
JI7s ONOPHOTO €1EMEHTY X, € X , AKUH Ma€ (PyHKIIIIO HAJEKHOCTI L4y
no . L, - h :
My =—""Hyy Mg == Ly «ovi iy =50 Hy; ©)
I’2 rz I’2

BinnoBigHO /U1 OOPHOTO €1eMEHTY X, € X , KUl Ma€ (PyHKIIII0 HAJIEKHOCT Ly,

r1 . r2 . rn—l .
L =, MU Uy oeees B U 7
n r n 2 r 1 r ()

n n n

3 (5)-(7) Ta ymoBU HOpMYBaHHS (4) OTPUMAEMO:
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-1
r, r
M:@+i+i+m+iJ
rl rl r-l
-1
r ¢ r
W= +1+2+...+2 ®)
r2 r2 rZ
B
L r, r
U, =(—1+—2+—3+...+1J
rn rn rn

Ha ocHOBi (8) MOHa 0GUHCITIOBATH CTENeHI MPUHANEXKHOCTI g (X; ) 3a BiTHOCHMMHE OliHKaMHU

.G .. .
panrie —+=¢& j»1, ] =1,n, sKi CTBOPIOIOTH HACTYIIHY MaTPHLIO:
r.
]

1 20k h
rl rl rl
g B h
E=r, r, r, (9)
Lk h 1
_rn r, r, |

HeBaxko mo6aynTw, 110 BIACTHBOCTAMHU MaTpuili (9) € HAcTymHi: BOHA € JiarOHAJIBHOIO,
TPAH3UTUBHOIO Ta CJIEMEHTH MATPHIIi, SIKi € CAMETPUYHUMH BiJIHOCHO T'OJIOBHOI JliaroHai, 3B’ s13aHi

3aJIEKHICTIO: §I] :1/5” .
Ockinbku MaTpulid (9) € MaTpUIIero ApHUX MOPIBHSHb PAHTIB €IEMEHTIB, TO JUI €KCIIEPTHUX
OIIiHOK i €JIEMEHTIB MOXHA 3aCTOCOBYBaTH 9-TH GanbHy mkany Caari [21]: & =1; /1 (Tabmuus 1).

Tabmuus 1 - [Ikana BiTHOCHOT BaXKIUBOCTL

[HTEHCUBHICTE BITHOCHOI BasKIIMBOCTI1 OsHaueHHs
1 PiBHa Ba)KJIMBICTh BUMOT, 5IKi TOPIBHIOIOTHCS
3 Crnabka mepeBara OJJHOTO HaJ IHIITUM
5 CunpHa nepeBara
7 OueBuiHa TIepeBara
9 AOcomoTHA TIepeBara
2,46,8 [TpoMixHi pilIeHHS MiX JBOMA CYCIAHIMH OI[IHKaMU

Takum unHOM, 32 HonomMororo (8) ekcrepTHi AaHi [22] mpo paHru eneMeHTIB (iXHi momapHi
MOPIBHSIHHS) IEPETBOPIOIOTHCA Y (PYHKIIIIO HAJIEKHOCTI HEUITKOTO TEPMY.

Anroput™ noOy10BH (PyHKIIIT HaJIEKHOCTI BKIIIOUAE HACTYITHI KPOKH.

1. 3apaTtu MiHrBiCTUYHY 3MiHHY (sKicHY XapakTepuctuky SIEM-cucremn).

2. BwusnauuTH yHiBepcalbHY MHOXXHHY Ha SIKii 33Ja€ThCS JIIHTBICTUYHA 3MiHHA (3HAYCHHS
sKicHOi xapaktepuctuku SIEM-cuctemn).

3. 3amatu CyKymHICTh HEUITKHX TEPMIB {Sl, Sy, .05, }, SIK1 BAKOPUCTOBYIOTHCS TSI OI[IHKH

3a/1aHOi Ha TIEPIIOMY KPOIIi 3MIHHOI.

4. Jlns xoxHoro Heditkoro Tepmy Sj, j =1,M, chopmysarn marpuio (9).



P-ISSN 2411-1031. Information Technology and Security. January-June 2023. Vol. 11. Iss. 1 (20)

5. Ha ocnoBi ¢opmyn (8) oOumcnutu (yHKIIT HAJEKHOCTI €IEMEHTIB (XapaKTEPUCTHK
SIEM-cucTtemn) 10 KOKHOTO HEHITKOTO TEPMY.

6. Ilpomemypy HOpMyBaHHS OTPUMaHUX (DYHKITIH HaJIEKHOCTI 31IMCHIOBATH IIIJITXOM IXHBOTO
TiIeHHS Ha HalO1IbIe 3HaYeHHs (DYHKIII] HAIEeKHOCTI.

Amnaniz mokaszye [23]-[25], mo HaHOLIBII PO3MOBCIOKEHUMHU METOJAMH JIJIS PIllICHHS
OararokpuTepianbHOi 3a1a4i (1) € HACTYIHI: METO ] TOJIOBHOTO TTOKAa3HUKA, METOAN y3arajJbHEHOTO
aIATUBHOTO / MyJIbTHILTIKATUBHOT'O TIOKA3HUKA, METOIM y3aralbHEHOTO MiHIMAKCHOTO MIOKa3HUKA Ta
nexcorpadiuai Mmeroau. Citifi 3ayBaKUTH, IO BC1 HABEJIEHI METOIM MAIOTh IOCTOTHCTBA Ta HEJIOJIIKH,
a BUOip METO/1y 3HAYHOIO MIpOIO BU3HAYAETHCS MTOBHOTOIO Ta JOCTOBIPHICTIO €KCIIEPTHUX 3HAHB PO
Ba)XXJIUBICTh Ta CTYIIHb B3a€EMO3B’ 13Ky YaCTKOBUX MMOKA3HHUKIB SKOCTI.

3HaxoOKeHHA MHOXWUHU "He
HaWripwmnx" pilueHb WAAXOM
NoCcNiA0BHOro NOPIBHAHHA BCIiX
MOXNMBux BapiaHTie SIEM 3a Bcima
NoKasHUKaMM AKOCTI

YnopaaKyBaHHA 3a BaXK/JUBICTHO
4YaCTKOBMWX MOKA3HMKIB

BuaineHHA MHOMWHW anbTepHarTie 3
HalMKpalloo OLiHKOK 3a HabinbLu
BaXK/IMBUM MOKA3HMKOM

AIKLLO OTpMMaHO AeKiNbKa anbTepHaTUB, TO
BUAINAKTLCA TaKi, LLLO MatOTb KpaLly OLLiIHKY
3a HACTYMHWM NMOKa3HUKOM

Pucynoxk 2 — [locniioBHICT eTamiB pillleHHs 3aa4i paiioHaasHoro Budopy SIEM-cuctemu
JeKcorpagiuyHuM METOJI0OM

Ockinbku came jiekcorpagiuii METOIU € HaiMEHIII BUMOTJIMBUMU JI0 €KcIiepTHOT iH(opmartii
PO CTYIIHb NEpeBaru 4YacTKOBUX IOKA3HUKIB, TO JJIS PIIIEHHS 3a/a4i palioOHaJIbHOTO BUOODPY
SIEM-cucremu mns moGymosu CLIK, mimkom gomineHO 00paTi came JiekcorpadiyHuii MeToa, CyTh
3aCTOCYBaHHS SIKOTO TIOJISATA€ Y HACTYITHOMY (pHC. 2)

Ha nonepennboMy eTarti pillleHHs 3a/1a4i, IUIIXOM ITOCIT1JOBHOTO TOPIBHSHHS BCiX MOXIIUBUX
BapianTiB SIEM-cuctemu 3a BciMa MOKa3HUKaMM SKOCTI, 3HAXOJUTHCS MHOKMHA “HE HaMripmmx
pimieHp” (mapeTo-onTuManbHUX pimens) [22]-[25].

Jamni, ycl 4acTKOBI MOKAa3HUKH YIOPSIKOBYIOThCS 3a BaxuiuBicTio. [loTiM BuainseThcs
MHOXXHHH aJIbTEPHATHB 3 HAWKPAIIOIO OIIHKOIO 33 HAaHOUIBII BaKJIMBUM IOKAa3HUKOM. Y BHIAJIKY,
KOJIM TaKka aJlbTepHATHBA €IWHA, TO BOHA BBAXKAE€THCS HaMKpamoro. B iHIIOMYy BUNAIKy, KOJIU
OTPUMAHO JICK1IbKa aIbTEPHATUB, TO 3 HUX BUAUIIOTHCS TaKi, 0 MAIOTh KpaIlly OI[IHKY 3a 1HIIUM
MOKa3HUKOM 1 Tak JaJi.
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Taxkum 4rHOM, aNTOPUTM peaisaiii JekcorpadiuHoro MeToy pilieHHs 3a7a4i paioHaTbHOTO
BUOOPY CHCTEMH CKIIQIA€ThCS 3 HACTYIHUX KPOKIB.
1. YnopsikoBYIOTHCS YaCTKOBI MOKA3HUKH SIKOCTI 32 BaXKIUBICTIO:

%(s)> X5(8)>...> x,(s).
2. JIns KOKHOTO TIOKAa3HNKA BU3HAYAECTHCA BETMUMHA IIPUITYCTUMOT IOCTYTIKH AX;,i =1,n, y
Mexax fkoi BapianTi SIEM-cucremu, sKi MOPiBHIOIOTHCS, BBRXKAIOTHCS PIBHOLIIHHUMH.
3. s mepuioro nmokasHuKa Xl(s) bopmyeTbest MHOKMHA V) piBHOLIHHUX BapiaHTiB SIEM-
CUCTEMH, SIK1 32/I0BOJILHSIOTH HACTYIIHIH YMOBI:
max(xlj—xlk)SAxl,jzl,_m;kzl,_m;k;tj. (10)
4. Sxmo MHOxkHHA ‘P, MICTUTH TUIBKH OAMH BapiaHT, TO BIH BBa)KA€TbCs HalWkpamuM. B

1HIIIOMY BHIIaJIKy — KOJIM BOHA MICTUTH OLJIbII HIXK OJIHY aJbTepHATUBY, TO HEOOXITHO MEPEUTH 10
pO3IyIAqy YCiX BapiaHTiB MHOXKHMHH ‘P) 3a IOKa3HUKOM X, (s)

5. Jlas Apyroro moOKa3HHKa Xo (s), 3 MHOXKHMHU BapiaHTiB ‘V;, (GOpMyeTbCs MHOXUHA
BapiaHTiB ¥, , sIKi 3aJOBOJIbHSIIOTH YMOBI:
max(xzj—XZk)Ssz,ie‘I’l;ke\I’l;k;ﬁj. (112)
6. Sxmo mHOxuHa ‘W, MICTUTH OJMH BapiaHT, TO BIH BBaKa€ThCs Hailkpamum. B iHmomy
BUIIQ/IKY — 3HA/ICHI BapiaHTH PO3TIISIIAIOTHCS 32 TOKAa3HUKOM X3 (s) 1 TaK jai.
7. YV BuUNaJAKy, KOJH TOCTIJOBHO TEPETVITHYTO BCI MOKA3HUKH Ta OTPUMAHO MHOXKHUHY
Y=Y x¥;x..x¥,, m0o MICTUTb OUIbII HIX OJIHY albTEPHATHBY, MOXIHUBI [Ba BapiaHTH:
3MEHIIUTH BEJIIMYMHY NMPHUITYCTUMOI MOCTYIKU AX;,i =1,N, MOYNHAIOYH 3 MEPIIOTO 32 BaXIIUBICTIO

MOKa3HHUKA Ta MOBTOPUTH aJTOPUTM 3 OYATKy a00 Ha/laTH MOKJIMBICTH 0C001 1110 TpUMAE pillIeHHS
(OITP) moao0 BUOOPY HAMKpAIIOro BapiaHTy.

Jnst  imroctparii  poOOTH  3ampONOHOBAHOTO  aJTOPUTMY, HaBEAEMO TMPHUKIA] 00
3aCTOCYBaHHs foro /10 BUOOpy parioHansHoro Bapianty SIEM-cucremu [26].

st Bu6opy SIEM-cucremMn BUKOPHCTAEMO YOTHPH YaCTKOBUX IMOKA3HUKH: Xl(s) — BapTICTh

Ta Xo (S) — MIATPUMKA [DKEPEI MOMIH, SKi € KUIbKICHUMH, & TaKOK LIy, (s) — macmrabyemicts Ta

,uX4 (S) - 3py‘lHiCTB KOpUCTYBAHH!, IO € SIKICHUMH TTOKa3HUKaMU.

Jnst posrisiny oOpaso 5 Bapiantis Bu6opy SIEM-cucremu Sj, j=15.

VY pe3ynbTaTi NpOBEIEHUX PO3PaxXyHKIB Ta OTPUMAHUX EKCIEPTHHUX OLIHOK OyJI0 OTPUMaHO
HACTYIIHI JIaHi, K1 XapaKTepu3yoTh CTYIiHb BianosinHocti SIEM-cuctemu 3alaHUM BUMOTaM:

{0,8 0,8 0,705 0,6} _
Xl = y

{0,7_0,8_0,6_0,7_0,8}_

Xg =9 ——;——;———;—
{0,4_0,6_0,7_0,8_0,7}_

X3 i T R R e e o

{0,5 0,6 05 06 0,3}
X4 == .

1. Tloxa3sHHMKH 3a BaXJIMBICTIO YIOPSAKOBaHI HACTYITHUM YHHOM:
X > X > p1s (Xg) > 45 (X4 )
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2. Benuunna npumyctumoi noctynku Ax; =01, i =l,_4.

3. Ilpm MakcMMalbHOMY 3HA4Y€HHI IepHIoro ImokasHuka X; =08 Ta BemuuuHOIO
npunycTuMoi noctynku Axy =01 no MHOxkuHU ‘W) piBHOLIHHMX BapiaHTiB SIEM-cucremu, ski
3aJJ0BOJIBHSAIOTH YMOBI (2) BKIIIOYEHO HACTYITHI BapiaHTH:

¥y = 151,52, S5}

4. 3 mHoxuHu ‘W, 32 OpyruM IOKa3sHUKOM X, IIpH BUKOHaHHI ymoBHU (3): X, =08 Ta

AX, =01 1o MHOXUHK ¥, BKJIIOYEHO BapiaHTH:
Wy =1{51,52}-
5. 3 muoxuHM BapiaHTiB: ¥ ='¥; XV, 3a TpeTiM IOKa3HUKOM X3 IPU BUKOHAHHI yMOB (3)

X3 =0,6 Ta AX3 =0,1 10 MHO)kMHM W3 BKIIIOUEHO BapiaHTH:

W3 ={S,}.

Panionansaum Bubopom SIEM nns no6ynosu CLIK € apyruii BapiaHT.

BucHoBku. Y pe3ynbTati MPOBEACHUX JOCITIKEHD MOKA3aHO, 10 €PEKTUBHUM METOJIOM JIs
pimeHHss OaraTokpHuTepiampHOi 3amadi  panioHadbHOro Bubopy SIEM-cuctemn mis CHK €
nekcorpapiunuii  metoa. CdopMysibOBaHO TPYHNU KUIBKICHUX Ta SKICHUX IIOKa3HUKIB, SKi
xapakTepu3ytoTb BUMoru 10 SIEM y cknani CLK. 3anpornoHoBaHO MaTeMaTHYHUM amapar uis
0o0OpoOKM KITBKICHUX Ta sKiCHUX Toka3HuKiB SIEM-cucremu. OOIpyHTOBaHO JOIUIBHICTh
3aCTOCYBaHHS IPOIEIypHd HOPMYBAaHHS KiJIbKICHMX TMOKa3HUKIB SIEM-cucremMu Ta 3acTOCYBaHHS
METOJly MONapHUX MOPIBHSIHL Ha OCHOBI PAHTOBUX OILIHOK Ui OOpOOKHM ii SIKICHUX TOKa3HHKIB.
CdopmynsoBano (opmanbHy MOCTaHOBKY 3ajadi pamioHanbHOro Bubopy SIEM-cuctemu s ii
¢ynkuionyBanns y cknaai CHK Ta BunineHo ocHoBHI eranu ii BupimeHHsa. Po3pobieHo airoputm
peamizaiii JekcorpadiuHOro METOAy Ta JOBEACHOrO0 HOTOo M0 MPaKTUYHOI peamizaiii y BHUIJISIL
aJITOPUTMY.

OTtpumaHi pe3ysbTaTH MOXYTb OyTH BUKOPUCTAHHI Ha MPAKTUII MiJ Yac BUPIIMIEHHS 3a7ay
crBopenHss CLIK Ta parioHansHOro BuGOpy #oro mporpamHoro 3abesneueHHs, 30kpema, SIEM-
CHCTEMH.

IMepcneKTHBHUMH HANPSIMAMHU MOAAJIBIINX HAYKOBHX J0CTiKeHb € po3po0Ka MoJierneit Ta
METOIB BUsBJIEHHS KibepiHiuaeHTiB SIEM-cuctemoro B iHpopMaliifHO-KOMYHIKaliiHIl cucTeMi 3
ypaxyBaHHSM HEMOBHOTHU Ta HETOYHOCTI iH(popMallii Mpo HUX.

CIIMCOK BUKOPUCTAHUX KEPEJI

[1] I. Subach, D. Mogylevich, A. Mykytiuk, V. Kubrak, and S. Korotaev, “Design methodology of
cybersecurity situational center”, CEUR Workshop Proceedings, vol. 2859, pp. 210-219, 2021,
[Online]. Available: http://ceur-ws.org/VVol-3187/paper8.pdf. Accessed on: Apr. 04, 2023.

[2] Was ist ein Security Operations Center (SOC)?, 2017. [Online]. Awvailable:
https://www.security-insider.de/was-ist-ein-security-operations-center-soc-a-617980/,
Accessed on: Apr. 05, 2023.

[3] L Cyb6au, B.KyOpak, Ta A.Mukutiok, “Apxitektypa Ta (YHKI[IOHaTbHA MOJEIb
MEPCIEKTUBHOI MPOAKTUBHOI 1HTENEKTyanbHOi cucreMu SIEM-cucremu ans kGepsaxucry
00’ekTiB KpuTH4HOI iHppacTpykTypu”, Information Technology and Security, vol 7., iss. 2., pp.
208-215, 2019, doi: https://doi.org/10.20535/2411-1031.2019.7.2.190570.

[4] Methodology for a Sectoral Cybersecurity Assessment, 2021. [Online]. Awvailable:
https://www.enisa.europa.eu/publications/methodology-for-a-sectoralcybersecurity-assessment.
Accessed on: Mar. 11, 2023.

34



P-ISSN 2411-1031. Information Technology and Security. January-June 2023. Vol. 11. Iss. 1 (20)

[5] What is security incident and event management (SIEM)?, 2020. [Online]. Available:
https://blog.eccouncil.org/what-is-security-incident-and-event-management-siem.  Accessed
on: Feb. 17, 2023.

[6] P.Kirvan, How to select a security analytics platform, plus vendor options, 2023. [Online].
Available: https://www.techtarget.com/searchsecurity/tip/How-to-select-a-security-analytics-
platform-plus-vendor-options. Accessed on: Jan. 12, 2023.

[7] Gartner Magic Quadrant, [Online]. Awvailable: https://www.gartner.com/en/research/
methodologies/magic-quadrants-research. Accessed on: Apr. 04, 2023.

[8] B.Canner, Comparing the Top SIEM Vendors, 2018. [Online]. Available:
https://solutionsreview.com/security-information-event-management/comparing-the-top-siem-
vendors-solutions-review. Accessed on: Apr. 04, 2023.

[9] B.J. Oltsik, SOAPA: Unifying SIEM and SOAR with IBM security QRadar and IBM security
resilient, 2020. [Online]. Available: https://www.ibm.com/security/digital-assets/resilient/
unifying-siem-and-soar-with-soapa. Accessed on: May 04, 2023.

[10] M. Vielberth, and G. Pernul, “A Security Information and Event Management Pattern”, in Proc.
12th Latin American conference on pattern languages of programs (SugarLoafPLoP 2018),
Brazil, 2018, p. 27.

[11] K. Agrawal, and H. Makwana, “A Study on Critical Capabilities for Security Information and
Event Management”, International journal of science and research (1JSR), vol. 4, iss. 7,
pp. 1893-1896, 2015.

[12] H. Karlzén, “An analysis of security information and event management systems”, 2009.
[Online]. Awvailable: http://publications.lib.chalmers.se/records/fulltext/89572.pdf. Accessed
on: Jan. 23, 2023.

[13] SIEM  product comparison, 2019. [Online].  Awvailable:  https://comminity.
softwaregrp.com/dcvta86296. Accessed on: May 20, 2023.

[14] SIEM competitive comparision, 2019 [Online]. Available: https://www.securonix.com/
products/competitive-comparison. Accessed on: Apr. 04, 2023.

[15] B.T'epacumos, Ta I. Cy06au, “IToka3HuKH SKOCTI iH(GOpMAIiiiHOrO 3a0e3MeuYeHHs Ta X BIUIUB
Ha eextuBHicTh 3actocyBauus ICIIIIP”, Bichux KHY im. T. I'. Illesuenka, Bui. 20, C. 27-29,
2008.

[16] I.Cy0Gau, B.PsbueB, Ta A.lomyd, ‘“Mozaenp MNOKa3HHKIB e(QEKTHBHOCTI CHCTEMHU
1H(pOopMaLlIHHO-aHATITUYHOTO 3a0e3MeUYeHHs] TNPUUHATTS piweHHs”, [lpayi Biticbkoeoz2o
iHCmumymy menekomyHnikayii ma ingpopmamuzayii, pun. 1, ¢. 27-37, 2005.

[17] L Cy6au, Ta B.®ecboxa, “Monens BusBICHHS aHOMaliii B  iH(opmamiiiHO-
TEJIEKOMYHIKallIfHUX MepeXax OpraHiB BIHCbKOBOI'O YIPABJIiHHS HA OCHOBI HEUITKUX MHOXHH
Ta HEYITKOTO JIOTIYHOTO BUBOAY ", 30ipHux naykosux npayv BITI, Ne 3. c. 158-164, 2017.

[18] V. Fesokha, I. Subach, V. Kubrak, A. Mykytiuk, and S. Korotaiev, “Zero-day polymorphic
cyberattacks detection using fuzzy inference system”, Austrian journal of technical and natural
sciences: scientific journal, no. 5-6. pp. 8-13, 2020, doi: https://doi.org/10.29013/AJT-20-5.6-
8-13.

[19] A.P. Rotshtein, Intellectual Technologies of Identification: Fuzzy Logic, Genetic Algorithms
Neuron Networks. Vinnitsa, Ukraine: UNIVERSUM, 1999.

[20] A. Piegat, Fuzzy modeling and control, Heidelberg, Germany: Springer, 2001.

[21] H. [I. [TankparoBa, ta H.I. HemamkiBcbka, Memoo i mooeni ananizy iepapxii. Teopis.
3acmocyeanns. nasu. nocio., Kuis, Ykpaina: HTYY “KIII”, 2010.

[22] T. M. I'narienko, ta B. €. CHutiok, Excnepmmui mexnonocii nputinamms piwenb, Kuis,
VYkpaina: Maxknayt, 2008.

35



P-ISSN 2411-1031. Information Technology and Security. January-June 2023. Vol. 11. Iss. 1 (20)

[23] R. E. Steuer, Multiple criteria optimization: theory, computations, and application, New York,
USA: John Wiley & Sons Inc., 1986.

[24] Y. Sawaragi, Theory of multiobjective optimization. mathematics in science and engineering,
vol. 176, Orlando, USA: Academic Press Inc., 1985.

[25] J.Branke, D.Kalyanmoy, K. Miettinen, and R. Slowinski, “Multiobjective optimization:
interactive and evolutionary approaches”, in Lecture notes in computer science, Berlin,
Heidelberg, Germany: Springer, 2008, pp. 27-57.

[26] I. Subach, V. Kubrak, and A. Mykytiuk, “Methodology of rational choice of security incident
management system for building operational security center”, CEUR Workshop Proceedings,
vol. 2577, pp. 11-20, 2019, [Online]. Available: http://ceur-ws.org/\VVol-2577/paper2.pdf.
Accessed on: Feb. 21, 2023.

Crarta Hagidnua o penakuii 20.05.2023.

REFERENCES

[1] 1. Subach, D. Mogylevich, A. Mykytiuk, V. Kubrak, and S. Korotaev, “Design methodology of
cybersecurity situational center”, CEUR Workshop Proceedings, vol. 2859, pp. 210-219, 2021,
[Online]. Available: http://ceur-ws.org/VVol-3187/paper8.pdf. Accessed on: Apr. 04, 2023.

[2] Was ist ein Security Operations Center (SOC)?, 2017. [Online]. Available:
https://www.security-insider.de/was-ist-ein-security-operations-center-soc-a-617980/,
Accessed on: Apr. 05, 2023.

[3] I. Subach, A. Mykytiuk, and V. Kubrak, “Architecture and functional model of a perspective
proactive intellectual SIEM for cyber protection of objects of critical infrastructure”,
Information Technology and Security, vol. 7., ilss. 2., pp. 208-215, 2019, doi: https://doi.org/
10.20535/2411-1031.2019.7.2.190570.

[4] Methodology for a Sectoral Cybersecurity Assessment, 2021. [Online]. Available:
https://www.enisa.europa.eu/publications/methodology-for-a-sectoralcybersecurity-
assessment. Accessed on: Mar. 11, 2023.

[5] What is security incident and event management (SIEM)?, 2020. [Online]. Available:
https://blog.eccouncil.org/what-is-security-incident-and-event-management-siem.  Accessed
on: Feb. 17, 2023.

[6] P.Kirvan, How to select a security analytics platform, plus vendor options, 2023. [Online].
Available: https://www.techtarget.com/searchsecurity/tip/How-to-select-a-security-analytics-
platform-plus-vendor-options. Accessed on: Jan. 12, 2023.

[7] Gartner Magic Quadrant, [Online]. Available: https://www.gartner.com/en/research/
methodologies/magic-quadrants-research. Accessed on: Apr 04, 2023.

[8] B.Canner, Comparing the Top SIEM Vendors, 2018. [Online]. Available:
https://solutionsreview.com/security-information-event-management/comparing-the-top-siem-
vendors-solutions-review. Accessed on: Apr. 04, 2023.

[9] B.J. Oltsik, SOAPA: Unifying SIEM and SOAR with IBM security QRadar and IBM security
resilient, 2020. [Online]. Available: https://www.ibm.com/security/digital-assets/resilient/
unifying-siem-and-soar-with-soapa. Accessed on: May 04, 2023.

[10] M. Vielberth, and G. Pernul, “A Security Information and Event Management Pattern”, in Proc.
12th Latin American conference on pattern languages of programs (SugarLoafPLoP 2018),
Brazil, 2018, p. 27.

36



P-ISSN 2411-1031. Information Technology and Security. January-June 2023. Vol. 11. Iss. 1 (20)

[11] K. Agrawal, and H. Makwana, “A Study on Critical Capabilities for Security Information and
Event Management”, International journal of science and research (I1JSR), vol. 4, iss. 7,
pp. 1893-1896, 2015.

[12] H.Karlzén, “An analysis of security information and event management systems”, 2009.
[Online]. Available: http://publications.lib.chalmers.se/records/fulltext/89572.pdf. Accessed
on: Jan. 23, 2023.

[13] SIEM  product  comparison, 2019. [Online].  Available:  https://comminity.
softwaregrp.com/dcvta86296. Accessed on: May 20, 2023.

[14] SIEM competitive comparision, 2019 [Online]. Available: https://www.securonix.com/
products/competitive-comparison. Accessed on: Apr. 04, 2023.

[15] B. Gerasimov, and I. Subach, “Quality indicators of information support and it impact on the
effectiveness of decision support systems”, Bulletin of Taras Shevchenko Kyiv National
university of Ukraine, no. 20, pp. 27-29, 2008.

[16] I. Subach, V. Riabtsev, and A. Golub, “Effectiveness indicators model of the informational and
analytical support system of the decision making”, Proceedings of the military institute of
telecommunications and informatization, vol. 1, pp. 27-37, 2005.

[17] 1. Subach, and V. Fesokha, “Anomalies detection model at the information and
telecommunication networks of command and control stuffs based on fuzzy sets and fuzzy logic
output”, Collection of scientific works of MITI, no. 3. pp.158-164, 2017.

[18] V. Fesokha, I. Subach, V. Kubrak, A. Mykytiuk, and S. Korotaiev, “Zero-day polymorphic
cyberattacks detection using fuzzy inference system”, Austrian journal of technical and natural
sciences: scientific journal, no. 5-6. pp. 8-13, 2020, doi: https://doi.org/10.29013/AJT-20-5.6-
8-13.

[19] A.P.Rotshtein, Intellectual Technologies of Identification: Fuzzy Logic, Genetic Algorithms
Neuron Networks. Vinnitsa, Ukraine: UNIVERSUM, 1999.

[20] A. Piegat, Fuzzy modeling and control, Heidelberg, Germany: Springer, 2001.

[21] N. D. Pankratova, and N. I. Nedashkivska, Method and models of hierarchy analysis. Theory.
Application: textbook, Kyiv, Ukraine: NTUU “KPI”, 2010.

[22] H. M. Hnatiienko, and V. Ye. Snytiuk, Decision making expert technologies, Kyiv, Ukraune:
McLaut, 2008.

[23] R. E. Steuer, Multiple criteria optimization: theory, computations, and application, New York,
USA: John Wiley & Sons Inc., 1986.

[24] Y. Sawaragi, Theory of multiobjective optimization. mathematics in science and engineering,
vol. 176, Orlando, USA: Academic Press Inc., 1985.

[25] J. Branke, D.Kalyanmoy, K. Miettinen, and R. Slowinski, “Multiobjective optimization:
interactive and evolutionary approaches”, in Lecture notes in computer science, Berlin,
Heidelberg, Germany: Springer, 2008, pp. 27-57.

[26] I. Subach, V. Kubrak, and A. Mykytiuk, “Methodology of rational choice of security incident
management system for building operational security center”, CEUR Workshop Proceedings,
vol. 2577, pp.11-20, 2019, [Online]. Available: http://ceur-ws.org/\Vol-2577/paper2.pdf.
Accessed on: Feb. 21, 2023.

37



P-ISSN 2411-1031. Information Technology and Security. January-June 2023. Vol. 11. Iss. 1 (20)

IHOR SUBACH,
VOLODYMYR KUBRAK

LEXICAL METHOD FOR SOLVING A MULTICRITERIA PROBLEM OF
SELECTING A SIEM FOR BUILDING A SITUATIONAL CENTER FOR
CYBERSECURITY

The author considers the creation of a Cybersecurity Situation Center (CSC), its tasks and
composition, and also provides the main technological tools that should be included in an effective
CSC. Particular attention is paid to the information security incident management system (SIEM),
which is key to the CSC, and its purpose and main tasks that it should solve are considered. The
authors analyzes the peculiarities of solving the problem of rational selection of a SIEM. The groups
of indicators characterizing the degree of fulfillment of the requirements for a SIEM are allocated and
their examples are given. The use of fuzzy set theory for processing expert information on qualitative
indicators characterizing a SIEM is proposed. The features related to making a rational decision on
the choice of a SIEM are analyzed. Groups of indicators that can help in assessing the degree of
compliance of a SIEM with the requirements are allocated, and examples of these indicators are given.
In order to process expert information on the qualitative indicators of a SIEM, the use of fuzzy set
theory is proposed. A formal statement of the problem of selecting a SIEM is presented and the main
stages of its solution are proposed, including the preparation of initial data, the choice of a method
for solving the multi-criteria problem of rational selection of a SIEM and the development of an
algorithm. It is proposed to use the method of normalization of quantitative indicators of a SIEM and
the method of pairwise comparisons based on rank estimates to process its qualitative indicators. The
use of the Saaty scale with 9 point values to obtain membership functions for the qualitative
characteristics of a SIEM based on expert evaluation is considered. An algorithm for constructing
membership functions of SIEM characteristics for each fuzzy term is developed. Methods for solving
multi-criteria problems are described and the use of the lexical method is proposed to solve the
problem of rational selection of a SIEM in the course of building a Cybersecurity Situation Center.
An algorithm for its implementation has been created and implemented, and to demonstrate its
effectiveness, an example of its use for the rational selection of a SIEM is given. In addition,
recommendations for the practical use of the obtained results are given.

Key words: cybersecurity, cyber defense, SIEM, situation center, decision support, lexical
method, fuzzy set theory.

Cy0au Irop IOpiiioBuy, 1OKTOp TEXHIYHUX HAYK, OLIEHT, 3aBilyBad Kadeapu kidepOe3neku
1 3acTocyBaHHs 1H(QOPMAIITHUX CUCTEM 1 TEXHOJIOTIH, [HCTUTYT cHeniaJbHOro 3B°SI3Ky Ta 3aXUCTY
iHpopmanii HarioHanbHOrO0 TEeXHIYHOrO YHiBepcuTeTy VYKpaiHu “KuiBCbKUN MOMITEXHIYHUNA
iHctutyt imeni Irops Cikopcekoro”, KuiB, Vkpaina, ORCID 0000-0002-9344-713X,
igor_subach@ukr.net.

Kyopak Borogumup OsekcanapoBHu4, acripaHT, [HCTUTYT crienialbHOTO 3B’ SI3KY Ta 3aXHUCTY
iHpopmanii HarioHanpHOro TeXHIYHOrO YHiBepcuTeTy YkpaiHu “KuiBCbKUil MOMITEXHIYHUN
iHctutyt imeni Irops  Cikopcekoro”, KwuiB, VYkpaima, ORCID 0000-0001-8877-5289,
volodymir.kubrak@ukr.net.

Subach Ihor, doctor of technical science, associate professor, head at the cybersecurity and
application of information systems and technologies academic department, Institute of special
communication and information protection National technical university of Ukraine “Igor Sikorsky
Kyiv Polytechnic Institute”, Kyiv, Ukraine.

Kubrak Volodymyr, postgraduate student, Institute of special communications and
information protection National technical university of Ukraine “Igor Sikorsky Kyiv Polytechnic
Institute”, Kyiv, Ukraine.

38



