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OPTIMIZATION OF RESOURCES DISTRIBUTION OF RADIO SUPPRESSION
MEANS AND DESTRUCTIVE PROGRAM IMPACT ON ELECTRONICS NETWORKS

Methodological approaches to the development of scenarios for complex radio suppression and
electromagnetic effects of typical electronics systems have been developed. However, in the
development of possible scenarios for the integrated usage of radio suppression and destructive
program action, the problem of resource optimizing the of these means and their distribution among
radio suppression targets and objects of destructive computer action has not been developed in full.
Therefore, it is necessary to formulate the problem and develop a methodology for optimizing the
resource allocation of radio suppression means and destructive program action in the development of
possible scenarios for disruption of information exchange by an adversary in a typical electronics
network. The aim of the research is to improve the methodology for optimizing the resource allocation
of radio suppression means and destructive program action for the development of scenarios for
violation of information exchange by an adversary in an electronics network. To achieve the goal of
the research, methods of nonlinear optimization of the distribution of a heterogeneous resource were
applied. To determine the security factors of objects of radio-electronic influence and destructive
computer influence, the method of frequencies of preferences of the person making a decision was
applied using the Thurstone method. To solve the problem of optimal distribution of a heterogeneous
resource of means of destructive influence to ensure the value of a multiplicative objective function
of an arbitrary type not less than a given one, the method of successive increments was applied. At
the same time, the methods of the queuing theory are used to determine the efficiency indicator of the
violation of information exchange. It allows formalizing electronics systems as a set of queuing
systems — digital communication subsystems and computer networks. The problem formulation was
carried out. The introduced indicators made it possible to solve the problem of determining the
minimum resource of means of destructive influence and their optimal distribution according to the
goals of radio suppression and objects of destructive program influence to achieve the required level
of disruption of the efficiency of information exchange in electronics systems. Based on the results
of the article, a method has been developed for optimizing the distribution of the resource of radio
suppression means and destructive program action for the development of possible scenarios for
violation of information exchange by enemy in a typical electronics network. The verification of the
proposed methodology was carried out by comparing the theoretical results with the results of
simulation modeling of scenarios for violation of information exchange by an adversary in an
electronics network.

Keywords: efficiency of information exchange, computer radio network, radio suppression,
optimization of resource allocation.

Problem statement. Development of organizational and technical protecting methods of
electronics network (EN). EN is extremely relevant in hybrid military actions. EN contains mobile
and radio networks, computer tools of Tactical Management Element (TME) that are connected by
means of protected radio lines in Local Computer Radio Network (LCRN) and integrated into global
(regional) LCRM (typical EN).
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Conducted researches shown that in conditions of hybrid military actions an enemy can
influence the EN comprehensively, combining electronic influence on the lines of hub centers and
communication lines of typical EN by means of Radio Suppression (RS) and Destructive Computer
Impact (DCI) on elements of wireless computer networks.

Let’s say, generally optimal scenario by certain criteria is developing for enemy’s possible
actions for violation of the efficiency of information exchange in EN.

Enemy can define potential objects of RS and DCI to conduct destructive influence on EN

elements, which are characterized by weighting factor of protection from RS — k™ and DCI — k™.

In this case for destructive influence on data exchange enemy can use W™ of DCI that solve the
problem of destruction of data exchange in computer networks EN. For radio-suppression of RS and

EN objects W* interference transmitters can be used.

We determine that for setting objectives it is considered only the case when enemy influence
with the purpose of disrupt (violation of efficiency) of data exchange between subscribers (violation
of “transportation” of information is considered). Then, let’s assume that RS and DCI on EN elements

leads to increasing of probability of info late “delivery” P (t) regarding crisis situation to officials

(bodies) of various levels of government.

As a resources required for appropriate scenario of RS and destructive software impact on the
computer networks the following can be considered: additive number of Mobile Computer
Suppression Device (MCSD) weighed on the coefficient of protection and designed to suppress
various targets of DSI and interceptor transmitters on Unmanned Aerial Vehicle (UAVs), designed

to radio suppression of EN hub centers, R(WmCSd ,WOIIS ) . During the research, it is necessary to solve

the problem of optimal heterogeneous resource distribution of means of destructive influence on
information exchange in EN on its elements in conditions of restrictions on efficiency indicator.

Analysis of recent research and publications. General questions of RS management and
destructive software influence on computer networks are considered in [1] - [5] and [6]. Approaches
to computer network modeling are outlined in [7] - [9]. However, the known results are not specified
for solving problems of scenario approach application [4] in the development of methods of
protection of EN from RS and DSI of the enemy, taking into account the indicators of violation of
the efficiency of information exchange. Methodical approaches to the development of scenarios of
complex RS and Electromagnetic Influence (EI) of typical EN are represented in [5]. It is concluded
that on practice of conducting hybrid military operations, the enemy for RS NC and communication
lines of typical EN can comprehensively use RS on Unmanned Aerial Vehicle Jammer (UAV-J),
SNT, which bring Sabotage Reconnaissance Group (SRG) and to influence wireless computer
networks — DSI [5]. When developing possible scenarios for the integrated usage of RS and DSI
matters, the task of resource optimization of these matters and its distribution for the purposes of RP
and object DPV arose.

Approaches for resource optimization of destructive influence on EN and the optimal
distribution of RS and Destructive Software Impact (DSI) targets to achieve the required level of
disruption of information exchange in EN are not developed in the foreign and domestic literature
known to the authors.

The aim of this paper is to problem statement and development of resources optimization
methodology for RS and DCI means in development of enemy influence scenarios on elements of typical
EN.

The main material research. The simulation showed that in practice, in terms of radio-
electronic protection of EN, the enemy needs to increase the number of used means of RS UAV-J,
Small Noise Transmitter (SNT) and DCI (hereinafter — the resource) to achieve the required level of
disruption of information exchange. Therefore, in order to achieve the aim of the article as a resource
target function of appropriate scenario of RS and DSI on computer networks, it is advisable to
consider a weighted additive number of DSIs designed to suppress different DSI targets nodal centers
of typical EN.
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R (Wmcsd , Wdis ) — kS"sk pmecsd +k pnchis , (1)

where R(Wmcs",wdIS ) — resource spent by the enemy to implement the scenario RS NC EN and DSI

on computer networks;
k™ — weighting factor of security of workstations;

k™ — weighting factor of protection of the purposes DCI;
wi —number of embedded suppression devices that are implemented in WS;

k"™ — weighting factor of protection of typical nodal centers EN;
w® —number of UAV-J, used to suppress nodal centers EN.

The question of determining the weights of the objective function (1) requires further scientific
solution.

The analysis showed that for weight coefficient determination of extremum (1) it is possible to
consider methods of approximating the utility function in generalized convolutions [10]. It is
concluded that the known methods of pairwise comparisons, point estimates on the frequency scale,
mainly determine the weights, which are difficult to use in generalized convolutions.

In this case, the methods of approximation of the utility function are used only when the utility
function can be represented in additive form. Wherein weights coefficients are determined according
to the contribution of the components to the overall utility.

However, weight coefficients calculated with these methods differ essentially from the weights
coefficients k**, k™, k"™ of protection of the goals of the RS, because the latter are not part of the

efficiency function and, conversely, express the resistance of the goals of the RS to its growth. Then
for weight coefficient k®°, k™, k™ estimation k*, kP of protection of the goals of the RS can be

used methods of pairwise comparisons, accurate estimates on a scale, frequencies of preferences of
the person, but their use requires, as input data, expert information. In this situation, the solution lies
in the field of complexing methods for determining weights and expert evaluation.

The analysis of the methods showed that the compromise option is to choose the method of
frequencies of preferences of the decision maker using the Thurstone method [10]. This method
requires only one expert (decision-maker), minimum communication time, minimum expert
information (complete weighting) and can be used with a small number of estimated weights.

The essence of the method of frequencies of preferences of the decision-maker in relation to
problem solve (1) is as follows. It is required to determine the weighting coefficients k**, k™, k™

of quality indicators “protection of Workstation (WS)” x*, “protection of the target of EN” x*°,
“protection of Nodal Center (NC) EN” x***, accordingly. For each of the defined groups of indicators

there is a procedure consisting of the following stages:

1) asingle ordinal scale is developed for all indicators so that the minimum quality for each
indicator corresponds to the origin of the coordinates of the indicator space;

2) the decision maker compares all objects lying in each coordinate plane xOx;, connecting

them with arrows, and the arrows are placed from the best object to the worst;

3) counts the number of arrows directed from indicator i to indicator j, which characterizes
the importance of indicator i in relation to indicator j. The total number of arrows will be the
number of cases in which the indicator i is more important than the indicator j. Based on calculation

results matrix A=|a;| of Thurstone created; matrix P created the proportion of cases where the

indicator i was more important than the indicator j: P =|py|,1<i, j<n,where p, —the percentage
. . . o L L a;

of pairs of objects for which the arrow is “directed from criterion i to criterion j” and p, = —,
m

12(12-21+1)

where m = element of P matrix which corresponds to the condition p, + p; =1. In

232



P-ISSN 2411-1031. Information Technology and Security. July-December 2022. Vol. 10. Iss. 2 (19)

this model | — number of scores on the scales of indicators X, and x; and m — number of compared
pairs in the plane Pk,OPk; ;
4) p, is determined by iterative method and expressed in standard deviations:

py = [ =" @

2z

: L : : . -z
5) calculates the “importance” of indicator I, expressed in standard deviations: zi =—, where
n

n
Z, = Zzij v Zy — unknown normalized variable.
j=1

6) probability p, is calculated by formula (2) which corresponds to Zi

7) rationing of p;is carried out, and weighting coefficient k; is determined.

Thus, the proposed method of frequencies of preferences of the decision maker allows to solve
the problem of coefficients of protection determining of targets of RS and DSI, which can be used to
optimize the distribution of resources needed for RS and DSI scenarios implementation on EN
elements. The method requires a minimum time of communication with only one expert and a
minimum of expert information.

The next important step in optimization goal is determination of constraints on the parameter
of the objective function (1). According to the results of the simulation, it is determined that in
practice RS and DSI on the elements of EN leads to increasing of probability of late information
“delivery” regarding crisis by officials (bodies) of various levels of government. Figure 1 shows the
graphs of the dependence of the probability p' (t ) in different links of control on the intensity of

interfering packets for different values of the number of WS in which the Destructive Software (DS)
is implemented. Increasing the intensity of packets leads to probability increasing of late information
receipt regarding crisis, and server suppression, server disruption is more effective in the lower
management.

Graphs of the dependence of the probability of untimely “delivery” of information about the
crisis situation on the number of WSs in which the DSI is implemented to suppress the server,
Ethernet buses LCRN, are nonlinear. Therefore, when solving the problem of optimizing the resource
allocation of RS and DSI EN, it is necessary to apply nonlinear methods.

Given the limitations on the volume of publication, we specify the least covered in the literature
and researched in Ukraine issues of probability [5].

PY=PT"<T")=1-¢", (3)

where £ — intensity of information aging, g = =g

T" — time of receiving information about changes in the situation in the event of a crisis
situation;

T —critical time of delay of information about the crisis situation.

Methods for determining the parameter T" in each case are determined by the peculiarities of
the construction of EN. In this case, EN can be formalized as a set of Queuing System (QS) — digital
communication subsystems and computer networks [5].

When determining the parameter T" in the conditions of DSI on a typical EN computer
networks should be modeled as a set of hierarchically integrated QS. To implement the proposed
approach in [5] developed a methodological basis for mathematical modeling of DSI on computer
networks EN, in which computer networks are presented as a set of hierarchically integrated QS,
and implemented destructive software and radio suppression tools affect their operation through
overload.

233



P-ISSN 2411-1031. Information Technology and Security. July-December 2022. Vol. 10. Iss. 2 (19)

e

PY(1)

0.8

0.6

[ vhl
04 IV1llage

“urban village”

[~ “regional
L 1)
“CIty” center

0,2

107 108 i;”d,l/c
Figure 1 — Dependence of the probability of untimely “delivery” of information about the crisis

situation in the management of “village”, “urban village”, “regional center”, “city” from the intensity
of interfering packets for different values of the number of WS of the computer network EN

The task of optimal distribution of the resource used for the implementation of the scenarios of
the RS NC, communication lines and DSI on the computer networks of a typical EN, is specified as

follows: to form a matrix: W™ =|wr=*" |, h=1...H,v=1...V the minimum number of DSI

facilities that are implemented in the WS of local area networks in each h control link to suppress
each v type of DSI targets, and the matrix: W %° =Hw;“5°pt ,h=1...H inwhich H — number of

management units in which the enemy solves the problem of disorganization and h — management
unit number.

The minimum quantities of UAV-J, Small Interference Transmitter (SIT) used to suppress EN
hub centers in each h link, which ensure compliance with the criterion of efficiency of RS and DSI

PP > PP taking into account the weights of RS protection k,”*, DSI goals k™ and nodal centers,
EN communication lines (4). It should be noted that P"", P?" — probability of untimely receipt of

nec

information about the crisis situation in h-d chain of government and its necessary importance for the
disorganization of public administration, respectively.

S — argmin { Ry (wie?, wi® )} : 4)

where R, (WQ‘VCS" , w,‘j‘s) — function of the resource used to implement the method of radio suppression and

destructive software effects on computer networks in h-d element of management; r,, (w,:”vCSd , wﬁ‘s)

— hv-d component of the resource function.
_ Vv ) v )
Rh (W[T,CSd ’ Wﬁls ) _ Z r, (WP:T:/CSd ’ Wﬁls) _ Z k;wskvpleT,CSd + khpncwgls’ h =1...H Y, =1..V (5)
v=1 v=1

where k™ —weighting factor of protection of the purposes DCI v-d type;
w? — number of embedded suppression devices that are implemented in WS in each local area

networks h element of management to suppress each v type of goals DSI,;
w® —number of UAV-J, used to suppress nodal centers EN in each h element of management;
k™" —weighting factor of protection WS in h-d element of management at introduction DSI;
kP — weighting factor of protection NC mesh EN in h-d element of management.
with restrictions:

RP (!, wi) = B2, (6)

Wi €{01,2,..., Ny}, wi*e{012.. ,N°} h=L..H, v=1.V )
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Problem (2) - (6) is the problem of determining the minimum required resource to ensure the
value of the multiplicative objective function of arbitrary form not less than the specified one.
Analysis of methods of optimal resource allocation [11], which can be solved by the method of
successive increments [11].

The method of successive increments allows you to effectively solve problems such as: find a

n
series X° :{ x."} =min{ x} =minY x ,which provides the value of the additive function not less
oo Toox T

than the specified:
F(X):Zn:Fi(xi)ZFg”(X), (8)
with a linear constraint on the variable: -
(X:Zn:xijsb, b>0, )
whole provided they are integer and integral: B
x€{0,1,2,...,b}, i=12..,n (10)

To bring the problem (2) - (6) to the conditions (7) - (9) it is necessary to ensure the additive
nature of the objective function, the independence of its components, as well as the transition from

. i - d di
variables wi™!, wg to function R, (wi™, wi*).

Fulfillment of the additivity condition of the target function will be ensured by the transition
from the function of the probability of untimely receipt of information about the crisis situation to the
function of the time of obtaining information about the operational and tactical situation, which is
additive. Then, we get the objective function:

T (wee, V\/;"'“'):Thrleriﬂv (W, W)= =T In(1-P2), h=1...H, (11)
v=l

nec

where T." (W;R,CSd , Wﬁis) — time of receiving information about the operational and tactical situation B

h-d element of management;
T,', — time of receiving information about the crisis situation in the relevant level of

management, in which it achieves the criterion of suppression efficiency;
Th (W{]“VCSd : Wﬁis) —the average processing time of the transaction data in the target DSI v-d type

in h-d element of management;
T, —time of aging information about the crisis situation in h-d element of management.

mcsd

In cases where some components Th (Whv : Wﬁ‘s) of the objective function are dependent, it is

advisable to move to their combinations, which are formed by successive search of the values of one
parameter with a fixed second parameter, while the formed components will be independent.

Since for each value wi™, wi™ the values of T," (wp!, wi™ )and R, (wi!, wi® ) are known,
then, assuming the value R, to be independent, it is possible to assume that the value of the function
®, (Ry) is also known, because it is equal to the value T, (wy ™, wi™ ) . Thus, the set of values of
the function T, (w!, wi ) is uniquely reflected in the set of values of the function ®, (R,), which
provides a transition from variables to functions:

T (Wit wee ) =T, +szlf w (W W) =T +V§_1;Fhv (w! (R we (Ry)) =Ty +éé’m (r,)=0(R,), (12)

where &, (rhv) — hv-d component of the transformed objective function.
Then, taking into account (8) - (12), problem (4) - (7) will take the form:
S =argmin {Rh (WRCSd LW )} : (13)
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\
R (WRCSd dIS) Zrhv (Wl:r\tlcsd dIS) Z:Ek Wskvpp mcsd _'_kpncw'gils’ h:lH’ v=1..V (14)

with restrictions:

® (R (Wi, w )) > T, In(1-P2), (15)
where 8, (R, ) — converted objective function.
W e {0,1,2,., Ny}, W e{08,2,..,NF}, h=1.H, v=L.V, (16)

where N;° —number of NC mesh EN in h-d element of management.

For optimization we will use the process of sequential allocation of resources w™, w™ in

some portions AW,T"S"() AWd's , respectively, in the t-th step of the process. If at the t-th step of the
process the argument of the hv-th component of the resource function gets an increment
AW AW it will get the increment of the Ar") hv-th component of the resource function and,
accordingly, the converted objective function:

A® ( ) Aghv( hv )_ ehv (rh(\t_l) +Arh(\§)) ehv( ( ) Aehv’ (17)

The average efficiency of each of the resource units at the t-th step of the process is determined
by the ratio:

o _ Abh (rh(vt))

A

h=1..H, v=1.\V, (18)

The optimal algorithm will be a sequential distribution of the resource in portions Arh the

value and index hv, which are determined in accordance with the maximum efficiency of use of each
unit of resource at each step of the process.

The optimal step size ArhV is determined by the condition:

(m)
er(wm)zAHPr\;) = max ehvaehv , h:]_H, v=1.V, (19)
Arhv Arhv Arhvt

The index hv, of the component of the resource function, at which the t-th step of the process

achieves the largest value e,ﬂvm ) , Is determined in accordance with the condition:
e =maxely’, h=1..H, v=1.\V. (20)
The result is a matrix; W ™o — H wresdopt|| -y disopt Hwﬁi“’p‘ , h=1...H,v=1...V which form

the optimal distribution of resources used to implement the scenarios of RS and DSI of the enemy on
EN.

Thus, the method of sequential increments allows you to optimize the distribution of resources used
to implement methods of radio suppression and computer exposure to EN.

Experiments. According to the results of the simulation, it is concluded that in practice RS and
DSI on the elements of EN leads to increasing of probability late “delivery” of information regarding
crisis in a special period by officials (bodies) of various levels of government.

It was received the dependencies of untimely ‘“delivery” of information regarding crisis in
management of “village”, “urban-type settlement”, “regional center”, ‘“city” from the intensity of
interfering packages. Wherein number of WS of EN with implemented DCIs were 1 and 5 accordingly.
Intensity of interfering packets ranged from 10° to 10 It is concluded that increasing the intensity leads
to increasing of probability of untimely receiving of information regarding crisis, whereby suppression of
server, disruption of servers is more effective in the lower levels of management.

Results. It was conducted task settlement of RS and DSI resource optimization during
developing scenarios of enemy influence on the elements of a typical EN. To determine the
coefficients of protection of objects of electronic influence and destructive computer influence of

bl 13

236



P-ISSN 2411-1031. Information Technology and Security. July-December 2022. Vol. 10. Iss. 2 (19)

the target additive function, the method of frequencies of preferences of the decision-maker combined
with the method of Thurstone was used. The research showed that to solve the problem of optimal
distribution of the heterogeneous resource of destructive influences in conditions that the value of the
multiplicative objective function of an arbitrary form is not less than a given, method of successive
increments is used. Wherein to determine the rate of efficiency of information exchange violations, the
methods of queuing theory are used, which allows to formalize electronics systems as a set of queuing
systems — digital communication subsystems and computer networks. According to the results of the
simulation, it is concluded that in practice RS and DSI on the EN elements leads to increasing
probability of late “delivery” of information regarding crisis by officials (bodies) of various levels of
government.

Discussion. The results obtained in the article are the development of a scenario approach in the
field of forecasting possible actions of the enemy to disrupt the efficiency of information exchange. For
development of scenarios of RS and DSI on EN elements the mathematical apparatus of the theory of
optimal resource distribution in the conditions of nonlinearity of the additive resource function is applied.
Additional restrictions on the resource target function due to the achievement of the required violation of
the efficiency of information exchange in EN were taken into account.

The peculiarity of additive objective function in the development of scenarios of RS and DSI of EN
elements is the necessity to take into account the protection coefficients of the respective elements of EN,
which are targets of RS and DSI. The solution of this problem can be reached by the method of frequencies
of preference of the decision maker using the Thurston method [10]. This method requires only one expert
(decision maker), minimum communication time, minimum expert information (complete ordering of
weights coefficients) and can be used with a small number of estimated weights coefficients.

To fulfill the additivity condition of the target function will be provided by the transition from
the probability function of late receipt of information regarding crisis situation to the time function
of obtaining information about the operational and tactical situation, which is additive. Thus, for
definition of the minimum necessary resource for maintenance of value of a multiplicative objective
function of an arbitrary kind not less than set, the method of consecutive increments is applied. The
developed methods are specified to the level of algorithms and can be used in engineering calculations
of the efficiency of information exchange in EN.

Conclusions. The scientific novelty of the results of the research lies in the improved method of
optimizing the resource allocation of radio suppression and destructive software impacts for the
development of possible scenarios for the enemy’s violation of information exchange in a typical EN.
The developed method differs from the known ones that for the first time account in development of
scenarios of destructive impact on EN it was taken into account the complex usage by enemy of RS
and destructive software impact. The practical significance of the research results is that the
developed methods allow to determine in practice the minimum set of tools of RS and DCI, which
provides the required level of violation of the efficiency of information exchange in various levels of
government. The developed methods are concretized to the level of algorithms, which simplifies their
further implementation of applied software products that can be used in the development of scenarios
of the enemy to disrupt public administration. The results obtained in the article are normalized and
can be used in engineering calculations of the efficiency of information exchange in EN and in
assessing the signal-interference situation.

Prospects for further research in this area are to develop a theoretical basis for determining scenarios
of possible actions of the enemy in terms of integrated usage of RS, electromagnetic and computer effects
on the elements of EN.

REFERENCE

[1] O. Shumigay, and O. Ermolenko, “The current state of multifunctional means and complexes
of electronic warfare. Trends and perspective directions of their development”, Collection of
scientific works of the State Research Institute of Testing and Certification of Arms and Military
Equipment, iss. 3 (5), pp. 119-125, 2020, doi: https://doi.org/10.37701/dndivsovt.
5.2020.14.

237



P-ISSN 2411-1031. Information Technology and Security. July-December 2022. Vol. 10. Iss. 2 (19)

[2]

[3]

[4]

[5]

[6]

[7]

[8]

9]

[10]

[11]

[1]

[2]

[3]

[4]

[5]

S. Choi, O.-J. Kwon, H. Oh, and D. Shin, “Method for effectiveness assessment of electronic
warfare systems in cyberspace”, Symmetry, vol. 12, iss. 12, 2107, 2020, doi: https://doi.org/
10.3390/sym12122107.

R. Gintautas “A modern warfare paradigm: reconsideration of combat power concept”, Journal
of security and sustainability issues, vol. 8, iss. 3, 2019. doi: https://doi.org/10.9770/
j$81.2019.8.3(12).

E. Potenziani II, “Current and future trends in military electronic warfare systems and the role
of thin films and related materials”, Ferroelectrics, vol. 571, iss. 1, 2021, doi: https://doi.org/
10.1080/00150190600946302.

G. Tikhonov, S. Sholokhov, and Yu. Gordienko, “Methods for developing scenarios of
electronic and electromagnetic suppression of the national telecommunications network and
complex signal-interference situation for the synthesis of adaptive noise protection algorithms”,
Modern information technologies in the sphere of security and defense, no. 3 (39), pp. 11-22,
2020.

O. Roma, S. Vasylenko, Ye. Peleshok, S. Honenko, and B. Nikolayenko, “Analysis of the
synchronism entering process robustness in UAV’s radio control line with FHSS”, Radio
Electronics, Computer Science, Control, no. 2. (53), pp. 15-24, 2020, doi: https://doi.org/
10.15588/1607-3274-2020-2-2.

L. Kleinrock, “Analytic and simulation methods in computer network design”, in Proc.
International Workshop Managing Requirements Knowledge, Atlantic City, 1970, pp. 569-579,
doi: https://doi.org/10.1145/1476936.1477022.

P. Kubat, “Estimation of reliability for communication/computer networks simulation”, IEEE
Transactions on Communications, vol. 37, iss. 9, pp. 927-933, 1989, doi: https://doi.org/10.
1109/26.35372.

D. Anagnostopoulos, and M. Nikolaidou “An object-oriented modelling approach for dynamic
computer network simulation”, International Journal of Modelling and Simulation, vol. 21, iss.
4, pp. 249-256, 2001, doi: https://doi.org/10.1080/02286203.2001.11442209.

B. Grabovetsky, Methods of expert assessments: theory, methodology, areas of use. Vinnytsia,
Ukraine: VNTU, 2010.

E. Berzin, Optimal resource allocation and system synthesis elements. Moscow, SU: Sov. radio,
1974.

The article was received 10.09.2022.

CIIMCOK BUKOPUCTAHUX IKEPEJI

O.B. Ulymuraii, Ta O.B. €pmonenko, “CyyacHuil ctaH 6araTo()yHKIIOHAIBHUX 3ac00iB Ta
KOMIUIEKCIB paJioeeKTpOoHHOT 00poThOu. TeHaeHii Ta nepcneKTUBHI HaNpsIMU iX PO3BUTKY,
36ipnux Hayxoeux npays Jlepicasnoco HAYKOB0-00CHIOHO20 IHCMUMYmy 6unpodyeans i
cepmucpikayii 030poenns ma eiticbkosoi mexuixu, Ne 3 (5), c. 119-125, 2020, doi:
https://doi.org/10.37701/dndivsovt.5.2020.14.

S. Choi, O.-J. Kwon, H. Oh, and D. Shin, “Method for effectiveness assessment of electronic
warfare systems in cyberspace”, Symmetry, vol. 12, iss. 12, 2107, 2020, doi: https://doi.org/
10.3390/sym12122107.

R. Gintautas “A modern warfare paradigm: reconsideration of combat power concept”, Journal
of security and sustainability issues, vol. 8, iss. 3, 2019, doi: https://doi.org/10.9770/
J$s1.2019.8.3(12).

E. Potenziani II, “Current and future trends in military electronic warfare systems and the role
of thin films and related materials”, Ferroelectrics, vol. 571, iss. 1, 2021, doi: https://doi.org/
10.1080/00150190600946302.

I''M. Tixonos, C.M. Illonoxos, Ta FO.B. I'opaienko, “Meroauka po3podku cuenapiiB PE ta EM
nojasneHHs HTM Ta ckiagHOl CUTHAJIbHO-3aBal0BOI OOCTaHOBKM ISl CHUHTE3Y aJalTHBHUX

aNTOpUTMIB 3aBai0 3axucTy”’, CyyacHi inghopmayitini mexuonoeii y cgepi be3nexku ma o60poHu,
Ne 3 (39), c. 11-22, 2020.

238



P-ISSN 2411-1031. Information Technology and Security. July-December 2022. Vol. 10. Iss. 2 (19)

[6] O. Roma, S. Vasylenko, Ye. Peleshok, S. Honenko, and B. Nikolayenko, “Analysis of the
synchronism entering process robustness in UAV’s radio control line with FHSS”, Radio
Electronics, Computer Science, Control, no. 2. (53), pp. 15-24, 2020, doi: https://doi.org/
10.15588/1607-3274-2020-2-2.

[7] L. Kleinrock, “Analytic and simulation methods in computer network design”, in Proc.
International Workshop Managing Requirements Knowledge, Atlantic City, 1970, pp. 569-579,
doi: https://doi.org/10.1145/1476936.1477022.

[8] P. Kubat, “Estimation of reliability for communication/computer networks simulation”, |[EEE
Transactions on Communications, vol. 37, iss. 9, pp. 927-933, 1989, doi: https://doi.org/10.
1109/26.35372.

[9] D. Anagnostopoulos, and M. Nikolaidou “An object-oriented modelling approach for dynamic
computer network simulation”, International Journal of Modelling and Simulation, vol. 21, iss.
4, pp. 249-256, 2001, doi: https://doi.org/10.1080/02286203.2001.11442209.

[10] B.€. TI'paGoBenbkuii, Memoou excnepmHux OYIHOK: mMeopis, MemoOooa02is, HANPIMKU
suxopucmanns. Binauns, Yipaina: BHTY, 2010.

[11] E.A.Bep3un, Onmumanvroe pachpedenenue pecypcos u diemenmsl cunmesa cucmem, Mocksa,
CCCP: Cos. paguo, 1974.

CEPI'IH LLIOJIOXOB,
IBAH CAMBOPCBKN,
BOT'JAH HIKOJIAEHKO,
CEPI'Ti1 BACUJIEHKO,
IOPIM I'OPJIIEHKO

ONITUMIBALIA PO3HNOALTY PECYPCY 3ACOBIB PAAIOIIOJABJIEHHSA TA
JECTPYKTHUBHOI'O IIPOI'PAMHOI'O BIIVIUBY HA EJIEKTPOHHI KOMYHIKANINHI
MEPEXI

JlocikeHo MeTOANYHI MiAXOAU A0 PO3pOOKH CIEHApiiB KOMIUIEKCHOTO pajlioNoIaBIeHHs Ta
€JIEKTPOMArHiTHOIO BIUIMBY Ha THUIIOBI €JIEKTPOHHI KOMYHiKaliiiHi cuctemu. Bopmnouac, mpu
pO3pOOIl MOXJIMBHX CIEHApIiB KOMILJIEKCHOTO 3acTOCYBaHHS 3aco0iB padioNo/JaBlIEHHS Ta
JECTPYKTUBHOTO MPOTrPaMHOro BIUIMBY BHHHKIIA 33jada ONTHMI3allii pecypcy IUX 3aco0iB Ta HOro
PO3IOUTY O LUIAX PAJIONOABICHHS Ta 00 €KTaX AeCTPYKTHUBHOrO BIUIMBY. LIs 3a1aua He BupiiieHa
y nmoBHOMY 00cs31. ToMy, HE00X1/IHO IPOBECTHU 11 MOCTAHOBKY Ta PO3POOMTH METOAMKY ONTHMI3allii
pO3MONILTYy pecypcy 3aco0iB paioNoJaBICHHS Ta JAECTPYKTHMBHOIO TPOTPAMHOTO BIUIMBY 3
ypaxyBaHHSIM MO>JIMBUX CIIEHapiiB MOPYIIEHHS MPOTUBHUKOM iH(opMaliifHOro oOMiHy B THIIOBIH
€JIEKTPOHHIN KOMYHIKAIliWHIA Mepexi. MeTor JOCHIPKeHHS € BIOCKOHAJICHHS METOIUKU
ONITUMI3AIIIS PO3IOALUTY PECYPCY 3aC001B paIioNOAaBICHHS Ta JECTPYKTUBHOTO MPOTPAMHOTO BILUIUBY
JUIL PO3pOOKM CIIeHapiiB TMOPYLIEHHS NPOTHMBHUKOM iH(OpMaliiHOrO OOMIHY B €JIEKTPOHHIN
KOMYHIKallliH1i Mepexi. Lle nocsrHyTo 3acTocyBaHHSIM METOAIB HENIHIHHOI ONTUMI3aLil PO3NOALTY
pizHOpimHOTO pecypcey. s Bu3HAYeHHS KOEQIIIEHTIB 3aXUIIEHOCTI 00’ €KTIB PaioeIeKTPOHHOTO
BIUIMBY Ta JAECTPYKTUBHOTO BIUIMBY BUKOPUCTAHO METOJI 4aCTOT IepeBar 0COOH, 1110 MPUIMAaE pillleHHs
13 3acTtocyBaHHAM MeTojaa TepcTroyHa. 3agayy ONTHMAJIbHOTO PO3MOALTY PI3HOPIAHOTO
pecypcy 3aco0iB JECTPYKTHBHOTO KOMIT IOTEPHOTO BIUIUBY TIpU 3a0€3MeueHH] 3HAuYeHHS
MYJIbTUIUTIKATUBHOI IIJTbOBOI (PYHKIII] JOBUTBHOTO BUIJISITy HE MEHIIE 33/1aHOTO BUPILLIEHO METOJIOM
MOCHIZIOBHUX NpUpoIeHb. [Ipy oMy, 3 METOI0 BU3HAYEHHS OKAa3HUKA OMEPAaTUBHOCTI MOPYIICHHS
iH(pOpMaIIHHOTO OOMIHY 3aCTOCOBAaHO METOJM TEOPii MAacOBOTO OOCIYTOBYBaHHS, IO JTO3BOJISIE
dbopMarizyBaTH €IEKTPOHHI KOMYHIKAIIHI CHCTEMH SK CYKYIHICTh TJACHUCTEM MacOBOTO
00cIyroByBaHHs — HU(POBOro 3B’A3Ky Ta KOMII' IOTEPHUX Mepex. 3JiiicHeHa MOCTaHOBKa 3ajayi Ta
BBEJICHI MMOKA3HUKH JIO3BOJIMIN BU3HAYUTH MiHIMAIBHHUKN pecypc 3ac001B JECTPYKTUBHOTO BIUIUBY Ta
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ONTHUMAIBHUM PO3MOALT IX MO IUISAX PagioNoJaBlIeHHsI Ta 00 €KTax AECTPYKTUBHOTO MPOTPAMHOIO
BIUIMBY JUIS JOCSITHEHHS MOTPIOHOTO PiBHS MOPYILEHHS ONEPATUBHOCTI iH(OPMALIITHOTO OOMIHY Y
CNIEKTPOHHUX KOMYHIKAI[IHHUX CHUCTeMax. 3a pe3yJbTaTaMd pO3pPOOJICHA METOJHMKA ONTHMI3allil
po3moaly pecypcy 3aco0iB palionoaBIeHHS Ta JACCTPYKTUBHOTO MPOIPAMHOTO BIUIMBY 3 METOIO
(bopMyBaHHSI MOKJIMBUX CLIEHApiiB MOPYIIEHHS MPOTUBHUKOM iH(GOPMAIIHHOTO OOMIHY y THUIOBIN
CJICKTPOHHIN KOMYHIKaIiitHiii Mepexi. [lepeBipky 3amponoHOBaHOI METOIUKH 3MIMCHEHO ILUIIXOM
MOPIBHSIHHS TEOPETHYHUX PE3yJbTaTIiB 3 pe3ysibTaTaMH IMITALlIHHOTO MOJCIIIOBAaHHS CIIEHApIiB
MOPYIIEHHS IPOTUBHUKOM iH(OopManiiHOro 0OMiHY B €J€KTPOHHIM KOMYHIKaLiiHIi Mepexi.

KirouoBi cioBa: oneparwBHICTh 1H(POpPMAIIHHOTO OOMIHY, KOMIT'IOT€pHA paJioMepexa,
paaionoIaBiIeHHs, ONTUMI3aIlis PO3MOILTY PECYpCy.
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