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II'OP CYBAUY,
OJIEKCAHIP BJIACEHKO

IH@OPMAHIﬁHI TEXHOJIOF{i 3AXUCTY BA3 JAHUX BIJ KIBEPATAK B
IHOOPMANIMHUX CUCTEMAX BIMCBKOBOI'O IPUBHAYEHHSA

3 MouYaTKOM IIMPOKOMACIITaOHOTO BTOPTHEHHsS pociiichkoi (eneparnii B YkpaiHy 3HauHO
3pocia KUTbKICTh KibepaTak Ha OpraHd Aep>KaBHOI BJIaJM, 00’ €KTH KPUTHYHOI 1HOPACTPYKTYpH Ta
MIIPO3AUTH, MISUTBHICTh SKHX Iepeadadae oOpoOKYy KPUTHYHO BaxMBOi 1H(opmarlii, 30Kpema,
iHdopmariiiai cuctemu 30poitHnXx Cun Ykpainu. CywacHi iH(pOpMaIliiiHi CUCTEMH BiHCHKOBOTO
MIPU3HAYCHHS € CKJIAZIOBOI0 YaCTHHOIO OY/b-SKOI CHCTEMH YIPABIIHHS CHJI 00OpOHH Ta Oe3neku
JIepKaBy 1 BIIITPalOTh BaXKJIMBY POJIb B YIIPaBIiHHI BiiChbKaMHU Ha 1oiii 0010. baza nanux sBiseTbes
HEB1JI’€MHOIO YacCTHUHOI iH(OpMAaIIHHOI CUCTEMH BIMCHKOBOTO IPH3HAYCHHS, a 1 KiOep3axucT €
OJTHUM 3 HalBaXIMBIMMX (HaKTOpiB 3a0e3MeueHHs MiTICHOCTI, KOH(DIASHIIHHOCTI Ta JOCTYITHOCTI
JTaHuX. Y CTaTTi MPEACTABICHO aHAi3 Cy4acHOTO CTaHy Kibep3axucty 0a3 qaHux B iHGOpMAamiiHuX
CUCTeMax BIHCHKOBOTO IMpH3HAuYeHHA. HaBeaeHO MOpIBHSUIBHMI aHaNi3 iICHYIOUHMX KiOep3arpo3 Ta
TUMIB 1 BUJIB KibepaTak Ha pecypcu CUCTeM KepyBaHHs 0azaMu naHMX. Bu3HaueHO piBHI Oe3mexH
0a3 JaHMX, a TAKOXK KJIAcU(IKOBAHO 3arpo3u Oesmerli 0a3 JaHUX BIAMOBITHO 0 HUX. PO3MISIHYTO
ICHYFOUl METOJM Ta CydacHI MPOTpaMHi pillleHHs 3aXUCTy 0a3 daHuX (CHCTEeM KepyBaHHs Oa3zamu
JMaHUX) BIiJg KiOeparak pI3HUX BHJIB, OIKCAHO IX IIEPEBarM Ta HEIOJIKH. 3alpOIIOHOBAHO
MEPCIEKTUBHUIA HAMpPsM YIOCKOHAJICHHS ICHYIOUMX CHUCTEM BHSBICHHsS KiOepaTak y acrekTi
IIPOBA/KEHHSI 3aXUCTy 0a3 JaHMX Ha BCIX PIBHAX €KOCHCTEMH CHUCTEM KepyBaHHs 0a3zaMH JaHUX, a
TaKOX YyCIX CKJIAJOBUX apXiTeKTypH KiOep3axucty iHQOpMamiifHUX cHUCTEM BIiHCHKOBOTO
MPU3HAYCHHS, CYTh SKOTO MOJISTAE Y IHTENEeKTyallbHiil 00poOIli OTPUMaHUX KOHCOJIITOBAaHHX JTaHUX.
Konconigarnis nanux npo 0a3y naHux (ompaioBaHHs iHGopMalii npo moaii Ta KiGepiHUUAEHTH,
OB s13aH1 0e3mocepeIHbO 3 6a3010 JaHMX ), IO MIAIATAI0Th aHANI3Y A03BOJISIE OTPUMATH MIATPYHTS
JUIs po3poOKM HOBUX MIIXOJIB /10 BUSBIIEHHS KibepaTak, ikl 0a3yloTbcs Ha BIJCIHIJIKOBYBaHHI He
TUTOBUX CIIEHApIiB (EKCIUIOWTIB) ix peamizamii. Takuil miaxig HaJa€e MOMXKIWBICTH BHUPIMICHHS
BUSIBJICHOTO NPOTHUPIUYs B cdepi Kibep3axucTy 6a3 JaHUX y KOHTEKCTI1 HEBIIMOBIIHOCTI BUMOT, SIKi
BUCYBAIOTBCA JO0 METOAIB Kibep3axucty ©0a3 naHux iHQopMamiiiHMX cucTeM BiHCHKOBOIO
MIPU3HAYEHHS Ta MOXKJIMBOCTEH IMI0I0 1X peanizaiii. J{o Toro , BTUIEHHS 3alIpOIIOHOBAHOTO MIIXO0Y
y KOMIIJIEKC] 13 TEOPi€l0 HEUITKUX MHOXKHMH JIO3BOJIUTH MPOBAIUTH €PEeKTHUBHMN Kibep3axucTt 0a3
JAHUX B YMOBaX HEMOBHOTH Ta HETOYHOCTI 1H(opMarii.

KurouoBi cjioBa: 6a3a mganux, kidep3axucrt, kibep3arposa, Kideparaka, cUcCTeMa BUSIBICHHS
BTOPTHEHbB, TEOPIsI HEUITKUX MHOXKHH.

IlocTtanoBka npoGieMu. AKTHBHE BIPOBA/PKEHHS Ta BHUKOPUCTAHHS 1H(QOpMAaIIHUX
CUCTEM BIMCHKOBOTO NMPU3HAYEHHS (ICBH) B Ipolecax JisibHOCTI 30poitHux Cun CHIPUYHMHHIIO
CTBOPEHHSI OKPEMOT0 BUy O0MOBUX Aii, SIKMI 3HAXOAUTHCS B K16epnpOCTOp1 HATO y 2016 pom
o(iniiHO BU3HAJIO KiOEpIPOCTip apeHOI0 BOEHHUX i pa3oM i3 TpaJuIiHUMU: CYIIEI0, MOpEM 1
MOBITPSIM. Y peajliix IOBHOMAcIITaOHOrO BTOPTHEHHS pOCIHChKOi Qenepanii B YKpaiHy
BiIOyBa€ThCs Mepila B CBITI MOBHOMAcIITaOHa KiOepBiiiHa 3a y4yacTiO BIHCBKOBHX MipPO3ALNIIB,
Jiep>KaBHUX OPTaHiB, CHELCITYX0 1 XakepChbKHUX yrpymyBaHb. LliiMu aTak, B OCHOBHOMY, € 00’ €KTH
KPUTHYHOI 1H(GPACTPYKTYpH: €HEpPreTHyHi Ta KOMYHaJIbHI MIJIPUEMCTBA, JIIKapHI, CIyXO0u
€KCTPEHOro pearyBaHHs, (hiHaHCOBa cucTeMa, Jiorictuka ta [T-indpacTpykTypa Kpainu.

TakuMm umHOM, KIGEpHpPOCTIp € HE MEHII BAXIUBUM NPOCTOPOM OOMOBUX [iH, HIX
6e3nocepeiHi O0HOBI 3ITKHEHHS Ha CYIIIi, MOp1 Ta y MOBITPi.

© 1. Cy6au, O. Brnacenko, 2022
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BiamosigHo no mporo, 3abe3nedeHHs kidep3axucty ICBII — € ogHuM 3 HalBaKIMBIIIMX
3aBAaHb OyJIb-IKOTO MiApo3aity kKibep3axucty. Ciin 3ayBakuTH, mo Maibke Bes iHdopmarttis IBCII
36epiraerses y 0asi qanux (B/I) i e poOUTh ii KPUTHYHUM 00’ €KTOM 3aXHUCTy. Y CBOIO YEPry, 3aXHUCT
6e3nocepennbo camoi b/l € BaxmuBUM nuTaHHAM y KOHTYpi 3axucty ICBII y minomy.

AHaJi3 ocTaHHIX A0CailKeHb Ta myOJikamii. AHami3 pKepel, MOKa3zye M0 MUTaHHSIM
3axucty b/l HagaeThcs HaA3BUYAKHO BeMMKe 3HaYeHHs. [laHa 001acTh SBISETHCS AYKE aKTyalIbHOIO
B CYYaCHMX HAyKOBUX JOCIDKCHHSX. Y 0araTb0X BITUM3HSHUX 1 3aKOPJAOHHUX MYyOIiKaIisx
BHCBITJIIOEThCS TUTaHHs Kibep3axucty b/, V [1] koHkpeTH30BaHO CKIIAIHICTh TUTaHHS 3aXUCTy B/l,
sake motpedye okpemoi yBaru. Uum cximagHime b/ Tum Oinbine 3axoniB Oe3neku MOTPiOHO
3acTocoByBaTH Hisi i1 3axucty. lligkmrodueHHs a0 mepexi BJl 3HaYHO YCKIIAIHIOE CHUTYAILiIo.
BunineHo ta BM3HAYEHO OCHOBHI acriekTu KiGeparak Ha BJI, cmocoOu mpoTumii HUM, a TaKoXK
po3MIsIHYTO icHyroui mMeTtoam Kibepsaxucrty BJl. ¥V [3] mpencraBieHO KOPOTKHMI OIJISI IESKHX
Bpa3JIMBOCTEH, SIKI MOXKYTh BUHHUKHYTH TIpH po0oTi 3 cydyacHuMu b/I. [IporonyeTbest neBHUIA Habip
MpaBu 1 i, SAKI MOXYTh 3HU3WTH PHU3HMKH, TOB’S3aHI 3 MOPYIICHHSAM KOH(]IACHIIHHOCTI,
JOCTYITHOCTI 1 IUTICHOCTI AaHUX. 3pOOJICHO aKIEHT Ha Te, III0 CAMHUM BYKJIHBUM MOMEHTOM O€3IeKH
BbJ1 € nepconaun, sikiii BiAmosigae 3a 6e3nexy i po3Butok b/I. V [4] posrnsmatorsest ocHoBu BJ1, Taki
aK 11 mpu3HaYeHHs, QYHKIII Ta poiib 3 aKIEHTOM Ha pi3Hi nuTaHHs Oe3neku. KpiMm mporo B gaHii
nyOikalii ocoOnMBy yBary mpuiiIeHO OCHOBaM KepyBaHHs Oesnekoro B/, a Takoxx BiIMOBIIHUM
TEXHOJIOTIsAM, 0 iX peani3ytoTh. Y [5] mpoBemeHo orisy 3arpo3 Oesrneku s icHyrounx BJ[ Ta
“KOHTp3axoau” 1010 iX yCyHEeHHs. 3po0JIeHO Harojoc Ha 3a0e3nedeHHi KOH(IACHIIIMHOCTI JaHHX.
PosrnsiHyTO pi3HI METOAM, 32 JOMTOMOTOIO SIKMX JIAHITFOKKH aBTEHTU(IKAIiT KOPHCTYBaYiB MOXKYTh
Oytu posummpenumu. Y [6] posrnsHyTo mnmraHHs 3axucty b/l 3 Touku 30py Oe3neku
PO3pOOIIIOBAIbHUX 3aCTOCYHKIB, SIK1 miakiItouatoTees 10 BJ[. V nmauiit cTarTi nmpenctaBieHo Orisij
IBaALATH 3arpo3 0e3neni b/, 1110 peanizyrorees uepe3 BeOcaTu. By po3risHyTI MOKIMBI 3aX011
KOHTPOJIIO [ YCYHEHHS TaKHX aTak, o0 MPUBEPHYTH yBary po3poOHHKIB Be03aCTOCYHKIB, a TAKOX
IIMPOKOi HAYKOBOi CHIIBHOTH. Y pOOOTI BHCIOBJICHO AYMKY IPO T€, IO PO3POOHMKH IMOBHHHI
MIPUKJIAIaTH 3HAYHI 3yCHIUIS, 00 BKIIOYMTH BCi HEoOXimHI QyHKIIT KiOep3axucTy mpu po3poOiri
3aCTOCYHKY Ta NPHUUAHATH Mipu 3actepexeHHs. Kpim Toro, yci po3poOHHMKH TOBHUHHI TPOWTH
HaBYaHHS 3 TUTaHb KiOepOe3nmeku. ABTOP BBaXKae, 1110 aAMiHICTPATOp CUCTEMHU ITOBUHEH PO3POOUTH
METOJl MIATPUMKH Oe3mepepBHOr0 pe3epBHOro komiroBaHHS bJ] 3a m0mOMOrorw 3acTOCYHKIB,
JOCTYIMHUX B Mepexi [HTepHeT y pexkumi oHnaiiH. Y [7] Bu3HaueHo, 110 bJl € ocHOBowO Oyab-saKOi
iH(popmartiiHoi cuctemMu. Buxoasuu 3 1boro HeoOX1IHO MIATPUMYBATH IKiCTh bJ] niist 3a0e3neuenns
SAKOCTI 1HOpMaIiiiHOT CUCTeMH B LiIJIOMY. B ocTaHH1 yac qye Ba)KKO BUZHAYUTH, 1110 COOOIO SIBIISIE
epexTBHA Mojenb uu apxitekrypa BJ/l. ¥V pesynbrari Oynu BUMIpsIHI NMEBHI XapaKTEPUCTUKHU 1
acriektu peainizauii b/l. Mipa OLliHKH CTBOPIOETHCS 3 BUKOPUCTAHHAM 0araTbox €JIEMEHTIB 1 IKOCTeH
BignoBigaux BJI.

binburicTs my0mikaiiil € By3bKO HalpaBJICHUMH YU OPIEHTOBAaHUMH HAa KOHKpPETHHH Tul abo
BujI cucteM kepyBanHs 06a3amu nanux (CKBJI) i B HUX MPOMOHYIOThCS BIPOBAKCHHS KIIACHYHUX
MeToaiB 3axucty b/l no BigHOmEHHIO came 10 HUX. OTKe, BOHU OLIBII OPIEHTOBAHI HA 3aXUCT BiJl
KOHKPETHHUX Kibep3arpo3, a He 3axuct b/l y uimomy.

Takum yuHOM, aHani3 mMyOJiKaliid Ta OCTaHHIX MOJIN mepIioi B CBITI KiOepBiltHU, T03BOJISE
3poOUTH BUCHOBOK MO Te, 10 mpobiema 3axucty b/l € BaxiInBOO B yMOBaxX BeJIE€HHS aKTHBHHX
OoMoBuXx il y Kibeprpoctopi. ToMy Tema JOCTIAKEHHS € aKTyaJbHOIO.

MerTo1o cTaTTi € aHami3 iICHYIOUMX Kibep3arpo3s, BpaznuBocte b/l 1 kibepaTak Ha HUX, METO/IIB
Kibep3axucTy, a TakoX MPOrpaMHUX pillleHb MoA0 3axucty bJl, 3 BUAUIEHHAM iXHIX OCHOBHHX
HEJI0JIIKIB Ta (OPMYITIOBAHHAM IIISAXIB IXHHOT'O YCYHEHHS.

Buxiiag ocHoBHOro marepiany aociimxenns. Jlns 3abe3nedeHHs HEOOXiTHOTO PIiBHS
3axucty b/l ICBII, cnoyarky noTpiOHO 3p0O3yMITH camy NMpUpPOAY BUHHKHEHHS KiOep3arpos. Ilpu
posrnsaai Oesnexku bBJl, 3aBkaum moTpiOHO BpaxoBYBaTM TPU OCHOBHI acCHeKTH KiOEp3axuUCTy:
KOH(D1IeHIIITHICTb, IIUTICHICTb Ta AOCTYIHICTH (pHc. 1). BoHu mpencTaBistoTs co0010 EBHY MOJIEIb,
gka € 0a30BOIO ISl PO3POOKH CHUCTEM KiOep3axucTy, sSIKi BHUKOPHUCTOBYIOTbCS MpPHU BHUSBIEHI
MOTEHIIMHUX 3arpo3 1 BIAMOBIAHUX pilIeHHSX Ans 3abe3nedeHHs kibep3axucty bJl. Bynb-ske
pitmenHs BitHOCHO Oe3neku bJl € moBHUM, SKII0 BOHO 3a0e3neuye BCl I1i TPU aCHEeKTH.
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Beaneka 6a3n paHux

KoHigeHUinHicTb HocTynHicTb LlinicHicTb

Pucynok 1 — OcHOBHI acniekTy Oe31eku 06a3u JaHuX

Kondinenmiinicte ganux y bJ] — mepenbdauae 3axuct 36epexenux y bl nanux Big Oyab-sKoro
HEMPaBOMIPHOTO Ta HECAHKI[IOHOBAHOTO JOCTYIy. BOHA JOCATAEThCS 32 paXyHOK BHUKOPHUCTAHHS
MEXaHI3MiB KOHTPOJIIO JOCTYNY, 3aCTOCYBAaHHSIM PI3HHUX PIBHIB METOJIIB JOCTYNY Ta MU(pyBaHHS
nanux y b/I.

HimicHicts B/l — nependavae miATPUMKY TOYHOCTI, MOCTIIOBHOCTI Ta JOCTOBIPHOCTI AaHUX,
AKI MOXKYTh OyTH 3a0e3rnedeHi KOMIUIEKCHUMH PIIIEHHSIMH, SKi BKIOYAOTh KOHTPOJIb JTOCTYIY 1
oOMexeHHs 1iicHocTi nanux y b1

JocTynHicTh — 03Hayae, o Aadi y b/ moBuHHI OyTH OnepaTuBHO JOCTYITHUMHU, Y PEalbHOMY
MmacmTa0i yacy. Lle € MOKIIMBYM, JIHIIE Y BUTIQAKY MOCTiHHOT miaTpumMku b]l B pane3aatHoMy CTaHi.
Hoctynnicts nanux y bJI, Takox, Brirouae mBuiake BigHoBiaeHHs b/l micist 360iB (mporpamuo abo
amapatHoro 3abesnedents) [8].

V tenepimmHiii yac BaxxuBicTh Oe3neku b/l 3pocTae, OCKiNbKH O1TBIIICTE KPUTHYHUX (QYHKIIIN
CYCIJIbCTBA Ta BINCHKOBUX MIAPO3ILUTIB CTAIM U KUTANI30BaHUMH. b/ € HEB11 €MHOIO YaCTHHOIO
Oynp-skoi ICBII i BoHa nmepeBakHo mictuTh KoH$inenuiiiHi xani. ICBII mae meBHe cepenoBuiie
(GyHKIIIOHYBaHHS, BIIMOBIAHO 10 1boro Oe3neka b/l 3anekuTh BiJl pi3HUX PIBHIB, a came: (13U4HOT
Oe3neku; Oe3meku Mepeki (YHKI[IOHYBAaHHsS; OC3MEKH ONEepaliiHOl CUCTEMH; OE3MEeKH CHCTEMHU
kepyBanus bJ[ (puc. 2).

PiseHb Basu gaHmx
Pisens CKBE[l

PieeHb onepauinHoi cucTemMM

PiseHb mepexi

Pucynox 2 — PiBH1 6e3nexu 6a3u gaHnx

Koxen piBeHb Oe3neku BiAirpae BaxJIMBE 3HAUYEHHS AJIsi KOPEKTHOro 1 Oe3mepediitHOro
¢ynkuionyBanHi b/I.

Pisens Oe3neku b/l Brimrouae 3axuct 00’ekTiB KoHKpeTHO1 B/ Ta ii cy0’ekTiB (KOpUCTyBaviB,
poJei), ki MaloTh BIAMOBIAHI ITpaBa Ta MPHUBLIET TOCTYILY 10 HUX.

Pisens CKB/I BKitOUae mporiecu Ta MOTOKH, K1 MOTPiOHI st ii PyHKI[IOHYBaHHS, a TaKOXK
BOY/ZIOBaH1 CHCTEMH ayJIUTy Ta MOHITOPUHTY.
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PiBenp omepamiitHoi cucremu (OC) BKIIOYAa€ 3aXUCT Bil HECAHKI[IOHOBAHOTO JOCTYITY
kopuctyBauiB OC 110 nporeciB Ta ciayxO0, siki BigHocsaThes 10 ¢pyakiionyBanns CKB/] Ta daiinoBoi
cuctemu, e 30epiratorbes daitnmu b/ Ta pesepsHi komii BJI, »xypHanu Tpan3akiii. J[aHuii piBeHb,
TaKoX, mepeadavae Kidbep3axucT Bij MIKIIIUBOro mporpamuoro 3adesnedenns (II13), ske moxe
OyTH imruieMeHToBaHuM B podoty OC.

PiBens Mepexi nependavae 3axuct iHTepdeiiciB goctyny 1o bJI, mpoTokoiB nepenadi 1aHuXx,
MEpPEKEBHUX MPHUCTPOi Ta CEPBEPHOrO OOJaHAHHS, (PYHKI[IOHYBaHHS SIKUX BIUIMBA€ HA KOPEKTHY
po6oty BJI.

Buxonsun 3 11pb0oro MOXKHa BH3HAYMTH OCHOBHI 3ajadi, SIKi IOBHMHHA BHPINIYBaTH CHUCTEMa
kibepzaxucty b/I:

— pesepsHe komitoBanHs/BimHOBIeHHS bJ[. CKB]] moBuHHA HamaBaTH 3aco0HM PE3EPBHOTO
konitoBanHs B/l 3 MoxximBicTIO 11 BiHOBIIEHHS micis 300iB. Pe3epBHi komii moTpiOHO 30epiratu B
OKpPEMO 3aXHILIEHUX MICIISX;

—  YHUKHEHHS HECaHKIIIOHOBaHOTO BUKOpUcTaHHA 00’ ekTiB B/, nmusixom GararopakTopHOro
JOCTYIy, BKIIOUAIOUYH 300U KepyBaHHS JaHUMU;

—  OajaHCyBaHHs HABaHTa)XCHHS 1 TECTYBaHHS CEPBEPHOTO 00JIaTHAHHS;

—  (izuuHy Oe3neky cuctemu, BpaxoByroun cepsep b/l;

—  MOHITOPHHT Ta OLIHKY CTaHy CHCTEMH Ha HasiBHICTh BPA3IMBOCTEH 11010 KibepaTax.

Jlnsa 3abe3neuenHs HanesxxHoro piBHs Oesnexku bJ[ ICBII, HeoOxigHUM € 4iTKe pPO3yMiHHS Ta
3HaHHS Kibep3arpo3 Ta MpUpOIu IXHbOTO BUHUKHEHHS.

[Tix 3arpo3zoto BJI Oymemo po3yMitu Oynb-SKy CHTYaIliio, MoMaif0 abo 0coly, sKi MOXKYTh
HeraTuBHO BIuMBaTH Ha Oesnieky B/l 1 6e3nepebiitne ¢pynkuionysanns ICBII y ninomy. 3arpo3u bBJ]
MOKYTh OyTH HABMUCHUMH 200 BUTIAAKOBUMH, BHYTPIIIHIMU Ta 30BHIIIHIMHU.

Awnani3 3Bity kommanii Verizon Data Breach Investigations Report 3a 2021, skuii OyB
copMOBaHMII Ha OCHOBI aHamizy 79635 IHIUAEHTIB B PI3HUX Taly3sfX 1 perioHax JIOACHKOI
JiSUTBHOCTI, TOKA3YeE 1110 caMe BHYTPIIIHI 3aTPO3H € OAHIEI0 3 HANMOMIUPEHIIINX MPUYHH TOPYIICHHS
oe3neku B/1.

Bruytpimni 3arpo3u BJ] — e 3arpo3a 6e3merii 3 0JHOTO 3 TPHOX JKEpel, KOXKHE 3 SIKUX MA€
npuBiieiioBanuit goctym 10 b/I:

—  3JIOBMUCHMH 1HCalaep 13 37MMH HamMipamu;

— Hezabana ocoOa B opraizaiiii, sika nianae bJ[ kibeparaiii uepe3 HeobepexHI Jii;

—  CTOpOHHS 0co0a, sika OTPUMY€E OONIKOBI JIaHi 3a JOMOMOTOIO COIiajdbHOI 1HXEHepil un

IHITMMH METOIaMU 200 OTPUMYE JOCTYI A0 00aikoBuX nanux b/

3oBHimmHi 3arpo3u b/l — 11e 3arpo3u 1no3a oprasizaiiieo ado miIpo3aiioM B SIKOMY G YHKIIIOHYE
BbJI. Xakepu, opranizoBaHi Tpynu KiOEp3JOUMHIIIB, CIEIiaTi30BaHl YpsI0Bl OpraHizailii, BiiChKOBI
HiAPO3AUIM € TpUKIaJaMH 30BHINIHIX Jokepen 3arpo3 bJl. 30BHIIIHI KopHCTyBaul MOXYTh
oTpuMmyBatu goctyn A0 b/l, Hanpukian, 3a 10IOMOror0 Be03aCTOCYHKIB 200 KOMIT FOTEPHUX MEPEX.

Amnani3 myomikariii [8] - [11] m03Bosisse BU3HAUNTH HACTYITHI 3arpo3u Oe3neku bJI (Tab:. 1).

Tabmums 1 — Knacudikaris 3arpo3 6esneni b/l BiAnmoBigHO 10 piBHIB O€3MeKH

HaiimenyBannst | PiBeHb

Bun 3arposu Onuc 3arpo3un
3arpo3u 0e3nmexku
Hanmipsi PiBens | Buyrpimmust | KopucryBaui B/l MoXyTh MaTu pi3Hi IpaBa JIOCTYIy IO
npuBiiei B/l ta JaHUX, B JIGSIKMX BHIAJKaX BOHH MOXYTb OyTH
CKbJ HaaMipaumu. HaamipHi mpaBa 4acTo NpPU3BOASATH 10

HenoTpiOHuX HeOe3nek. HagaHHs HaITO BEJIMKOT KIIBKOCTI
npuBiieiB a00 HEBUACHE CKAaCYBaHHS [TUX MPUBILIEIB MOXKe
MIPU3BECTH JI0 3JIOBKUBAHHIO HAMH.
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[TponosxenHs Tabmuti 1

BinMmoBa B
00cITyroByBaHHi

(DOS)

PiBens
Mepexi

30BHIILIHI

Kareropis kibeparak, IpH sIKiii 3TOBMHUCHHUK aTaKye€ LJIbOBUI
cepsep bJl Bemukoro KinbkicTio 3anuTiB. [Ipu poMy cepsep
B/ 6inpire He MOke BIITIOBIAATH HA 3aITATH Bil (haKTHIHIX
KOpHCTyBadiB. YMOBH BimMoBu B oOciyroByBanHi (DOS)
MOXYTh OYTH CTBOPEHI 3a JIOIIOMOTOI 0araThOX Ppi3HHX
MetoaiB. Hampuknan, mepeBaHTaKeHHS pecypciB cepBepa
(mam’Ti, HEHTPAIBHOTO MPOILIECOPY) HUIIXOM HaACHIaHHS
mo CKbJl cmemiampanx SQL-3ammtiB. [lepeBaHTaXKeHHS
pecypciB ocobnmBo normmpene cepen b1,

Ixigmuse
nporpaMHe
3a0e3eueHHs

PiBens
oC

30BHILIHSI

I3 pizarMu  cnocobaMu  MOXKE TPOHHKHYTH 10
cepenopuma (QyHkiionyBanHs bJ[ abo komm’rorepis
KOPHCTYBadiB (HAMPHKIIAZ, 3a JOMOMOrOK (IIIMHTOBOI
aTakd) 1 3MyIIyBaTH 3aKOHHUX KOpHCTyBadiB bJ]
JTO3BOJISATH JIOCTYT 0 MAHUX, OCKUIBKY IIKiJTHBUHA KO,
BCTAaHOBJICHMI Ha IX KOMII IOT€paxX, BUKOPUCTOBYE ixX
MOJJIMBOCTI IOCTYITY JJIsl HPOHUKHEHHS A0 TaHHX.

ITigBueHHs
MpUBiJIEiB

PiBensn
B/l ta
CKB/,

BuyTpintas

3MOBMUCHUKH ~ MOXYTh  CKOPHCTaTHCS — BPa3JIUBICTIO
nmporpaMHoro 3ade3neueHHs wiargopmu bJ1, 106 3MiHUTH
npaBa JOCTYIy 3BHYalfHOrO KOpHCTyBaya Ha IpaBa
aaminicrpaTopa bJl. Bpa3zmuBocTi MOXyTh OyTH BUSBIEHI
y BOyIOBaHMX (PYHKIIISX, MPOLEAYPax, 10 30epiratoThes,
peaitizaiisix TPOTOKOJIIB 1 HaBiTh B omeparopax SQL.
Maroun mpasa aaminictparopa B/, po3poOHHK-IIaxpaii
MOXK€ BIJKIIFOYaTH MEXaHi3MH ayAWTy, CTBOPIOBATH
miapoOIeHi 06IiKOBI 3aMUCH.

Bpazmusocti OC

PiBens
oC

30BHILIHSI

MoXyTh NMpHU3BECTH 10 HECAHKLIOHOBAHOTO JOCTYITY JIO
B/, momkomkeHHIO JaHUX a00 BiZIMOBI B 00CIyrOBYBaHHI.
Hanpuknan, xommiotepHuid Xpobak Blaster Worm
ckopuctaBcs BpasnmuBicTio OC Windows 2000, 1106
CTBOPHUTH YMOBH JIJISI BITMOBH B 00CITyTOBYBaHHI.

SQL-in’ exii

PiBens

Bl

30BHILIHSI

ITpu arami 3 BukopuctanHsIM SQL-iH’ €Kil 3T0BMUCHUK,
3a3BHYail JloJja€ HeaBTOpHU3oBaHi omepatopu B/l vy
BpaziuBuii kaHayn gaHux SQL. L{inpoBI kKaHamu AaHUX
BKIIIOYAIOTh TPOLENYpH, IO 30epiratoThes, i BXigHI
nmapameTpu  Be03acTOCyHKiB.  BBemeni  omepartopu
nepenaroteest 10 bJl, e BOHM  BUKOHYIOTHCS.
BukopucroBytoun SQL-iH’€KIIit0, 3TOBMUCHUKH MOXYTb
oTpuMaTH HeoOMexXeHul A0cTyI 10 Beiel B/I.

Ypa3nuBocTi Ta
HeTIpaBUIIbHA
koHiryparist bJ]

PiBensn
B/] ta
CKBJ]

30BHILIHA

3a3Buuaii MoxxHa 3HaiiTH BpasiuBi Ta oHoBieHHI CKBJ]
abo BusBHTH BJ], gKi BCe Ie MarOTh OOJIKOBI 3aIUCH Ta
napaMmeTpu KOoHiryparii 3a 3aMOBYYBaHHSM.
370BMHCHUKHM  3HAIOTh, SIK  BHKOPHCTOBYBAaTH Il
BPa3NIMBOCTI Juist aTak Ha B/,

Cnabxa
aBTEHTU]IKALs

PiBensn

CKbJ

30BHILIHA

Cna0Oki cxemu ayTeHTU(IKAIT J03BOJISIOTH 3JIOBMHUCHUKAM
BUjaBati cebe 3a 3BHYAliHMX KopucTyBauiB  bBJl
OTPUMAaHHIM OOJIKOBUX AaHUX AJISI BXOLY. 3JIOBMHUCHHK
MOXE BHKOPUCTaTH Oynb-sIKy KIJIBKICTH CTpaTerii
OTPHUMAaHHSI O0JTIKOBUX JTAHUX.

Crnabkwuit aynut

PiBensn

CKB]I

30BHILIHA

ABTOMAaTHYHHUM 3anuc Oyab-skux Tpan3akmii BJl, 110
BKJIIOYAIOTh KOH(IJACHIIIMHI AaHi, Mae OyTH YaCTHHOIO
KokHOro posropranHs bJl. BiacyTHiCTb KOHTPOIIO
TpaH3akUii Ta 300py HaHux ayauTy omnepauii 3 BJ]
CTaHOBHTb PU3HK OpraHizaiii Ha 6araTboX piBHSIX.
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Kimenps Tabmumi 1

Cnabozaxumeni | PiBenb 3oBuimHs | Hocii Ta ¢aiinu pe3epBHUX KOMil 4acTO HE 3aXHIICHI Bij

pe3epBHi Korii CKB/] atak. Y pe3ynpTaTi YHCIEHHI BPa3JIMBOCTI O€3MeKu
BHHUKAIOTh YHACTIIOK BTPAT pe3epBHUX Kormiil bJI.

BpaznusicTh PiBenn 3opHimmAS | [IpompierapHi TIPOTOKOIN 3aCTOCOBYIOTHCS

MPOTOKOJIiB Mepexi aaminictpatopom B/l mist 3B’si3ky Mixk kiientom B/l Ta

3B 513Ky 3 BJ] IHIIMMU CepBEpPaMH 3a JOTIOMOTOI0 BiAMOBITHUX KOMAaH]I.

Bpa3nuBicTh y OHMX MPOTOKOJIAX MOXKE TPHU3BECTH IO
pI3HMX NIAXPaMCHKUX Iil, TaKUX SK HECAHKIIIOHOBAHWH
JOCTyn 10 JaHWX, BiAMOBa B  OOCIyroBYBaHHI,
MOIIKO/DKEHHST AaHnx. Ha momatok mo mmx 3arpos, ix
TIOCUITIOE TOU (DaKT, 10 y KypHaJi ayAuTy He Oy/e 3aIKciB
mpo 1[I IIaXpalChKi [ii, OCKUIBKH IIi MPOTOKOIH
OXOIUTIOIOTHCS BIACHUM ayautoM b1,

Takox, 3arposu BJ] moxmmBo knacudikyBat Ha (isuuHi Ta Jsoriydi. Pi3uyHi 3arpo3u
MOJIATAIOTh Y 3HUILEHH1 IPUCTPOIB 30epiraHHs NaHuX, BUKpaaeHHsM ¢aiiniB BJl. Jloriuni 3arpo3u —
11€ HECAHKI[IOHOBaHUH JOCTYI O6€3M0cepeHbO 10 NaHuX, AKi 30epiratoTecs B b/1.

310BMHCHUKH MOXYTh CKOMIIPOMETYBaTu 3axucT b/l BiJ iMeHI pi3HUX KaTeropii ii cy0’ekTiB,
BKJTIIOYarouu aaminicrparopa b/, anminicTpaTopa cepBepa, po3poOHHKIB 1 KopucTyBadiB. Buxoasan
3 IbOTO MOKHA BUIUTATH TPU OCHOBHI THITH 3JIOBMUCHUKIB (puc. 3) [8]:

—  31moBMHUCHHK (aHri. Intruder) — e cTopoHHI# HEaBTOPU30BAaHUN KOPUCTYBAY, SIKHI 3aBJIa€
CrpoOu OTPUMATH JIOCTYII JI0 MEPCOHATBHUX JIAHUX 3 METOKO 3aBOJIOJIIHHS KOPHCHOK 1HPOPMAITi€r0
3 BJ] yepe3 HU3KY crerianbHUX MaHIMyJIsIIii;

—  iHcaiigep (aHri. Insider) — e mepeBakHO OJTHUM 13 3aKOHHUX JOBIPEHUX KOPUCTYBAUiB, sKi
3JI0BJKMBAIOTh CBOIMH IpaBaMu ab0 MEPEBHIIYIOTH X 3 METOI0 OTPUMAaHHS iH(pOpMAIIii;

—  aamiHnicTparop (aHri. Admin) — KoprcTyBay 3 NPUBLICSIMH KEPYBaHHS CUCTEMOIO, SIKHiA
MOPYIIYIOYH MOJIITUKY O€3MEKHU 3JI0BXKHBAE CBOIMHU MTPaBaMU, CIIIKYIOUH 32 JiIMH KOPUCTYBaviB Ta
6e3nocepenubo CKB/I i oTpuMye koHbineHiHHY iHDOpMallito.

lHcanpep AagmiHicTpaTop

Pucynox 3 — Tunu 3noBMucHuKIB BJ]

ATtaku Ha 0a3y JaHMX MOXYTh 37iicHIOBaTUCS B Oynb-sKiid (opMi: akTUBHI aTaku, MAacCHBHI
aTaku, npsMi abo ornocepeakoBaHi. [IpoHNKaOUN 10 CUCTEMHU 3JIOBMUCHUK MOXE IPOBECTU aTaKu
nBox tumis [9]:

— mpsmi araku (anrt. Direct Attacks) — i ataku KOHIIGHTPYIOTBCS Ha IUTbOBI AaHi. BoHu
MO>KJIMBI 1 €EKTUBHI, SKIIO € MOPYIIECHHS YM 1epedoi y MexaHi3Max Oe3MeKu;

— omocepeakoBani ataku (anri. Indirect Attacks) — mig gac mi€ei araku 3T0BMHCHUK SIBHO HE
aTakye 1iIb. ATaka 3[1MCHIOETbCS Ha IHIII JIaHl Ta MPOMIXKHI €IeMEeHTH JJIsl TOCTYIY A0 ITbOBUX
TaHUX.

Ataxu Ha BJ] MOXyTh OyTH pi3HOr0 XapakTepy i iX, TaKOXX, MOXKHA PO3AUTUTH Ha J[Ba TUIIU:
nacuBHI Ta akTuBHI. [Ipu macuBHIN araii 3MTOBMUCHHMK TUIBKM IepeBipse aaHi, siki € B BJl, 1 He
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BUKOHYE OIHMX 3MiH. [Ipu akTuBHil atarti ¢pakTruni 3HaueHHs bJ1 3MiHo0ThCs [7]. BoHu € Oibin
poOIeMaTUYHUMU, HIXK TACUBHI aTaku, TOMY 1110 MOKYTb BBECTH KOPHCTyBaya B OMaHy 1 HaJlaBaTu
oMy HeoCTOBIpHY iH(OpMaIlito. ICHYIOTh pi3HI crTOCOOM BUKOHAHHS MACUBHHMX 1 aKTUBHHUX aTak,

KJIacuQikallist sKux HaBoAUThCs y Tadu. 2 [9].

Tabmums 2 — Kitacudikariist cmoco0iB 3/1iiiCHEHHS TACUBHUX Ta aKTUBHUX aTak Ha BJ]

Tun Cnocodu
aTakmu 3aiHCHEeHHS Omuc araxn
CratnyHuit ITpm wiit arami madi 3 B/l MOXyTh OyTH OTpHMaHI HUIISXOM BHUKOHAHHS
BUTIK MOMEHTaJIbHOT0 3HIMKY b/l y meBHwmii gac.
[TacuBHa Burik V Wi aTari JaHi MOXIJIMBO OTPUMATH, 3B’ si3aBIH 3Ha4eHHs b/ 3 mo3wuitiero
aTaka iHpopmaii X 3HAYCHb B iHAEKCI.
Hunamiuauit | MoxHa crocrepiraTé Ta aHajli3yBaTH 3MiHH, 1m0 BimOyBatoThcsi B BJ]
BUTIK MIPOTATOM ITIEBHOTO TIEpPi0 Ty 4acy Ta OTPHMYBATH BiIIMOBITHI aHi.
Criydinr v II'iI\/'I aTaui 3amn(poBaHe TEKCTOBE 3HAUCHHS 3aMiHIOETHCS 3T€HEPOBAHUM
HIKiIJTMBUM 3HAUCHHSM.
AKTHBHa 3pomysanHs [Ipm wiit arami 3HaYEHHS 3alIUPPOBAHOTO TEKCTY 3aMIiHIOETHCS Ha iHIIE
araka 3HAYCHHS 3aMH(POBAHOTO TEKCTY.
Bixrsopenns Le pi3HOBI/II[. aTaKu, KOJM 3HAUCHHS 3au11/1(1.)pOBaH0ro TEKCTY 3aMiHIOETHCS
CTapoI0 BEPCi€l0, paHilie OHOBJICHOIO a00 BiJJIAJICHOIO.

06 ycynytu 3arpo3u Oesmnerti bJl, koxxHUI TiAPO3/ALT MOBUHEH MAaTH cUcTeMy 3axucty b/l,
s’Ka 00OB’S3KOBO Ma€ OyTH pealli3oBaHOI0 Ha OCHOBI e€()eKTHBHHX METOJIB Kibep3axwcry. IcHye
Oarato meroxiB 3axucty b/l, anme ix MoxHa cTpykTypyBaTH Ha aBa Tunu. [lepmmii — monsrae B
YCYHEHHI pu3HuKiB Oe3neku. byib-ska opranizaiisi HOBUHHA MaTH MOJITUKY O€3MEKH, SKO1 HEOOX1THO
noTpumyBartucs. Jpyruii TMn — BKJIIOYAa€ BHKOPUCTAHHS MPOTPaMHOTO iHCTPYMEHTY, SIKHH Oyne
3HAYHO BILUIMBATU Ha NokpanieHHs oe3neku b/l (tadxn. 3) [5] - [10].

Tabmus 3 — Kitacudikaris meroxis 3axucty b1

Tun metony Merton Onuc metony
YcyHeHHs KonTpons VY cucremi 3axucty BJl mepeBipka crpaBXHOCTI BiJIrpa€e >KUTTEBO
PH3UKiB JOCTYITY BaXXITUBY POJib. SIKIIO NIepeBipka € KOPEKTHOK, HMOBIPHICTh 3arpo3

3MEHIyeThCs. Pi3HI KOpUCTYBavi MarOTh Pi3Hi MpaBa Ha AOCTYII JI0
pizHKX 00’€ekTiB b]l. MexaHi3Mu KOHTPOITIO OCTYITy MalOTh CIIPaBy
3 YIOpaBIiHHSIM OpaBaMu aocTymy. Lle OCHOBHMI METOa 3aXHCTy
00’extiB manmx y BJI, mo miarpumyetrbcsa Oinmpmrictio CKBJI.
MeToau KOHTPONIO JOCTYIly CHpSMOBaHI Ha 3a0e3MeyeHHs
KOH(DIZCHIIMHOCTI JaHuX. SIKio Oy[b-sKMii KOPHCTYBau XodYe
orpuMmatu Joctynm jgo Oyab- Jlius aBreHTH(IKAIli JEriTUMHHX
kopuctyBadiB BJ] moTpiOeH HamiiHMN MeToJ ayTeHTUdIKarii.
KoHnTposb goctymy rapanrye, 1o Bei 3B’s13ku Mk bJ] Ta iHImmmun
00’€KTaMH CHCTEMH BIIIOBIJAIOTh, BH3HAYEHUM IIOMITHKAM 1
efleMeHTaM KepyBaHHs. YKo JHHI 3I0BMUCHUK HE JJOCTYIHUTHCS 110
JTAHWX H1 BCEPE/IMHI, Hi 330BHI, 1110 3axuimac b/l Bi moTeHiianx
noMuJIoK. [ToMUITKH MOXyTh OyTH HACTUTBKH CEPHO3HUMH, IO
MOXYTh CTBOPHTH MpOoOJieMH B poOOTI oOpraHizailii. 3aBisku
KOHTPOJIIO HAJ IpaBaMH JOCTYIy, TaKOK, MO>KHA 3MEHILIUTH
PU3UKH, SIKI MOXKYTh BIUIMHYTH Ha Oe3neky b/] Ha ocHoOBHuHX
cepBepax. Hampukman, skimo Oyap-aKy TaOnUIF0 BUIAIEHO abo
JIOCTYI 3MIHEHO BHITQJKOBO, PE3YJILTATH MOYKHA BIIKOTUTH JIJIst
NeBHUX (haiiiiB, ajie MUISIXOM 3aCTOCYBaHHS KOHTPOJIO IOCTYITY iX
BUIAJIEHHS MOKHA OOMEKHTH.
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Kinens Tabmumi 3

ITomituka
BHCHOBKIB

Ile BaxkauBO JUIsi 3aXUCTy JaHUX Ha IeBHOMY piBHi. Lle
BiJI0OYBa€THCS, KOJU MOTPIOHO 3amo0irTH aHai3y KOHKPETHUX TaHUX
y dopmi ¢akTiB Ha MeBHOMY BHIIOMY piBHI Oe3meku. llomiThka
BHCHOBKIB TaKOX JIONIOMara€e BU3HAYUTH, SIK 3aXUCTUTH 1H()OpMAITit0
BiJl pO3TOJIONICHHSI.

Inentudikaris ta
aBTeHTH(]IKAITIS
KOpHCTyBaya

Ile ocHOBHE 3000B’sI3aHHS MO0 3a0e3MEUCHHS OC3MEKH, OCKIITBKU
mporiec ineHTH(IKaIii BH3HA4Ya€ TPYIy JIOACH, SIKUM TO3BOJIEHO
poctyn no nanmx. L{o6 3abesmeunTtn Oe3meky, ineHTU(IKATOP
MIPOXOANTH aBTeHTH(IKaIlf0, 1 e 30epirae KoHQIIEHITIHHI TaHi B
Oesmerri Ta BijJ iX 3MiHW HEABTOPHU30BAaHUM KOPHUCTYBa4deM.

ITix3BiTHICTE
1 ayauT

[Tix3BiTHICT i @y TUTOPCHKI MEPEBIpKU HEOOX1AH1 11s 3a0e3MeueHHs
¢i3n4HOI LiTICHOCTI JaHUX, SIKi MOTPeOyIOTh MEBHOTO JOCTYIY A0
BJ1 1 sixi 0OpOOIIAIOTECS MUTSIXOM ayIUTY Ta AJIs 30€piranHs 3amiciB.
Hani, po3mimeHi Ha cepBepax mus ayTeHTH]iKarii, oOIiKy Ta
JOCTYIy KOpHCTyBa4a, MOKHA aHali3yBaTH 3a OIIOMOTOI0 ayJuTy
Ta MiJ3BITHOCTI.

Indpysanns

IucdpyBanHs — 1€ TpoleC TMEepPeTBOpPeHHs iHdopmarii 10
3amu¢poBaHOro BUAY a00 KOy, 1100 11 HE MOIIM MPOYMTATH BCI
IHIII JIFOJI, KPIM THX, XTO BOJIOJIE KJIFOUEM J0 3alIU(pPOBAHOIO
TEKCTY.

[Iporpamuuit
IHCTpYMEHT

Bpannmayep BJ]

e cBoepimHi OparaMayepr BeO3aCTOCYHKIB, SKi KOHTPOIIOIOTH TAKOXK
BJl s 3axucTy BiIl arak Ha HHUX, a TakKOX J03BOJAIOTH
BiZICNiAKOBYBaTH 1 mepeBipsth goctyn ao B/l 3a momomororo
JKypHAJITIB, SIKi BOHH BEITyTh.

MownitopuHT
JaHUX
y peanbpHOMY Yaci

AnMiHICTpaTOp MOXE TEpEeBipsATH, aHATi3yBaTH, KOHTPOJIOBATH i
pOOUTH 3MIHU IiJ] YaC BUKOHAHHS OIeEpalliii BCTAaBKH, BUIAJICHHS,
OHOBJICHHS TaHWX. 30Mparovd JIaHi 3 Pi3HUX CEPEIOBHII iICHYBaHHS

B/, MOXIMBO CBO€YacHO pearyBaTH Ha HeCTaHIapTHI (HE
1r1aGJIOHH1) [ii KOPUCTYBaYiB CUCTEMHU B PEKUMI pealibHOTO 4acy i
MPUIMATH PINICHHS IOJI0 YCYHEHHS 3arpO3H.

Meton 1 TexHoONOris NS MIATBEP/UKCHHA  ieHThdiKamii
KOpHCTYyBada BUMAaralO4u HasSBHICTh JBOX YU OLIbIIE OOJIKOBUX
JaHWX, MO0 KOpPHCTyBad 3MII YBIHTH B CHCTEMy YM BUKOHATH
TpaH3aKIIiIo.

Baratodakropna
aBTeHTH]IKaIis

MexaHi3Mu ycyHeHHsI pu3uKiB Oe3neku bJl, Taki sik aBTeHTH(iKallis, aBTOpU3allisi, KOHTPOJIb
JocTynmy Ta mu@pyBaHHs AaHux jgonomararoth 3axuctutd CKBJI Bin iHcaiinepiB Ta 3JI0BMHUCHHKIB.
Ipore, anst Outein HaxiiiHoro 3axucty B/l ICBII nmoTpiOHa KOMILIEKCHa cHUcTeMa 3aXUCTy, sika Oyze
MOCTIMHO BICTIIKOBYBATH BCl Jiii, sIKi Bi10OyBatoThes B BJI 1 B cepenoBuiit, y sKoMy BOHa (DYHKITIOHYE.

Cnin 3ayBakuty, mo tpaguuiiHi CKBJl npu3HayaroTh mpaBa KOpHCTyBadaM JUIsl KOHTPOIIO
nocryiy 110 pecypciB BJI. ¥V Hux BOy10BaHO CBOi CUCTEMHM MOHITOPHUHTY TOJIIN, SIK1 B1JICTIIKOBYIOTh
nii kopuctyBauiB. [Ipote, BoHH 0OMekeHI B CBOEMY (DYHKIIIOHAMI, @ TAKOXK HE MOXYTh 00poOsATH
HECAHKIIIOHOBaH1 3allUTU KOPUCTYBadyiB, SIKI MO)KHAa BHU3HAUMTU fK KiOepaTaky, IiJ 4ac SKOi
IIKIUIMBUM  KOJl JOAAEThCA 10 PSJIKIB, II0 nepenatoTbess Ha SQL-cepBep Uit BHUKOHAHHS.
ImmnemenTanis kony 6e3nocepenHbO B 3MiHHI BBEICHHS KOPUCTYBaya, Kl MOXKYTh OyTH 00’€/1HaHI 3
komanaaMu SQL, MoxHa BBa)kaTH KIII040BOIO (hopMotro BripoBapxkeHHs SQL-1H’ eKIiil.

Kibeparaku tuny SQL-1H’€K11isl € KIIIOYOBOIO MpodiaeMoro y 3axucTi cucteMm b/, ockinbku ix
BaXXKO PO3JUIUTH 13 3aKOHHUMHU 3anuTamu kopuctyBauiB. Kpim Toro, CKB/] He Moe rapaHTyBatu
KOH(IACHITINHICT JaHUX Ta iX 3aXUCT BIJ IIUX 3arpo3. TakuM YWHOM, TPaIuIliiHAa apXiTEKTypa
CKBJl mnoBuHHa OyTM aJanTOBaHOIO JIO HOBHX KiOep3arpo3 1 3a0e3ledyeHHs BHUCOKOI
KOH(IACHITIHHOCTI Ta Oe3neku AaHuX. JloCHiKeHHs MTOKa3ylTh, IO JJIs MiIBUIIEHHS OE3MEeKH Ta
Kpamoro 3axucty bJl Big 3arpo3 pisHoro tumy, HeoOximHo ao CKBJl momaBatu cucremy
MOHITOPHHTY aKTUBHOCTI, sIKa 6a3yeThCsl HA Cy4acHHUX 1HQOPMaLIHHUX TEXHOJIOTISX.
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Jani indopmariiiiHi TEXHOJIOTIi TOBUHHI OyTH IPU3HAYEH1 JJI 3aXUCTY HE TUTbKH NaHux y b/l,
ane U camoi CKBJ] 1 KOXXHOro 3acCTOCYHKY, SIKHW 3BEpTa€Thcsi 10 HEl, Bi HEMPaBOMIPHOTO
BUKOPHUCTAHHSI, MOIIKO/PKEHHS 1 BTOPTHEHHS.

Ha cporoHinmHii 1eHh po3po0IeHO OaraTo TEXHOJIOTIH 1 pillieHb IS YCYHEHHS BPa3IMBOCTEH
BbJl 1 3abe3medyeHHsT Kpaloro MOHITOPUHTY aKTUBHOCTI Ta BHUSBJICHHs KiOep3arpos. AHami3yrodyu
PHHOK IporpaMHoro 3abe3neyenns Kibepzaxucty bl MoxeMo 3poOUTH BUCHOBOK, IO Y TENEPIiIIHIN
yac iCHye JiBa Jrijiepa B AaHii obmacti — e kommanii IBM Ta Oracle. Pemira mocradanbHUKIB TOCTYT
JIeTII0 B1JICTAIOTh BiJ1 JIiA€PiB, ajie TEX MPOMOHYIOTH 3piJli, KOHKYPEHTHO3/AaTHI pimeHHs. L{e kommanii
— Axiomatics, Imperva ta Thales [11]. OcHoBHIM pillieHHSM KoMIIaHii AXiomatics 1jist 3aXUCTy TaHUX
€ mpoxykr Dynamic Authorization Suite, ctBopeHmii Ha 06a3i Axiomatics Policy Server Ta
YHIBEPCAIBLHOIO 3aCTOCYHKY KEpYBaHHS JOCTYIIOM Ha OCHOBI arpuOyTiB (anri. Attribute-Based Access
Control). V nabip Bxomarh Axiomatics Data Access Filter MD s kepyBaHHS JIOCTYIIOM [0
koH(imeHiHHOT 1HGopMarttii B pemsmiitaux b/l pazom 13 SmartGuard mis dpeiimBopkiB Big Data 1
XMapHHUX CXOBHUII JaHUX. PeamizoBanuil y BUTISAL C1a003B’s13aHUX HAAOYIOB a00 MPOKCI-CEPBEPIB,
makeT 3abe3ledye KOHTPOJb JOCTYIy Ha OCHOBI MONITHK, BH3HaueHHX MOBOI0 XACML (aHrim.
eXtensible Access Control Markup Language), a TakoX AMHAMIYHOTO MACKyBaHHS JIaHHX,
¢binpTpanii Ta MPO30pOro MOHITOPUHTY AKTUBHOCTI Juisi OaraThbox Jikepen AaHux. Kimrodosi
0COOIMBOCTI pilIEHHS BKIIOYAIOTh AMHAMIYHY KOHTEKCTHO-3JIC)KHY aBTOPHU3AIll0, peai3oBaHy
HE3aJIeKHO BiJl MOCTavyaIbHUKA, THYYKUH KOHTPOJIb JOCTYIY 10 KOH(IACHIIMHUX JaHUX Ha OCHOBI
IMHAMIYHOT UITpaLii JaHUX y peaTbHOMY Yaci.

Kommnanis Impreva 3amicTe KiIbKOX MPOAYKTIB SecureSphere Ui BHUSBICHHS Ta OLIHKH,
MOHITOPUHTY aKTHBHOCTI, Opanamayepa BJl, a takoxx CounterBreach s 3axucty Bim 3arpos i
KaMy(QIIsDKy JJ11 MacKyBaHHS, JToJlajia JIMIIe OJAWH IulaH JineH3yBaHHs FlexProtect ans manux, mo6
3a0e3MeYnTH MOBHUH 3aXUCT CBOIX KOH(iIEHIIHHNX AaHuX. L{eil makeT 3aXucTy JaHuX MPOTOHYE BCi
HEOOXiTHI MOKJIMBOCTI, Taki sIK yHi(ikoBaHUN 3axucT pemnsuidiaux bJl, cxoBuin ganux, miaardopm
BEJIMKUX JaHUX 1 MeWH(peiiMiB; KOMIUIEKCHHH MOHITOPUHT [iSUIBHOCTI, ayguT 1 CyJooBe
pO3cIiyBaHHsI, JOMOBHEHI PO3LUIMPEHOI0 aHATITUKOIO Oe3MeKH Ha OCHOBI PO ITIOBAaHHS MTOBE/IIHKH;
MOTIepeTHRO BU3HAYCHI TIOTITUKH, POOO0Ui MPOIIECH BUIIPABJICHHS Ta COTHI 3BITIB PO BiMOBIIHICTb.

upora noptdoinio 6e3nexu b/ komnanii Oracle Bpaxae: 3aBIsSKM HU3LI POIYKTIB 3aXUCTY
Ta BHSBJIEHHS KiOepaTak, IO OXOIUIIOIOTh YCi acCHeKTH OIlIHKH, 3aXUCTy, MOHITOPHHTY Ta
BinnoBigHocTi bJl, Oracle Database Security Mo)ke 3aJ0OBOTBHUTH HAMCKJIAHIII BUMOTH KITI€HTIB,
K JIOKaJIbHO, TaK 1 B XMapi. Oracle Autonomous Database noBHicTio aBTOMaTH3ye NpouecH HaJaHHs,
KepyBaHHS, HaJaIITYBaHHS Ta OHOBJEHHA ek3eMIULipiB bJ[ 6e3 Oynb-ikux mpocToiB, Ta HE JHUIIe
CYTTEBO MIABHUINYE O€3MEKy Ta BIAMOBIAHICTh KOHQIAEHIIWHUX JIaHUX, M0 30epiratoTbcsi B BJI
Oracle, arne i € NepeKOHIUBUM apryMEHTOM JUIsl IEpeMIlLIeHHs X JaHux 10 xMapu Oracle. Bapto
3a3HAYMTH, 110 3HAYHA YaCTHHA MOKJIMBOCTEH O€3MeKH KOMIaHii BCe 1€ CIelialbHO po3polieHa
mume juis BJI Oracle, mo pobutk pimenHs 3axucty gaHux Oracle MeHII mpugaTHUMHU IS
M1PO3/IUTIB, SIKI BUKOPUCTOBYIOTH 1HII THIH B/,

Thales € npoBigHUM MOCTaYaTbHUKOM PillleHb IS 3aXKCTY AaHuX. li pillleHHs peani3oBaHO y
BUMIISLI TwiaThopmu Oe3nexku JaHux Vormetric — yHIpIKOBaHOT MIaTGOpMHU 3aXMCTy JaHUX, SKa
3a0e3mneuye KIl€HTaM THY4YKICTh, MAaCIITa00BaHICTh 1 €()EeKTUBHICTD IS 337J0BOJIEHHS PI3HUX BUMOT
Oe3reku, Takux sK mpo3ope mudpyBaHHS Bcboro cepenoBuina bJl, mpuBiielioBaHuil KOHTPOJIb
JOCTYNy KOPUCTYBadiB, JE€TajbHI JlaHI Ha PIBHI MOJS, 3aXUCT 3a JONOMOTrOI0 HIM(pyBaHHS,
TOKEHI3allisl Ta MAacCKyBaHHs JaHWUX, a TaKOX €IUHUN MeHekep Oesmeku. Bimomi ocoOimBOCTI
1aT(OpMH BKIIIOYAIOTh LEHTPaAIi30BaHEe KEPYBaHHs KIIOUaMH IU(GPYBAaHHS Ta MOJITHUKAMH B yCIX
cepenopumax 1 mnponykrax, APl mmdpyBanHs 3acTocyHKiB [uisi BOYJOBYBAaHHSI IPO30POrO
mudpyBaHHsS B ICHYIOYI 3aCTOCYHKM Ta JMHAMiYHE MAacKyBaHHs 3a JIOIIOMOTIOI0 TOKEHi3awii 3i
30epexeHHsIM popmary.

Koprmopariss IBM € GaraToHarioHalbHOK TEXHOJOTTYHOIO Ta KOHCAJITHHIOBOIO KOMIIAHIEH0.
IBM Security, oiuH 13 CTpaTeriyHUX MIAPO3AUTIB KOMIAaHii, IKUH HaJae KOMIUIEKCHE MopTdoiio,
BKJIIOYAIOUH PIICHHS JJIs1 KEPYBaHHS 1IeHTHU(IKALIEI0 Ta TOCTYIIOM, PO3BIIKU OE3MEKH Ta 3aXUCTY
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iHdopmartii. IBM Security Guardium — xomriekcHa 1iatgopma Oe3ek JaHuX, 0 3a0e3neuye
NOBHUN HAO1p (YHKIIN, BKIIOYAIOYM BUSBJICHHS Ta KiIacuQiKalliio, 3BITyBaHHS PO MpaBa, 3aXHCT
JaHUX, MOHITOPUHT aKTHBHOCTI Ta PO3IIMPEHY aHAJITHKY OE3MEKH JaHUX y Pi3HHX CEepeIOBHIIAX:
Bin ¢aiinoBux cucrem mo b/l 1 mimargopm BENMMKHX MaHHWX, a TaKOXK JO TiOPUIHUX XMapHHX
iH(ppacTpyKTYyp.

Cepen xmouoBux (ynkmiid miaargopmu Guardium — BHSIBJICHHS, KiacuQikailis, OIIHKA
Bpa3JIMBOCTI Ta 3BITYBaHHS PO IMpaBa B HEOJHOPIMHUX CEPENOBHUINAX TaHWX; MH(pPyBaHHS,
penaryBaHHs JaHUX 1 JMHAMIYHE MAaCKyBaHHS B NO€IHAHHI 31 CIOBIIICHHSMH B pealbHOMY 4aci Ta
ABTOMATHYHUM OJIOKYBaHHSIM 3JIO0BMHCHOTO JIOCTYIy; a TaKOX MOHITOPUHI aKTUBHOCTI Ta
po3IIMpeHa aHamiTHKa O€3MeKH Ha OCHOBI MAITMHHOTO HaBYaHHSI.

IlepeBaru Ta HEJOMIKU ICHYIOUHX MMPOrPAMHHMX pillleHb HaBeaeHo B Tabu. 4 [11].

Tabmuus 4 — [lopiBHSUTBHHE aHAITI3 ICHYFOUMX MPOTPAMHUX PillIeHb 3aXuCTy bJ]

Bupoouuk l'[p.orpaMﬂe IlepeBaru Henoaikn
pileHHs
IBM IBM Security | — moBHHI CHEKTp MOXIHBOCTCH O€3MEKH | —  HAJAITyBaHHS  Ta
Guardium JUIsI CTPYKTYPOBAHHMX 1 HECTPYKTYPOBAaHHX | omeparii MOXyThb OyTH
JIaHUX; CKJIaJHHMH Ta pecypco-
— TMATpUMKA TiOpuUmHUX OaraToXMapHHX | 3aTPaTHHUMHU.
CEepeIOBHILL;
— pO3MIUpEHi BEIMKI JaHi Ta KOTHITHBHA
AHAJIITHKA;
— Maibke HeoOMe)KeHa MacIITa0OBaHICTb.
Oracle Oracle — aBTOHOMHa xMapHa tiardopma BJI, mo | — aesiki mpOIyKTH JOCTYITHI
Database BUKJIIOYAE  aIMIHICTPATUBHUK  JOCTYI | Nuine Ais 0a3 JaHux
Security Suite | mroauHy; Oracle;
— aBTOMAaTW4YHe HAJaHHSA, OHOBJEHHS, | — mpoxykTu Big Data i
pe3epBHE KOMIIOBaHHSA Ta BiHOBJICHHS, 0e3 | NoSQL mie He iHTerpoBaHi
MIPOCTOiB; 3  pilleHHAMH Oe3leKu
— KoMmIulekcHe TopTdorio mpoaykriB s | RDBMS.
BCix cdep Oesneku BJI;
— rmmboka  iHTerpamis 3  IHIIUMH
TEXHOJIOTiSIMU HaJlaHHS JIQHUX, TECTyBaHHS Ta
XMapHHX TexHoJorii Oracle.
Axiomatics Axiomatics — maxig, mo He 3amexuTh Bix B, | — JIOCHUTH BYy3bKa
Dynamic 3a0e3rneuye 3aCTOCYBaHHs €IUHOT MONMITHKH | (GYHKIIOHATbHA
Authorization | must pisaux BJ1 i CXOBHII[ BEJIMKUX JTAaHUX; CIIPSIMOBAHICTh B
Suite —100% BinnoBigHicTs cranaapry XACML; | nopiBHsSHHI 31  iHIIUMH
— CcrhibHa MOJENb aBTOpH3allii 3 1HIIUMH | IPOrPaMHUMH MPOTYKTAMH
npoaykramu Axiomatics amns nmporpam, APL. | 3axucty B/I;
—  TIOKJIQJAETBCSI  HaA
CTOPOHHI KOMIIOHEHTH IS
3a0e3MeyeHHs] JOTPUMAHHS
TpaBHIL.
Impreva Imperva Data | — 3py4yni mnjaHM JlineH3yBaHHS JJsl | —  HEMa€  MiATPUMKH
Security Suite | KOMIUTEKCHOTO 3aXUCTy JaHUX; mudpyBaHHs TaHUX abo
—  KiIbKa ~ MeTOHiB  300py  JaHUX | AMHAMIYHOTO MAacKyBaHHS
3a0e31euyI0Th MiHIMATbHY

MIPOYKTHBHICTB;

— pO3IMHMpeHa aHaJiTHKa
aHAJIITHKA [TOBEAIHKH;

—  BeJHMKa KUIBKICTh T'OTOBUX pPOOOYMX
IIPOLIECIB 1 3BITIB PO BiJIOBIIHICTb.

Oe3mexku  Ta
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Thales Thales
Vormetric Data
Security

Platform

— KOMIUIEKCHI MOXJIMBOCTiI PO30POTo
g pyBaHHS, TOKEHI3aIlii Ta MACKyBaHHS;
— BHCOKa MPOAYKTHBHICTb  3aBISKH
MiATPUMLI anapaTHOro MUQpyBaHHS;
— TIIeHTpaii30BaHE KepyBaHHSI BciMa
CepeOBUIIAMH,  HAaBITb  MPOIYKTaAMHU

- OCHOBHA
TIPUILTSIETBCS
3aXUCTY JaHUX,
OXOILICHHS
(hyHKITIOHATEHUIX
obnacreii.

yBara
JIAIIIE
0e3
IHIITHX

CTOPOHHIX PO3POOHHKIB,

— cragmaptHi APl mi1s  momaBaHHS
MIATPUMKA [UQPYBaHHS [0 ICHYIOUHX
IPOTpam.

Buxonsuu 3 mpoBeIeHOr0 aHalli3y, OCHOBHUMH HEJIOJIIKaMH ICHYFOUUX CyYaCHHUX MPOTPaAMHIX
pileHs €:

—  po6ota Tinbku 3 neBHUMH Tuniamu CKB/] abo nuie cTpykTypoBaHUMU TaHUMU,

— oOMexeHa (DYHKIIOHAIBHICTh B MEBHHUX aCIEKTaX 3axHCTy, moAo 3axucty b/l Ha Bcix
PIBHSX;

—  He 3aBXI¥ ePeKTUBHI anroputMu (METOH) aHai3y Bpa3iuBocTel Ta 3axucty bJl, ski
BUKOPHUCTOBYIOTHCS y HUX.

Buxonasuu 3 1poro, OibIIICTh HAYKOBIIB 30CEPEAMIIN CBOI 3yCHIUIS HAa PO3POOII CHUCTEM
BUsABJICHHs/3amo0iranas Bropruedb — IDS/IPS (amrn. Intrusion Detection System/Intrusion
Prevention System), siki 3matHi migcuiuTi Kibep3axuct BJl Ta ski MOKHA BBaKaTH OJIHIEIO 3
HaWBaXUIMBIIIUX YacTHUH Oynb-ikoi A00pe 3axumieHoi cuctemu. [Ipore, OiMBIIICTh ICHYFOUHMX
IDS/IPS-cucreM po3pobieHo s BUSABIACHHA KiOeparak Ha piBHI KOMII'IOTEPHHX MEpPEX Ta
oTepaliifHuX CUCTEM 1, TAKUM YUHOM, HE 3aBXIU 3/1aTHI BUABUTU BTOprueHHs y BJ[. Bonu MoxyTth
OyTH BUKOPHCTaHI [UIsl 3aXHCTy MEpPEXKEBUX PECypCiB 1 pO3Pi3HEHHS 3JOBMHCHHMX 1 3aKOHHUX
TpaH3akuiid. 3 iHIOro OOKYy, HASBHICTh PI3HOTO THUITY 3arpo3 3pOOMIIO CHCTEMU BUSBIICHHS/
3arno0OiranHs BTOPTHEHb OJHIEI0 3 OCHOBHUX CTpateriit 0esneku s 3axucty b/l

B ocHOBHOMY iCcHYE J1Ba M1IX0IU 1O pO3POOKU CUCTEM BUSBIICHHS/3a11001raHHsl BTOPTHEHb, SIK,
y TOMY 4HCIIi, BUKOHYIOTH (yHKIIT Kibep3axucty BJ1 [20]:

—  curHarypHi IDS/IPS. Cucremu nbOro pi3HOBH/IY TPAIIOIOThH 32 CXOKUM 3 aHTHBIPYCHUM
MpOrpaMHUM 3a0e3MeueHHsIM IPUHIMIIOM. BOHU aHaMi3yI0Th CUTHATYpPHU Ta 31CTaBISIOTH iX 13 623010,
sKa Ma€ TOCTIHHO OHOBJIOBATHUCS IS 3a0e3meueHHs] KOpeKTHOI poOoTu. Skio aTaka HOBa Ta ii
CUTHAaTypa HEeBiZOMa, € PU3UK TOTO, 1[0 3arpo3a He OyJie BUSBJICHA;

— IDS/IPS, mio 3acHoBaHi Ha aHoMaiisx. CucTeMu, 110 0a3ylOThCS Ha aHOMAIisX,
BUKOPUCTOBYIOTh, SIK MPABHIJIO, METOAM MAIIMHHOTO HaBuaHHS. Jyig epeKkTuBHOI pOOOTH TaKHX
CHCTEM BHSIBJICHHS 3arpo3, HOTpiOHMI MpoOHUI nepioj] HaBYaHHS.

Ha Binminny Big curnarypuaux, IDS/IPS 3acHoBaHI Ha aHOMAaTISIX, BUSBIISIIOTH BIIXHJICHHS Bi]
ITaTHOI MOBeAiHKY cy0’ekTiB b/l. OqHak, Ha MpaKkTHUIl Ty’Ke CKJIaJHO TOYHO 3MO/IETIOBATH ITAaTHY
MOBEJTIHKY. Y CBOIO Yepry, METOJIM, Ha OCHOBI SKHX MOOYIOBaHI CUCTEMH BUSBJICHHS BTOPTHCHb Ha
OCHOBI aHOMAJiN /A BUSBIEHHS 3J0BMHUCHOrO naoctyny 1o BJl, Moxyrs OyTtu po3auieHi B
3aNeKHOCTI BiJ (YHKIIHM, SKI BOHM OepyThb 13 >KypHaliB ayauTy. MoJeatoBaHHS MOBENIHKH Y
OuIbLIOCTI cucTeM (opMamnizyeTbesl y BUINIAAL MOBeAIHKOBoro mpodimo. Ll Bei QyHkmii, B
OCHOBHOMY, MOXYTb OyTH Opi€HTOBAaHMMH Ha CHHTaKCHUC, KOHTEKCT.

Cucrema BusiBneHHs! BTOprHeHb y b/, mo onucana y [12], BUKOPUCTOBYE CUCTEMY ILITYYHOTO
HelpoHeuiTkoro BUCHOBKY (aHri. Artificial NeuroFuzzy Inference System) nns ¢ikcarii npoginis
MOBE/IIHKM KOPUCTYBayiB. ABTOPH BUKOPHUCTAJIM METOJl HEUITKOIO BHCHOBKY Sugeno Ta IITY4HY
HelipoHHy Mepexy (anri. Artificial NeuralNetwork) ams cTBopeHHsT AesSKuX MpaBUil “SKIIO — TO .
BxinHi TpaH3akIlii, siki HE BIANOBIJAIOTH ITUM HEYITKUM IpaBUjIaM, MO3HAYAIOTHCS K MIKIIIUBL. Y
[13] ommcyeTbes BakIMBICTH MMPaBHJI acolliaimii Ta KJIACTEPHOrO aHami3y Ui BHSBICHHS
HEMPaBOMIPHUX i Ha OCHOBI maOmoHiB BukopuctanHsa bJl. Crnouatky 3BudYaitHi mpodim
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TEHEPYIOThCS BIJMOBIIHO JO POJEH KOPUCTYBadiB 3a JOMOMOTOI0 PO3TOPTAHHS aJITOPUTMY
KJ1actepuzarii. SIKIo HoBa TpaH3aKIlisl HE BIAMOBIIAE ICHYIOUMM MPaBUIaM, BOHA MTO3HAYAETHCS SIK
mraxpaiiceka. Y [14] 3anpormnoHoBaHo cucTeMy BHSBICHHs BTOprHeHb B BJ] Ha OCHOBI aHOMaTiii JuIst
BHSIBJICHHS MIKiAuBUX SQL-3anuTiB, Hagicnanux no pensmiiiHoi b/l Ha ocHOBI poneit. Crioyatky
JUIsl TOOy/1I0oBU TIPO(iTiB MOBETIHKA BUKOPHUCTOBYETHCS METOJI aHAIi3y OCHOBHHUX KOMITOHEHTIB
(amrm. Principal Component Analysis) mus TpaH3akiiiii, ski BUKOHYIOTh KopucTyBadi. Ili3Himie
KiaacudikaTop BUIAJAKOBOIO JiCy 31 3BaykeHMM rosiocyBandsam (aunri. Random Forest with Weighted
voting) 3aCTOCOBY€ETHCS 10 ITUX MPOhUIiB 1JIs BUSBICHHS HaB 3JIMBUX Mid. [HIIA ribpuaHa cucrema
3anpornonoBana y [15]. BoHa BHKOpPHUCTOBYE 3ropTKOBY HelpoHHY Mepexy (anri. Convolutional
Neural Network) 1 cuctemy knacudikaropa HaBuanHs (anrii. Learning Classifier System) y Tanaemi.
Learning Classifier System po3po0Jisie HOB1 ITpaBuJIa Il TpaH3aKIliH, 00 i1eHTHIKyBaTH OyIb-sIKi
aHoMaJIbH1 moii 3 )xypHauiB ayauty b/, Toxi sik Convolutional Neural Network BukopuctoByeThcs
utst mited kiacudikarii. OTxe, y TeepiniHid 4ac, BCl PO3TIIAHYTI CUCTEMHU BUSBICHHS BTOPTHEHD
Ha CBO{i MeT1 MalOTh BUSBICHHS BTOPTHEHb y b/] 3a MOKa3HUKOM TOYHOCTI.

MeTou BUSIBIICHHS BTOPTHEHb Ha OCHOB1 aHOMaJIil J171s1 pO3Mi3HABAHHS 3JI0BMUCHOTO JOCTYITY
1o BJl Mo)kHa M0IaTKOBO PO3PI3HATH HA OCHOBI TOTO, K1 (DYHKIi BOHH OTPUMYIOThH 3 KypHAILYy
aymuty CKBJ[ ta SQL-3anutiB nns monentoBaHHS moBeninku cy0’extiB BJl. 3mopenboBana
MOBE/IHKA TPEICTABISEThCS y BUIJLSLI MOBeAiHKOBOro mpodimo [16]. Lli dyHkmii MoxyTh OyTH
OpIEHTOBaHMMH Ha CHHTAKCHC, KOHTEKCT 1 JIaHi, 10 1HOJI B JiTepaTypi Ha3UBaIOTh, OPIEHTOBAHUMH
Ha pe3yabTar [16] - [18] (puc. 4).

MeToau, 10 BUKOPHUCTOBYIOTH OPIEHTOBAaHI Ha CUHTAKCUC (YHKIII, CTBOPIOIOTH Tpodii
MOBEIIHKK 3a JOIMOMOTOK) CHHTAaKCHYHUX o0coOmuBocTeid BOymoanoro SQL-3amuty, ame He
OOMEXYIOTbCS aTpUOyTaMH B PEUYCHHI MPOEKIIil, 3aUTyBaHUX BiTHOCHMHAX, aTpuOyTax y IYHKTI
BHOOpY Ta/abo Tunom komauau SQL [16].

TexHiku, M0 BUKOPUCTOBYIOTH ()YHKIIiI, OpiEHTOBaHI Ha JIaHi ab0 pe3yiabTaTH, CTBOPIOIOTH
npodiri MoBeNiHKKA, BUKOPUCTOBYIOUH JIaHi, 1110 TIOBEPHYTI Y BiAMOBiAb, a SQL-3anuT abo Oynb-saKi
HII CTaTUCTUYHI BUMIPIOBAHHS TOBEPHYTUX HAaHUX, HANPHUKIAJ, MiHIMaIbHE Ta MaKCHMaJbHE
3HAYCHHSl y BUMAJKY YHUCIOBUX JaHUX, KUTBKICTh iH(opMamii (BiICOTOK MOBEPHYTHX HAHHUX), IO
MOBEPTAETHCS Y BIAMOBIAb HA 3aIIUT a00 TOBEPHYTI 3HAYCHHS aTPUOYTIB, BAKOPUCTOBYIOTHCS JIJIsS
MOJICJIFOBAHHS MMOBEIIHKK KOpHUCTyBaya [18].

Metoau, Opl€HTOBAaHI Ha KOHTEKCT, CTBOPIOIOTH MNpPO(dUII MOBEAIHKA 3 BUKOPHUCTAHHSIM
KOHTEKCTHUX 0co0ymBocTel. KOHTeKCTyanbHI O3HAKU MOB’sA3aH1 3 KOHTEKCTOM 3aIllUTy, HAITPUKIIAI,
yac, Koiau Oyno 3poOJeHO 3amuT, 11eHTHU(IKaTOp KOpUCTyBaya OCOOM, siKa POOUTH 3amUT, YU
KUTBKICTh 3alMTIB, 3p00JICHHX 3a MIeBHUI Tiepio yacy [19].

[1ix yac MozeMIOBaHHS HOPMATHBHOI TOBEIIHKH MO’KHA BUKOPHCTOBYBATH MO€THAHHS KOHTEKCTY,
CHUHTaKCUCY Ta (YHKIIINA, opieHTOBaHUX Ha JaHi. OJUH 13 TaKUX METOJIIB BUSBIICHHS aHOMAJIH, SKUi
BUKOPHCTOBYE CHHTAKCHUC 1 OPIEHTOBAHHI Ha JaHi OCOOIMBOCTI 3alpOnoHOBaHo B [17].

Cucrema BUSBICHHS aHOMAJiH, sIKa CTBOPIOE MPOoQisii MOBEIIHKHM, 3aKPHUTI BiJ JIOAMHU, BioMa
AK cucTemMa BusiBleHHA aHomaniid Black-Box. 3 iHmoro Goky, cucrema BUSIBIEHHS aHOMAJid, 110
CTBOPIOE MO LTl MOBEIIHKY, BIAKPUTI sl TIOAWHH, BiIOMa SIK CUCTeMa BUSIBIeHHs aHomauiid White-
Box. BigkpuTicTe 03Hauae, IO CHPaBXHIO MEPUIONPUYMHY aHOMalii MOXYTh BU3HAYUTH
anMiHictpaTopu (odiuep cimyxOu 6e3nexu, agminictparop b/l), Koau BOHU MepeBipsIOTh aHOMAJTIIO.
IaTYiTHBHO 3p0o3ymini migxoau White-Box MOXyTh JOTOMOTrTH MOSICHUTH aHoMautii [20].

AHami3 iCHYIOYMX JOCTI/DKeHb B cepi cucteM BHsBIEHHS BTOprHeHb y bJI 1 merois, ski
MOKJIaZIEHO B OCHOBY iXHBOT'O (DYHKIIIOHYBaHHS IOKa3aB, 110 y OUIBLIOCTI poOIT pO3MIIsSAAIOTHCS JaHi
CHCTEMU BUKIIIOYHO B KOHTeKcTi 3amuTiB 10 b/l Ta SQL-cuHTakcucy, Ha OCHOBI 4Oro i OyAyrOTh
noBeliHKOBHH 1ma0noH. I[Ipote octaHH1 BUTOKH JaHMX 1 KibepaTaku Ha b/ BKa3yroTh, 1110 3T0BMUCHUKH
B OLTbIIOCTI BUMNAJKIB aTtakyloTh B/l He Ha mpsMy, a cro4yaTKy — piBHI €KO-CHCTeMH B sKiif BOHa
3HaxomuThes. Hanpukian, y kommnanisx Yahoo! y 2014 poki Ta CAN Financial y 2019, Butik gaHux
TpPAMMBCs MICIsI TOTO, K 37I0BMUCHUKU CKOPUCTAINCH BPA3IUBOCTSIMU MEPEXKI 1 CUCTEMH.

188



P-ISSN 2411-1031. Information Technology and Security. July-December 2022. Vol. 10. Iss. 2 (19)

CHCTeMH BHABIEHHSA BTOPrucHE Oaz

JaHHX
CHcTeMH BHABJIEHHA BTOPIrHEHB C'LeraTypHi CHCTEMH BHABIICHHA
3ACHOBAHI HA AHOMAIIAX BTOPrHEHbB
Anomanisn Black-Box Anomanis White-Box

\/

KoHTeKkCTHO-OpiEHTOBAHI
[19]

OpicHTOBaHI HA CHHTAKCHC

[16]
OpieHTOBAHI HA J1aHi

[18]
I'ibpuani

[17]

Pucynok 4 — TakcoHOMisl ccTeM BUSIBJIEHHS aHOMalibHOTO Aoctyny 10 CKB/]

VY moromy 2018 poxy GitHub-turardopma 1711 po3poOHMKIB ITPOrpaMHOro 3a0e3eyeHHs, Oyiia
BpakeHa DDoS-arakoro 31 mBuakicTio 1,35 Tepabit Ha ceKyHay Ta TpuBaia npuOau3Ho 20 XBHUIIMH.
HesBaxkaroun nHa te, mo GitHub OyB moOpe migrorosieHuii no DDoS-atakm, cucrema 3axucTy
CBOEYACHO HE 3pearyBajia Ha KiOeparaky. AHam3 Ii€i KiOepaTaky IOKa3aB, 110 BOHA BIJ3HAYMIIACS
CBOIM MacmTaboM 1 TUM (hakToMm, 110 OyIa 3/1iCHEHOI0 3a JOIIOMOT0I0 CTaHAAPTHOTO MTPOrPAMHOTO
3abe3neuenHss Memcached ans mpuckopeHHs poOoTH BeO-caldTiB 1 Mepexk. JlaHi MpUKIaau CBiT4aTh
Mpo Te, MO CUCTeMy 3axucTy BbJ] moTpiOHO po3TismgaTd B KOHTEKCTI KOMIUJIEKCHOTO PIIICHHS,
BiIMOBiAHO A0 Beix piBHIB 3axucty bJ] Ta CKB/l, siki BiAMoBigatoTh 3a iXHE (YHKI[IOHYBaHHS.

BinbicTh Cy4acHUX CUCTEM BUSBIICHHS/3amo0irands BTopraens y b/ He 31aTHI nonepeauTu
IIKIAJMBL [l 10 TOTO MOMEHTY, TOKM BOHM HE 3aKiHYaThb CBO€ BHKOHaHHS. BpaxoByroui
koHpiaeHIiHicTh qanuXx B ICBII, 11e poOuTh TOCTYIIHI B TOTOYHUN MOMEHT Yacy PIlICHHS 3aXUCTY
BJ1 na ocuoBi cuctem IDS/IPS He 3aBx 11 eheKTHBHUMH.

Jl1st yCyHEeHHS HaBeICHUX HEOJIKIB JIOLIIBHO 3/1iicHIoBaTH 3axucT b/ Ha BCiX piBHAX Ta BCIX
ckianoBux apxirekrypu kibepsaxucty ICBII, ska mnoOynoBaHa, HampuKiIad, Ha OCHOBI
inTenektryanbHoi SIEM-cuctemu [2], 3 BOy10BaHUMH CIEIiaTi30BaHUMH MOJIYJISIMH, SIKi peati3yioTh
GyHKIIT MKIATMBOT aKTUBHOCTI caMe 1o BigHoueHHo 10 b/l

[Ipu iboMy, OZHIEIO 3 TOJIOBHUX LIJIEH BUKOPUCTAHHS MIACUCTEMH 3axXUCTy b/l € miaBuIeHHs
piBHA i1 kiOep3axucTy B icHyrouild apxitektypi SIEM-cucrtemu, 3a paxyHOK 3a0e3ledeHHs
MO>KJIMBOCTI OTpalfoBaHHs iHpopMalii npo moii Ta KiGepiHIMIEHTH, OB’ s13aH1 0e31mocepeHbO 3
bJI Ta 3x1ilicHeHHs onepeKyBajIbHOTO YIIPaBIiHHS IHIIUACHTAMU Ta MOA1ISIMH O€3MeKH Y OJIM3bKOMY
710 PEabHOTO Yacy PEeKUMI.

[lonibHe pimeHHs, B yMOBaX HENOBHOTH Ta HETOYHOCTI iHGopmauii mpo moiii, Mo
BIIOYBAaIOTbCSI B CHUCTEMi, MoOKe OyTH pealli30BaHMM IUISXOM 3aCTOCYBaHHS METOMIB
IHTEJIEKTYQJIbHOTO aHalli3y JaHHX, 30KpeMa, METOMIB Teopii HEYITKUX MHOXXKHH Ta HEYITKOTO
joriuHoro BuBoay. IlepeBaru manux MeToAiB HaBeAeHO B myOumikamii [22]. Ciif 3ayBaXkutu, 110 B
SKOCTI BXIHMX JAaHUX JJIs (PYHKIIOHYBaHHS 3alpONOHOBAHOI CHCTEMH, IMMOBHUHHI 3aTy4aTHCS HE
TIIBKK JaHl 6e3nocepenHbo npo BJI, a i onepariiiHy cucreMy, KOMIT'IOTEPHY MEpEKy Ta 1HIII
IpPOrpaMHi 3aCTOCYHKH, 5IKi B3aeMOJI110Th 3 B/
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BucHoBku. TakuMm unHOM, aHaJi3 cydacHUX Kibep3arpos b/l, ixHix Bpa3nuBocTel Ta METO/IB
1 TEXHOJIOTIH TXHBOTO KiOep3aXUCTy, TO3BOJISIE 3pOOUTH BUCHOBOK IPO ICHYIOUE y TEHEpIlTHii yac
MPOTHPIYYS B HAYIII 1 MPAKTHII, CYTh SKOTO TOJISATAE Y HEBIIMOBITHOCTI BUMOT, SIKI BUCYBAIOTHCS 10
MeroaiB kidepzaxucty b/ ICBII ta iXHIMH MOKITUBOCTSIMH 11010 HOTO 3/1HCHEHHS.

YcyHeHHS c(OpMYIbOBAHOTO MPOTHPIYYS MOXKE OyTH 3IHICHEHMM MNUISIXOM BHUPIIICHHS
aKTyaJIbHOTO HayKOBOT'O 3aBJaHHS 3 PO3POOKH MOeIIeH, METOIIB 1 MeToIuK Kibepxaxucty b1 ICBII
B YMOBaX HEMOBHOTH Ta HETOYHOCTI 1H(OpMaIlii Ha OCHOBI TeOpii HEYITKUX MHOKHMH Ta HEUITKOTO
JIOTIYHOTO BUBOJTY.

Y nepcnekTHBaxX NOJAJBLIIMX JOCHiIKeHb € moOymoBa apxitekTypu SIEM-cucremu 3i
CreIiajgi30BaHMMHU MOIYJISIMU BUSBJIICHHS HecaHKIioHOBaHUX BroprHeHb y b1 ICBII.
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IHOR SUBACH,
OLEKSANDR VLASENKO

INFORMATION TECHNOLOGIES FOR DATABASE PROTECTION AGAINST
CYBER ATTACKS IN MILITARY INFORMATION SYSTEMS

With the beginning of the Russian Federation’s large-scale invasion of Ukraine, the number of
cyberattacks on state authorities, critical infrastructure facilities, and units whose activities involve the
processing of critically important information, including the information systems (IS) of the Armed
Forces of Ukraine, has significantly increased. Modern information systems for military purposes
(ISMP) are an integral part of any system of management of defense and security forces of the state and
play an important role in the management of troops on the battlefield. The database (DB) is an integral
part of any ISMP, and its cyber protection is one of the most important factors in ensuring the integrity,
confidentiality and availability of data. The article presents an analysis of the current state of cyber
protection of databases in ISMP. A comparative analysis of existing cyber threats and types and types
of cyber-attacks on the resources of database management systems (DBMS) is given. Database security
levels are defined, and database security threats are classified according to them. The existing methods
and modern software solutions for database protection (DBMS) against various types of cyberattacks
are considered, their advantages and disadvantages are described. A promising direction for improving
existing systems for detecting cyberattacks in the aspect of implementing database protection at all
levels of the DBMS ecosystem, as well as all components of the ISMP cyber protection architecture, is
proposed, the essence of which is the intelligent processing of the received consolidated data.
Consolidation of database data (processing of information about events and cyber incidents directly
related to the database) subject to analysis provides a basis for the development of new approaches to
the detection of cyber-attacks, which are based on monitoring non-typical scenarios (exploits) of their
implementation. This approach provides an opportunity to resolve the identified contradiction in the
field of database cyber protection in the context of the inconsistency of the requirements that are put
forward for the methods of cyber protection of the ISMP database and the possibilities for their
implementation. In addition, the implementation of the proposed approach in combination with the
theory of fuzzy sets will allow effective cyber protection of databases in conditions of incompleteness
and inaccuracy of information.

Keywords: database, cyber defense, cyber threat, cyber-attack, intrusion detection system,
fuzzy set theory.
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