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With the rapid development of information technology and its implementation in our lives, the
problem of information protection is becoming increasingly important. During the hybrid war, the
large-scale transition of private and public organizations to remote work during the COVID-19
pandemic, the era of digital transformation of the state, this problem urgently requires a constant
search for effective solutions. Critical infrastructure, public and private sector information systems
suffer significant damage from cyberattacks. The magnitude of these losses directly depends on the
timely detection of unauthorized interference in their work. The purpose of this article is to establish
the advantages and disadvantages of known methods for their further effective implementation
within the construction of information security systems. To achieve this goal, the most common
methods of detecting cyberattacks are analyzed, their advantages and disadvantages are identified.
In particular, systems based on signature analysis are more stable and have fewer false positives.
However, they are ineffective in detecting new cyberattacks. Expert methods based on fuzzy logic
are characterized by the subjectivity of the results and time spent in implementation. Based on the
analysis, the prospects for the development of methods for detecting cyberattacks using artificial
intelligence technologies are identified, in particular, the use of grid networks to increase computing
power when working with large amounts of data and implementation of in-depth information
analysis algorithms is proposed. The results obtained can be used in the construction of integrated
information security systems and/or information security management systems. In addition, they
can contribute to the indexing (rating) of objects for assessing the level of cybersecurity, the
development of cyber insurance as an alternative approach to information protection and increase
Ukraine's potential in the field of cybersecurity and cyber defence. Building active cyber defence
systems using artificial intelligence technologies will provide a safer environment for the further
development of new technologies and the sustainable existence of society in it. In addition, it can
have a positive economic effect by minimizing anticipated losses and centralized implementation of
technical means of protection using dynamic allocation of resources.

Keywords: cybersecurity, cyberattack, intrusion detection systems, anomaly detection,
artificial intelligence, grid network.

Problem statement. In Ukraine, the processes of digital transformation are rapidly
developing [1], radical changes are being made to provide public services to citizens. The private
sector is also trying to attract customers through simplified procedures for obtaining goods and
services. However, on the other hand, all this carries risks of information security, in particular
cyberattacks can cause significant damage to both the state and its citizens [2]. It is important in the
implementation of measures to counter the attacks of an attacker is the timely detection of
cyberattacks and taking immediate measures to locate and neutralize them. Normative documents in
Ukraine define two approaches to information protection, including the creation of integrated
information security systems in information and telecommunications systems and the construction
of information security management systems [3]. As part of the implementation of both approaches,
an integral part is the implementation of organizational and technical means of monitoring and the
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ensuring the monitoring of information and telecommunications systems. Thus, one of the priorities
of cybersecurity in Ukraine is the creation and implementation of systems for rapid detection,
prevention and neutralization of cyber attacks.

Analysis of recent research and publications. The most commonly used methods of
detecting cyberattacks include such as the use of anomaly and intrusion detection systems, expert
methods based on mathematical models and fuzzy logic methods [4]. It should be noted that
unauthorized actions on the resources of the information system have an impact on the environment
that surrounds them, thus creating certain anomalies. For such systems, the concept of normal
behavior is quite vague, as to predict user behavior is not an easy task. As a result, the disadvantage
of this approach is the large number of false positives. However, such systems, in contrast to
systems based on signature methods, can detect new attacks on certain grounds. Anomaly detection
systems have the ability to generate data that can be used to create intrusion detection system
signatures. In [5], [6], [7] the efficiency of application of the mathematical apparatus of fuzzy sets
for the decision of such problems is investigated, and possibilities of its use for increase of
efficiency of the developed systems of detection of cyberattacks are outlined. In [8], an analysis is
carried out and a conclusion is made on expediency of application anomaly identification models
that simultaneously operate with qualitative and quantitative data and are based on the mathematical
apparatus of fuzzy set theory and fuzzy inference. In particular, an improved model for detecting
anomalies in the operation of information and telecommunications systems and networks is
presented. The essence of the improvement is to introduce weights for fuzzy rules that describe
anomalies that may occur during the operation of information and telecommunications systems and
networks as a result of unauthorized cyber interference and after the introduction of which, the
problem of fuzzy identification of anomalies in the information and telecommunications system is
to find a solution of the analytical expression, which connects the set of parameters of the state of
the system on the basis of which its anomalous behavior is determined and the expert decision
which corresponds to them taking into account the entered weights for rules. In [9] the method of
detecting one of the most common cyberattacks — JS (HTML) / Scrinject based on the application
of the mathematical apparatus of fuzzy set theory and fuzzy inference is presented. The
development of the methodology is based on an algorithm of actions, which includes the stages of
preparation of input data, fassification of the values of the studied parameters and the
implementation of the fuzzy inference procedure. In [10], a model for detecting anomalies in
information networks of military authorities is proposed, which is based on the theory of fuzzy sets
and fuzzy inference. As part of the analysis [11] a generalized study of software intrusion detection
systems on a certain basic set of characteristics (“‘Class of cyberattacks”, “Adaptability”, “Detection
methods”, “System management”, “Scalability”, “Level of observation”, “Reaction on cyber
attack”, “Security” and “Operating system support”). In [12], methods for identifying signs of
system compromise that can lead to cyberattacks are considered. In [13] the main methods of
detecting cyber attacks were analyzed, namely signature analysis (method of detecting abuses) and
the method of detecting anomalies. Based on the analysis of these methods, it is concluded that to
increase the level of security of information resources in information and telecommunications
systems, it is advisable to use methods based on the detection of anomalies, because they are
characterized by the detection 0-day cyberattacks. The paper reviews the main means of detecting
(counteracting) cyber attacks, including Intrusion Detection System / Intrusion Prevention System,
Firewall, antivirus programs and Security information and event management technologies. On the
basis of the considered means the typical scheme of application of means of protection against
cyber attacks was presented and analyzed. In [14] the most dangerous modern cyberattacks, in
particular, groups “ransomware”, and the phases of their passage are considered. Enterprise security
systems have been found to be unreliable in resisting “ransomware” attacks. One reason is that the
detection of passive bots by anti-virus scanning systems is becoming increasingly difficult due to
software code variability, bot behavior, and their diversity, while existing cyberattack detection
systems are largely based on macro descriptions (signatures, etc.) that present pre-identified known
security threats. In [15] is proposed a method of network-centric monitoring of cyber incidents,
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which is implemented in 8 stages: classification of cyberattacks, detection of cyberattacks,
categorization of cyber incidents, formation of a set of rules for extrapolation of cyber incidents,
definition of objects of protection, determining the impact of cyber incidents on the components of
information and telecommunications systems, determining the most critical components of
information and telecommunications systems, ranking the degree of danger of cyber incidents.

Based on the analysis of the above publications, it can be concluded that systems based on
signature analysis are more stable and have fewer false positives, but are completely ineffective in
detecting new attacks. Expert methods based on mathematical models and methods of fuzzy logic
have a subjective factor and are quite time consuming to implement.

The aim of this paper is the question arises of the optimal use of existing approaches to
detecting cyberattacks. The solution to this problem is based on finding a system model in which
the number of false positives will be less than the number of detected incidents, and the set of states
of normal operation of the system will be greater than the set of states of its incorrect operation.

The main material research. Given the development of information technology and ways of
cyberattacks to achieve such a ratio is quite a difficult task that requires a large amount of data,
automatic mechanisms for analysis and retrieval, knowledge and experience of the expert.

These tools can be provided using artificial intelligence technologies, as cybersecurity
analysts rely on vast amounts of security event data to predict, detect, characterize, and address
security threats. These analysts need to understand vast amounts of data to identify patterns that
lead to sensible decision-making and warning of potential threats, and this process requires
automation. Big data analytics and artificial intelligence can improve cybersecurity. Big data
analysis methods are applied to large data sets containing different types of data. The aim is to
identify patterns, correlations, trends and other useful information. Artificial intelligence provides
algorithms that can reason and learn to improve their behavior, and also includes semantic
technologies. Currently, a large number of automated systems are based on syntactic rules, which
are usually not complex enough to deal with the level of complexity in this area [16]. Thus,
artificial intelligence in combination with the methods of multifactor data analysis can form a
synergetic system for analyzing events in the information and telecommunications system that can
affect the state of such a system.

Of course, the process of creating such an artificial intelligence system is quite long, but
almost the only way to meet new challenges in cybersecurity.

Artificial intelligence systems based on neural networks have the opportunity to learn both
independently and with a teacher. Such a combined approach to their development may be the most
effective at present. The basis for the construction of such systems should be algorithms for
working with big data and in-depth analysis. The paper [17] presents an analysis of recent
publications on the construction of neural network models for detecting cyberattacks.

These technologies require significant computing power, which is currently lacking in our
state. However, in our opinion, the creation of a grid network (white botnet) is promising [18]. That
1s, every conscious citizen, having established a client application, can sacrifice part of the capacity
of his device, both during downtime and during active use of his device for the general cyber
security of the state. Everyone’s interest will be based not only on the importance of solving
cybersecurity problems, but also on the security of their own data. Thus, a certain security
ecosystem is formed [19], see Fig 1.

Rational for the implementation of such a system is the creation of the state's own free-to-
distribute antivirus or modification of existing antivirus products in the country with the consent
and support of developers, part of which will be the software module client grid. As a result, it will
be possible to obtain a large amount of data for analysis, increase the level of cybersecurity of
citizens, and obtain large computing power.

Successful examples of using grid networks to solve extremely complex problems in the field
of medicine, economics, production of new materials, nanotechnologies, etc. are already known in
the world [20].
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On the other hand, there is the issue of protecting this data, preventing compromise of such
grid client software. The introduction of such technologies in the international space and the
establishment of data exchange will make it possible to define the boundaries of Ukrainian
cyberspace. In turn, D.V. Dubov in his own monograph defines cyberspace as a new dimension of
geopolitical rivalry [21].

Defense

Execution

Governance

Human Capital

Figure — Cybersecurity ecosystem [19]

Further research in this area should relate to the setting of multi-criteria problems in order to
reduce the number of false positives and increase the adequacy of decisions. The development of
new interfaces for interaction with such a system will improve data collection and analysis
processes.

Some of the advantages of this approach include the ability to predict cyberattacks and
support the decisions of a specialist to neutralize the effects of negative influences. Such data can
also be used to index (rating) organizations, critical infrastructure objects, information and
communication technology service providers to monitor the development of cybersecurity in the
country [22].

In addition, it will contribute to the development of threat and attack classification [23], which
in turn can significantly affect the evolution of protection, through the development of new modules
and more specialized settings.

It is also possible to use such technologies to introduce the cyber insurance market [24] as an
alternative approach to information security. In which the organization, having assessed the possible
risks of information security can transfer them to the insurance company, reducing its own costs of
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information security. The main task of cyber insurance is to protect against attackers. This type of
insurance provides a financial mechanism for recovery after large losses, helping companies to
return to normal operation, maintain stability, solvency and reduce losses due to production
interruptions. Cyber insurance has gained its popularity in developed countries due to the
understanding that, implementing the latest solutions in the field of cybersecurity and conducting
constant work with staff, there is always the 1% risk of compromising the system, which is
impossible to predict and assess. That is why the procedure of cyber insurance is appropriate here,
which is characterized by a wide range of coverage and protects companies from financial losses as
a result of various attacks. And last but not least — the coverage is a break in production, loss of
profits as a result of cyber incidents. In addition, insurance companies offer the following additional
conditions: reimbursement of cybercrime investigation costs, anti-crisis PR to restore reputation, the
cost of legal protection and the restoration of IT systems.

One of the possible problems in the implementation of such an organizational and technical
solution is the need to develop regulations that will regulate the use of artificial intelligence
technologies. Although, the beginning of work in this direction is already there [25]. This document
defines the purpose, principles and objectives of the development of artificial intelligence
technologies in Ukraine as one of the priority areas in the field of scientific and technological
research. Additionally, it is noted that the introduction of information technology, part of which is
artificial intelligence technology, is an integral part of the development of socio-economic,
scientific and technical, defense, legal and other activities in areas of national importance. The lack
of conceptual foundations of state policy in the field of artificial intelligence does not allow to
create and develop a competitive environment in these areas.

However, it should be understood that artificial intelligence can be used for cyberattacks [26].
At present, such technologies are quite limited due to their cost, but given the trend towards the
development of technologies and their cheapening due to widespread use, it is necessary to respond
in advance to future threats.

Undoubtedly, no less important is the development of cyberattacks using artificial intelligence
in the framework of cyber defense of the state, the construction of active cyber defense systems.
Such systems can be used as a deterrent for other countries, which is extremely relevant in the
context of hybrid wars and the use of special information influences.

Conclusions. Thus, in our opinion, it is rational to simultaneously develop both cyber defense
and cyber defense elements using artificial intelligence. These areas can complement each other,
contributing to the continued development of such systems.

Of course, the possible risks of such technologies falling into the hands of criminals and / or
intelligence services of other states should not be underestimated. The development of approaches
to the protection of such systems can be the subject of a separate scientific study.
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CEPT'Ii1 CEPTEEB,
AHJIPIA JABUJIIOK,
AJIJTA OHMCBKOBA

oI TA HEPCIIEKTUBHA PO3BUTKY METOAIB BUSIBJIEHHSI KIBEPATAK
HA IHOOPMANINHI CUCTEMHM OB’€EKTIB KPUTUYHOI IHOPACTPYKTYPHU

B ymoBax cTpiMKOro po3BUTKY iH)OpMALIHUX TEXHOJIOTIN Ta BOPOBAKEHHS 1X y HAIIE KUTTS
BCE aKTYyaJbHINIOK CTae mpoliiema 3axucTty iHpopmarlii. ¥ nepiox ribpuaHOi BiifHH, MacITaOHOTO
Mepexoy NPUBATHUX Ta JISP’KaBHUX OpraHizalliii Ha BijmaneHy poodorty mia dyac nanaemii COVID-19,
enoxu 1HQpoBoi TpaHchopMmarllli Aep)kaBu JaHa MpolieMa HEBIIKIAAHO IMOTpedye IMOCTIHHOTO
nouryky e(exkTuBHHX pimieHb. IHpopmariiiini cucteMu 00’€KTIB KPHUTUYHOI iH(pacTpyKTypH,
JIEPYKaBHOTO Ta IMIPUBATHOTO CEKTOPIB 3a3HAIOTh 3HAYHKMX 30MTKIB Bija Kibeparak. BenmnunHa nux BTpar
HampsMy 3aJIeKUTh BiJ CBOEYACHOTO BUSBIICHHS HECAHKI[IOHOBAaHOIO BTPYUYaHHS B IXHIO poOOTY.
Meroro 1i€i cTarTi € BCTAHOBIIGHHS TIepeBar i HEMOJIKIB BiIOMHUX METOIB JJISl TOAAJIBIIOTO
e(eKTUBHOTO 1X BIIPOBA/KEHHS y MeEXax MoOyI0BH cHUCTeM 3axucTy iHopmamii. s gocsrHeHHs
MTOCTABJICHOT METH IPOAHAJII30BaHO HAWOLIBII PO3MOBCIOKEHI METOAW BHUSBJICHHS KiOeparak,
BU3HAYCHI 1X TiepeBard 1 HENOMIKH. 30KpeMa, CHCTEMH Ha OCHOBI CHTHATypHOTO aHaJi3y € OiLIbI
CTaOUTbHUMHU Ta MAalOTh MEHINY KUTBKICTh IMOMHJIKOBUX CIIPalibOBYBaHb. OHAK, BOHH Hee(EKTHUBHI
JUIs BUSIBIIEHHSI HOBUX KiOepaTtak. ExcriepTHI MeTOu Ha OCHOBI HEWITKOI JIOTIKH XapaKTepU3YIOThCA
Cy0’€KTHBHICTIO OTPUMAaHUX PE3yNbTaTiB Ta YaCOBUMH 3aTparamu y peainiszauii. Ha ocHOBI aHamizy
BU3HAYCHO MEPCIIEKTUBH PO3BUTKY METOMIB BUSBICHHSA KiOepaTak 3 BHUKOPHCTaHHSM TEXHOJOTIH
IITYYHOTO 1HTENIEKTY, 30KpEMa, 3alpONOHOBAHO BHUKOPUCTAHHS TpiaMepex s 30UIbIICHHS
OOUYHUCITIOBAJILHUX MOTY>KHOCTEH MPH POOOTI 3 BEIMKUMHU OOCSTaMH JaHUX Ta pealizallii alropuTMiB
DIMOMHHOTO aHaizy iHpopmarii. OTpuMaHi IPU MBOMY PE3YJIBTaTH MOXXYTh BUKOPUCTOBYBATUCS MTPH
noOy/I0BI KOMITJIEKCHUX CHCTEM 3aXHCTy iH(opmarii Ta/abo cucTeM YIpaBliHHS iHPOpMamiiHOO
6e3nexor0. KpiM 1bOro MOXYTh CHPUATH 1HICKCYBaHHIO (PEUTHHTYBaHHIO) 00’ €KTIB OI[IHIOBAaHHS
piBHS KiOep3axHCTy, PO3BUTKY BIPOBAKEHHS PHUHKY KiOepCTpaxyBaHHSI SIK aJbTEPHATHBHOTO
migxoqy N0 3axucTy iHdopmarii Ta 30UTbIIEHHS MOTEHIiany YKpaiHu B raimy3i KidepOesmeku Ta
kibepoboponu. [ToOynoBa crucTeM aKTUBHOTO KiOep3aXxHCTy 3 BUKOPUCTAHHSAM TEXHOJIOTIH IITYYHOTO
1HTEeNeKTy 3abe3meuuTh OUThII Oe3meyHe CepeloBHINE JUIs TMONANBIIOT0 PO3BUTKY HOBITHIX
TEXHOJIOTIM 1 CTajoro iCHyBaHHS CYCHUIbCTBA B HbOMY. J[0aTKOBO 1€ MOK€ Maru TMO3WTHUBHUMN
EeKOHOMIYHUN e(eKT 3aBIfKd MiHIMI3alll nependadyBaHMX 30MTKIB Ta LEHTPalIi30BaHOIO
BIIPOBA/PKEHHS TEXHIYHUX 3aCO01B 3aXHMCTY 3 BUKOPHCTAHHSAM JIMHAMIYHOTO PO3MOJILTY PECYPCIB.

KurouoBi ciioBa: kibepOesreka, kiOeparaka, CUCTEMU BUSBICHHS BTOPTHEHb, BUSIBICHHS
aHOMAaJTi|, IITYYHUHN 1HTEJIEKT, TpiIMepexa.
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