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The possibility of dynamic routes change between nodes that are not physically connected is a
key feature of the Internet routing. The exterior gateway protocol BGP-4 has been developed to
deliver this feature, along with policies and procedures of inter-domain routing. Developed for the
network of hundreds nodes that rely on information from each other, after decades BGP-4 is still the
same with tens thousands nodes and its crucial lack of routing data integrity. One of the most
significant problems deriving from its weaknesses is route leaks and route hijacks. None of the
proposed and partially implemented upgrades and add-ons like MANRS and RPKI can not deliver
reliable defense against those types of attacks. In this paper, the approach of risk assessment via
internetworking links analysis is developed. Although modern information security is based on risk
management, in this paper it is proposed to mitigate route hijack risks by enhancing links topology.
Estimating the risks of route hijack requires quantitative measurement of the impact of an attack on
the routing distortion, and therefore, the loss of information security breach. For this assessment,
this paper proposes to use knowledge of the features of the Internet topology at the layer of global
routing, which is determined by the interaction of autonomous systems - groups of subnets under
common control - according to the routing protocol BGP-4. Based on our formal representation of
IP routing, the relationship between topology and the risk of route hijack is shown. A new approach
to quantifying information risk using a new risk-oriented model of global routing, which will reflect
the properties of Internet nodes in terms of the risk of routes hijack.

Keywords: global routing, Internet, route hijacking, routing model, cybersecurity, risk
assessment.

Problem statement. Nowadays there are over 80000 nodes called Autonomous Systems
(ASes) interconnected in some way and thus building the telecommunication network — the Internet
[1]. Such a big figure of transit nodes and even much bigger number of links moves us from the
theory of graphs to the theory of complex networks, where the study of the general properties of
topology is preferred to the study of specific connections between nodes. [2], [3]. This is the start
point of route forges, route hijacks and other frauds with global impact each [4].

There are proposed proactive mechanisms such as Resource Public Key Infrastructure (RPKI)
[5]. It’s part of the Internet Routing Registry system. This service provides a collective method to
allow one network to filter another networks routes. The method begins with cryptographic signing
the route origin. A Route Origin Authorisation (ROA) is a cryptographically signed object that
states which AS are authorized to originate a certain prefix. A ROA contains three informational
elements: the AS Number that is authorized, the prefix that may be originated from the AS, and the
maximum length of the prefix. However, such techniques are fully effective only in global
deployment, and operators are reluctant to deploy them because of the associated technical and
financial costs. For example, Telia, one of the Tier-I Internet backbone operators, announced that
it’s using RPKI for security in its internet routing infrastructure since only September 2019.

In the face of the impossibility of reliable protection against damage associated with an attack,
it is necessary to learn how to manage risks arising from cyberattacks on global routing. For this
purpose, we must use well-studied topological peculiarities of the Internet to find methods of
routing attacks mitigation by a forehead improvement of the connections between Internet nodes.
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Analysis of recent research and publications. Anti-hijack protection consists of two steps:
detection and mitigation. RPKI mechanism with route origin validation is not sufficient to mitigate
AS hijacking. An analysis of the mechanisms of the attack, depending on its objectives and options
for its implementation is described in detail in [6]. Detection is mainly provided by third-party
services such as BGPMon. They notify the network administrator of suspicious events related to
their prefixes based on routing information. They track worldwide routes by tracing and keep track
of route announcements in BGP. In the event of an incident, the affected networks begin to mitigate
the consequences of the event, for example by announcing more specific prefixes to their networks
or by requesting other ASs to filter out false announcements. There are some other studies, which
offer mechanisms for route attack detection such as ARTEMIS [7] and Peerlock [8].

However, due to the combination of technological and practical deployment issues, existing
reactive approaches are largely inadequate. In particular, the most advanced technologies have the
following major problems:

— the variety of types of routing attacks and combinations of methods lead to the lack of a
reliable method for detecting route interception;

— operators should be informed in advance of legitimate changes to their routing policy
(new interactions between AS, announcement of a new prefix, etc.) so that such changes are not
considered suspicious events for conditional third party detection systems. Otherwise, adopting a
less rigorous policy to compensate for the lack of updated information and reducing the number of
false positives carries the risk of neglecting real events and not detecting false negatives;

— only a few minutes of unauthorized traffic diversion can result in heavy financial losses due
to the unavailability of service or security breaches. At the same time, the response time to incidents is
slow in any case, as a current practice requires the need to manually check alerts coming from
monitoring systems and third-party services. The duration of widely known incidents ranged from
several hours to months.

At the risk identification stage of the risk assessment process, specific requirements for the
quality of information are raised. There is a requirement of the highest possible level of
completeness, accuracy, and conformity at the time of its receipt. Quality requirements are also
raised to the quality of information sources [9].

The aim of this paper is, assuming the information above, to develop the methodology of
finding the relationship between topology and routing vulnerability to obtain certain methods for
quantifying information risk using a formal global routing model.

The main material of the research. Briefly overview the basics of global Internet routing
and the nature of route hijack. Existence of links between Internet nodes is determined by existence
of border interaction between groups of network communication equipment. With relation to border
interaction, we suppose these groups as a node, or as an autonomous system. An Autonomous
System (AS) is a group of IP networks having a single clearly defined routing policy that is run by
one or more network operators. ASes exchange routing information with other ASes using Border
Gateway Protocol BGP-4. Exterior routing decisions are frequently based on policy-based rules
rather than purely on technical parameters [10]. A model of 4 AS interconnection is represented in
Fig. 1.

Each AS provides network prefixes to which it is ready to accept traffic, to a connected AS (it is
called peer AS). So, AS4 has peering with AS3 using link d and announces it’s prefixed to AS3. It
means that AS3 now “knows” at least one way to transfer packets addressed to networks in which
prefixes are announced by AS3. At the same time, AS3 announces to AS4 its prefixes too. As it’s
shown in Fig. 1, AS3 also is peering with AS1 and AS2 using links b and ¢. Due to this, AS3 can
reannounce AS4 prefixes accepted from AS1 and AS2, and vice versa, reannounce AS1’s and AS2’s
prefixes to AS4. This ability comes from gateway protocols features, and its presence is subject to a
routing policy. Also, we can see that AS1 and AS2 are peering (a), so in the AS1-AS2-AS3 triangle,
they can be a transit node for each other. However, AS4 has only one peer and it can’t provide any
transit. It’s called “stub” AS.
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Pretend AS3 and AS4 are not linked, however AS3 by misconfiguration or maliciously
announces to AS1 and (or) AS2 prefixes originated by AS4. Due to the lack of integrity inherit to
BGP-4, AS1 and AS2 have no mechanisms to automatically verify and authorize those routes. More
complex network of ASes is shown in Fig. 2. AS6 is legitimate origin for 12.34.0.0./16 route,
however, if AS1 also announces this route, even in such easy network map we can see the nodes
(AS2 and AS3) which accept this route as the best (shortest) path. Being aware that according to
[BGP RFC] each BGP system can announce only one path —the best, i.e. shortest route for each
prefix, we understand that AS2 and AS3 will use and propagate forged route to all their peers.

AS 2
AS 1
c AS 4
b d

AS3

Figure 1 — Autonomous systems interconnection:
AS 1,2,3,4 — autonomous systems; a, b, ¢, d — links

And let’s look at Fig. 3 where the route hijack has become a prefix hijack due to (erroneous or
malicious) deaggregation of 12.34.0.0/16 prefix to more specific 12.34.0.0/17 + 12.34.128.0/17, in
result all other nodes will not use the route to 12.34.0.0/16 because of the existence of more specific
ones. In this case affected ASes will not stop to announce legal route to whole prefix 12.34.0.0./16,
although it can be used only if more specific /17 prefixes are not accepted by some AS for any
reason.

When (or rather “if”) the RPKI is implemented on 100% Internet providers including the
biggest Tier I networks, such hijack will not be possible due to route origin validation procedure,
complementary to global routing. But there’s nothing to counteract to man-in-the-middle attack with
AS path forgery, when origin keeps looking valid (Fig.4). Any ideas of registering and validating
complete set of legitimate Internet routes do not look realistic neither now nor in the future. That’s
why we suppose global routing will be vulnerable for a long time.

12.34.0.0/16: AS 4,56

12.34.0.0/16: AS 5,6

12.34.0.0/16: AS6

Figure 2 — AS1 performs hijack of the route to 12.34.0.0/16 belonging to AS6

12.34.0.0/16:A5 1,2 1

12.34.0.0/16: AS 7,5.6

12.34.0.0/16: AS 5,6

12.34.0.0/16:AS 1
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12.34.0.0/16: AS 5,6
12.34.0.0/17: AS 1,2
12.34.128.0/17: AS 1,2

R 12.34.0.0/16:AS6

12.34.0.0/17: AS 1 12.34.0.0/16:AS 5,6

12.34.128.0/17:AS 1

Figure 3 — AS1 uses deaggregatin to hijack the route to 12.34.0.0/16 belonging to AS6

12.34.0.0/16: AS 5,6

12.34.0.0/16: AS6,1 ! 12.34.0.0/16: AS 7,5,6

12.34.0.0/16: AS 6

12.34.0.0/16: AS 5,6

12.34.0.0/16:AS6

Figure 4 — AS1 forges route origin while AS2 is not using appropriate BGP filtering

Authors of major Internet topology studies have confirmed that the Internet is typically to the
naturally created networks has scale-free topology [3]. The main feature of this topology is power-
law degree distribution of nodes:

P(k) ~1/k”,

where k — number of links, or “power” of random node;

y— scaling exponent, 2<y<3;

P(k) — node degree distribution, i.e. probability that a randomly selected node has k links.
Scale-free networks are characterized by the presence of nodes with lots of relationships
(called hubs), while the average number of connections per node is relatively small. In this sense,
such networks are called scale-free. Measurements have shown that any network that develops and
in which the number of nodes grows, eventually turns into a scale-free network. The reason is that
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the older nodes in the network have more opportunities to receive links to new nodes at their
formation, as the Barabasi-Albert model shows. For the Internet, this phenomenon is familiar to the
average user on an example of World Wide Web (WWW): the longer web resource stays in WWW
without changing its address (URL), the more references to it calculated in web search engines.
Those two factors — the expansion of the network and the preferential connectivity of its new
members — explain the existence of hubs.

Distance between nodes can be defined as the number of steps required to get from one node
to another. Naturally, the nodes can be connected directly (via a single edge), or indirectly through
several other nodes edges. The shortest distance between nodes is called the path. Some authors use
the definition of “geodesic path”. There is an average geodesic path | value for the whole network:

2
= n(n—l)zd”’

i>]

where dij — geodesic path between nodes i and j.

Due to hubs, the average path between random ASes on the Internet is between 3 and 4,
although the number of ASes exceeds 80000. And there are metrics for Internet distance [11]:

d(v,u)=min(d(v,i) +d(i,u)). (1)

where i, u, v—random network nodes.

Then proceed from metric distance (1) to formal description of route hijack. Distance is the
parameter routing attacks are tampering. From a practical point of view, this means that if route is
hijacked only if the distance through the fictitious route will be less than through the real route.
Then let’s find the formula for affecting the node with forged route. The task of finding the best
route is complicated and non-linear. Therefore, the TCP/IP stack has adopted the so-called one-step
approach to optimizing the packet route (next-hop routing) - each router and destination node only
have to choose one step forward of packet transmission. A formal description of the Internet global
routing objects and processes is described in [12]. Here are formulated the process of choosing a
prefix p(a) by destination IP address and then choosing a route with the shortest path 7(p):

p(a)={mjin(pj) raepcA 0<j<|A}
7,(p) ={min(m,(p)) : 7eM,, veV,}

For common case, we assume that our network is connected, that is, at least one route to any
prefix is known at each node. If there are two or more prefixes on a particular node u, BGP chooses
one of them based on known criteria, the most important of which is path length. After that, this
route is in use at this node, and will it be announced to neighboring nodes. If at some node two or
more routes have the same path length, the decision will be made according to secondary criteria.
After passing each transit node, the route is extended by 1 node.

Consider at this stage the case of hijacking a route without deaggregation. Pretend there is a
prefix p, legitimately originated from node v, and it is hijacked by a spoofed route 7'(p, ), which is
created in the result of illegal, announce appeared to the network typically from one particular
malicious node [4]. False route 7'(p,) is competing with true route 7(p,) according to the 2" part
of (2).

In Fig. 1, we can see that 7'(p, ) will capture the nodes AS2 and AS3. On the other hand, AS4
and AS7 will receive a false route 7'(p, ) but it will lose z(p, ). These nodes will not pass it on to

their other neighbors. In more complex topology we could see that on some hubs route hijack with
initially one forged route can significantly increase the number of competing routes on some
network hubs.

)
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In more complex topology, we could see that on some hubs route hijack with initially one
forged route can significantly increase the number of competing routes on some network hubs. In
our opinion, the most plausible way to model route distribution is method of cellular automation.
However, the forged route leads to information risk only in two cases:

a) If it changes the route of IP packets through malicious node;

b) if it changes the final destination of IP packets.

Let’s explore relation between distance and risk assessment. As described below, likelihood

of inequality 7'(p,)< 7(p,) seen on particular node u, the more likely the bigger is d(v,u). The
extreme value d(v,u)=1 leads to impossibility to provide forged route 7'(p,) through the node u.

So this should also eliminate for node v the risk of data loss on node u.

It is easier to manipulate the path length if the path is longer. In the long way in the middle,
there are more nodes through which you can announce a forged route. Therefore, the probability P
of interception between nodes u, v increases for distant nodes and decreases for close ones:

P(v,u)~d(v,u).
And also information losses increase with increasing number of affected nodes. So does the
risk, and we reasonably assume that risk is proportional to distance:
V|
R~ d(v,u); ueV. 3)
i=1

The expression (3) is relative quantity of route hijack risk for node v regarding the target
group of network nodes V.

Conclusions. The most significant problem deriving from Border Gateway Protocol
weaknesses and vulnerabilities is route leak and route hijack threats. An important step towards
assessing the risk posed by attacks on global routing is to predict the impact of the attack, namely to
assess the scale of the attack (distribution routes, impact area, number of “damaged” routes).
Estimating the risks of route hijack requires quantitative measurement of the impact of an attack on
the routing distortion, and therefore, the loss of information security breach. There is a relationship
between the topology of the Internet and routing vulnerability. In this paper, formulated and
proposed a new approach for quantifying information risk using a metric distance based on formal
global routing model.
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BITAJII 3YBOK

BU3HAYEHHS CKJIAZOBUX PU3UKY NEPEXOIVIEHHSA MAPHIPYTY
IIJISIXOM AHAJI3Y TOHOJIOT' T IHTEPHET-3B’SI3KIB

MoXxIMBICTh 3MIHM AMHAMIYHUX MapUIpyTiB MIX By3laMH, sKi (i3u4HO HE MOB’s3aHi, €
KJIFOYOBOIO 0COONMBICTIO MapmipyTtu3amii B IaTepreri. Jlna 3a0esneueHHs 11i€i ¢GyHKIii OyB
po3po0ieHnit MPOTOKON 30BHIMIHBbOTO nuno3y BGP-4, a Takox NOMTHKM Ta NpOUEAYpH
MapHIpyTH3aiii MK JoMeHamMHu. Po3poOieHuil 1l Mepexi COTeHb BY3JIIB, SKI MOKJIAIalOThCS HA
iHpopmaniro oguH Bix ogHoro. Ceoronni BGP-4 3B’a3ye Mepexy 3 AecATKaMu THCSY BY3JIiB ITOTIPU
HOT0 KPUTHYHI BPA3JIMBOCTI, HacaMIIepe/] BiICYTHICTh IITICHOCTI AaHUX Mapmipytu3aiii. OmHiero 3
HAOIbII 3HAYYIMX NOpoOJeM, IO BHHUKAE YHACHIAOK HOro Bpa3JIMBOCTEH, € BUTOKU Ta
BUKpaJieHHS MapuipyTiB. JKomHe i3 3almpolOHOBAaHHMX Ta YaCTKOBO pEajli30BaHUX OHOBJICHb Ta
JIOTIOBHEHB J10 TiobanpHOi Mapmpytu3samii sk MANRS Ta RPKI He Moke 3a0e3meunT HaIIHHUN
3aXUCT BiJ Takux TumiB arak. OTxe, iCHye mpobiieMa 3MEHIICHHS HAcHiJKiB peaii3alliil 3arpos
gepes I Bpa3JIMBOCTI 1 BOHA MOTpeOye MPUHIIMIIOBO HOBOI MeToa0Orii. B poOoTi po3BUBaeTHCS
HampsiM OLIHKU PHU3UKY MEPEXOIUICHHS MapUIPYTiB LUIIXOM aHali3y MDKMEpEeKeBUX 3B S3KiB.
OCKiNbKH CydacHa METOOJIOTIS yIpaBiiHHS iH(popMalliiiHOo Oe3rnekoro 0a3yeThesi Ha ympaBIliHHI
pU3MKaMHU, B JIaHii poOOTI MOBOJIKEHHS 3 PU3MKOM (3MEHIIEHHS WMOBIPHOCTI HACTaHHS TpHTIepa
PHU3UKY, 3MEHIIEHHS MaKCHMAJIBHOTO 30MTKY) TMPOMOHYETHCS IIISIXOM BIOCKOHAJIEHHS TOIOJOTI]
3B’s13KiB. OIliHKa PU3UKIB MEPEXOIUIEHHSI MApIIPYTiB BUMAarae KijgbKiCHOTO BUMIpPIOBAHHS BIUIMBY
aTak, SIKAI MaTepialli3yeTbes sIK CIOTBOPEHHS JIETITHMHUAX MapUIPYyTiB MPOXOJUKEHHS iH(popmartii
Ta TPU3BOJAUTH 10 BTpartH iHGopMmamiitHoi Oe3meku. s Takoi OHIHKKM B JaHid poOOTI
3aMporOHOBAaHO BUKOPHUCTATH 3HAHHS OCOOJMBOCTEH TomoJjorii IHTepHeTy Ha piBHI T100anbHOI
MapuipyTu3aiii, ika (pakTHYHO BU3HAUAETHCS B3a€MOJIIEI0 ABTOHOMHHUX CHUCTEM — IPYIl MiJMEPExX
i 3aralbHAM KepYBaHHIM — IO MPOTOKOIy Mapuipytusanii BGP-4. B po0oTi Ha 0CHOBI Bi1acHOTO
¢dopmanbpHOTrO npencTaBieHHs |P-mapmpyTu3anii moka3aHo 3B’s30K MK TOIOJIOTIEIO Ta PU3UKOM
MEePEXOIUIEHHsT MapHIpyTy. 3ampolOHOBAaHO HOBHM MiAXIJM JO KUIBKICHOTO BHU3HAYEHHS
iHpopMalifHOrO pPHU3MKY 3a JONOMOTOK HOBOi PHU3HMK-OPIEHTOBAHOI MOJeNi IJ100aJbHOI
MapuipyTusauii, ska BiJoOpakaTUMe BIACTHUBOCTI I[HTEpHET-BY3/1iB 3 TOYKU 30py PH3UKY
NePEeXOIUIEHHS MapIIPYTiB.

KurouoBi cioBa: rio0anpHa MapuipyTusailisi, [HTEpHET, IEepeXOIUIeHHST MapIIpyTy, MOJIETh
MapuipyTu3saiii, Kibepoesneka, oliHKa PU3HKIB.
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