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Understanding the special role of information in scientific knowledge formation is
simultaneously accompanied by a high level of uncertainty regarding the nature of both information
and knowledge. There are many approaches to information that can be constructively applied in
some special areas of activity but remain completely useless in others. Against the background of
such “informational diversity”, many researchers more often had the idea of the need for a universal
explanation of the information phenomenon. The need to solve this problem is intuitively
substantiated by the fact that the formation of information and its application create the foundation
for many processes of self-organization and control in systems of various nature: chemical,
biological, social, technical, and others. From the same point of view, the concept of information is
often referred to as the primary one when explaining other also little understood phenomena: signs,
semantics, knowledge, psyche, intelligence, mind, consciousness, self-awareness, mathematics,
probability, and others. The universal concept of information and concepts derived from it can
become a set of tools for formalized analysis from common conceptual positions of information
processes in various scientific fields. The article presents the results of research, within the
framework of which a universal information concept was obtained using a set of basic statements
(axiomatic approach) and means of terminological, graphic, mathematical formalization (means of
overcoming uncertainties). The information phenomenon is presented as a special result of the
interaction of physical objects: the property of an object acquired during interaction contains the
characteristics of another object. This approach to explaining the nature of information (attributive-
transfer nature of information, ATNI), made it possible to determine the components of the process
of its formation: informational impact, information carrier, essence, and semantics of information.
With their help, derived concepts are defined: information environment and its characteristics;
cybernetic system, the formalized model of its controlled behavior and security criteria; signs and
their relationship with information; knowledge and intelligence of the cybernetic system. The
applicability of the proposed approach to the analysis of processes in information environments of
various natures: protein, neural, computer, has been tested.

Keywords: nature of information, information environment, information impact, semantics of
information, cybernetic system, controlled behavior, cybernetic system security, cybernetic system
security, nature of signs, knowledge, intelligence of a cybernetic system.

Problem Statement. The increasing scale and depth of new knowledge in various scientific
areas are reasonably associated with the development of information technologies. However,
understanding the special role of information in obtaining scientific knowledge is accompanied by a
high level of uncertainty regarding the nature of both information and knowledge. There are many
different approaches to information that can be constructively applied in some special areas of
activity, but remain completely useless in others. The scientific community is increasingly
discussing the opinion about the need for a universal explanation of the phenomenon of
information. The emergence of such a concept will create the foundation for explaining many other
common concepts in various fields that are associated with information: “signs”, “knowledge”,
“cognition”, “mental representations”, ‘“semantics”, “intelligence”, “consciousness” and many
others. From the standpoint of practical application, the universal concept can also become an
effective tool for the formalized analysis of information processes in systems of various physical
nature: biochemical, biological, social and technical.

© I. Yakoviv, 2020
191



P-ISSN 2411-1031. Information Technology and Security. July-December 2020. Vol. 8. Iss. 2 (15)

Analysis of researches and publications. Numerous attempts to clarify information using
various quantitative assessments of the complexity of a set of objects of different nature (sign
messages, algorithms, semantic constructions, concepts, molecules) do not allow to reveal the
essence of the information phenomenon. For example, the well-known combinatorial,
probabilistic and algorithmic approaches to the “amount of information” [1] - [4] cannot explain
the essence of a geographical map as information about any part of the area. Within the
framework of another direction related to the “quality of information”, the semantic content of the
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term “information” is often explained using the terms “data”, “information”, “messages”, “signal -
sign systems”, “knowledge”, “mental representations” , “Semantics”, “intellect”, “consciousness”
and some others, which also have a high level of uncertainty [5] - [10]. As a rule, these terms
themselves are explained through information. This approach significantly complicates the
analysis of information processes, directing the course of reasoning in a closed-loop (“the
principle of a vicious circle) [11].

One can often come across opinions about the connection of information with a certain
substance unknown for science yet. This explanation contributes to the widespread dissemination of
myths about the universal information field (matrix), the ubiquitous energy-information exchange,
quantum psychoanalysis and other parascientific phenomena.

Despite the large number of different approaches to understanding the nature of information,
many researchers had the idea of the need to form a system of views that would allow obtaining a
universal explanation of the phenomenon of information. If with the help of such a definition it will
also be possible to obtain an explanation of the essence of related concepts that are intuitively
associated with information (signs, semantics, knowledge, psychology, intelligence, thinking,
consciousness, and others), then a set of tools will appear for the formalized analysis of information
processes in various fields of science.

For the first time specifically and multifaceted about the problem of the universal concept of
information was formulated in the work of Luciano Floridi “What is the philosophy of
information?”, 2002 [12]. In this work, the concept of information refers to the fundamental concept
by which other basic concepts of being, knowledge, life, intelligence, meaning, good and evil can
be explained. Based on the results of the specification of tasks for the philosophy of information, 18
problems were identified, grouped into 5 sections: 1) analysis of the concept of information; 2)
semantics; 3) the study of rationality; 4) the relationship between information and nature; 5)
research of values [13]. The first and main problem on this list is — What is information?

The purpose of the article is to develop a universal concept of the phenomenon of
information and a set of derived concepts for formalized analysis (terminological, graphic and
mathematical) of processes in information environments of different physical nature.

The main material research. This paper presents the results of studies in which a universal
concept of information is proposed using a set of basic statements (axiomatic approach) and means
of terminological, graphic and mathematical formalization (means of overcoming uncertainties).
With its help, related concepts are defined: essence and semantics of information; information
environment and its characteristics; cybernetic system, its informational processes of behavior
control and criteria of their safety; signs and relationship with information; knowledge and
intelligence of the cybernetic system. The universality of applicability of the proposed approach to
the analysis of processes in information environments of various physical natures: protein, neural,
computer, has been tested.

1. Definition of the universal concept of information. At the beginning of the research, a
set of initial statements was formed, limiting the scope of reasoning about the nature of information
and the procedure for forming a concept for the term “information™:

1) the phenomenon of information existed before the appearance of life on Earth (example:
a shadow from a rock, reflecting the shape of a rock). To describe the nature of information, it is
necessary to exclude the terms associated with human consciousness (messages, information,
knowledge, thinking, idea, intellect, semantics, understanding, falsehood, truth and many others);
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2) the nature of information and information processes must be explained through the
fundamental concepts of classical physics — matter, substance, physical object, object property,
interaction, space-time and others;

3) it is fundamentally important to distinguish real objects with their properties
(composition, structure, color, weight, possible states, location in the environment, their behavior,
and many others) from information about these objects and their properties. The subject and
information about this subject are two different physical objects at different points in space-time;

4) the properties of objects are determined by the nature of the ordering of their constituent
parts and are manifested through interaction with other objects;

5) information is a special result of physical interaction of real objects;

6) information is always associated with a material object that is its carrier and located at a
specific point in space-time.

There is always an opportunity to correct the essence of these basic statements or to expand
their set.

Within the framework of a set of statements, imagine a frequently observed situation: two
physical objects can interact. The interaction results can be as follows:

1) one or both objects cease to exist;

2) objects continue to exist without changing their properties;

3) objects continue to exist, but they lose old or acquire new properties;

4) the acquired property of at least one of the objects is determined by the ordering of the
elements of the second object.

The last event is the most interesting. Let’s look at three examples. The rising sun has formed
the shadow of the rock, repeating the shape of the rock. The second situation: on wet soil, a wild
animal leaves a chain of tracks, the shape of each of which contains unique characteristics of both
the species and the individual itself. The stream of light reflected from the tracks can change the
direction of the hunter’s movement towards the escaped animal. Even without knowing the essence
of information, we can talk about the informational impact on the hunter (behavior change after
receiving valuable information). The third situation: a person — a witness of a dangerous event
(strong earthquake in the ocean, sudden volcanic eruption) composes a text message. A message
transmitted via communication channels can lead to dramatic changes in the life of society
(introduction of a state of emergency, evacuation of the population). The common thing that unites
all these different situations is the presence of such physical interactions between objects, the results
of which are newly acquired properties of objects that reflect the property of the influencing object.

A similar example of the interaction of objects can be found in biochemical processes. In the
processes of transcription (synthesis of RNA molecules on a DNA matrix) and translation
(synthesis of proteins on an RNA matrix), an ordered set of DNA nucleotides determines an ordered
set of amino acids in the synthesized protein. Also, DNA sections determine the sequence of actions
within the framework of the regulatory and structure-forming functions of a developing living
organism.

Within the framework of the basic set of limiting statements described earlier, and based on
the analysis of not only the examples given, but also many others, it is possible to formulate the
following concepts for the term “information” [14]:

1) information is a property of an object, acquired as a result of interaction with another
object and is a mapping of the property of this another object;

2) information about object A in object B, i.e. I(A:B) is an ordered set of elements of object
B, formed as a result of its interaction with object A and is a reflection of the ordering of the
elements of this object A.

The first definition is simpler in terms of perception, and the second is more complex, but
more strict in terms of semantic uncertainty. However, the remaining uncertainty in its components
(“object”, “element of an object”, “display”, “ordering” and others) can be reduced by applying
some basic concepts of mathematics (ie, using mathematical formalization). In what follows, the
proposed paradigm will be called the attributive-transfer nature of information (ATNI).
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2. Mathematical formalization of the concept of information. Let there be an object A,
which can be represented as a set (set) of its properties

A={at,A} 1)
where an element of the set at;A is one of the properties of the object A (notation at from the

“attribute”);
index i =1, ...,1 — attribute number, | — number of attributes considered.

Let the attribute atA (for example, a part of the shape of an object that looks like a
hemisphere) can be represented as a relation on the Cartesian product of three sets of the coordinate
system at the location A. Let’s call this relation “hemisphere” and represent it as follows:

“hemispere” =at, Ac X, xY,xZ,, (2)

where the subscript , indicates the location of the axes of the coordinate system in space near

object A. In turn, each element of this relation (subsets on the Cartesian product) can be

represented by an ordered triple (x, y,z), each of which belongs to the relation
“hemisphere”:

(x,y,2)c at, A =“hemispere”. 3)

Let us similarly describe the second object B: B = {atj B}, j=1...,J. Each property of this

object can be represented as a relation on a Cartesian product:
at;B < XgxYgxZg, (4)

moreover, object B does not have the shape of a hemisphere, i.e. all properties (attributes) of this
object do not refer to the “hemisphere” property:
vat;B #(at;B = “hemispere™). (5)
With this designation, information on object B about the property of object A, which is a
hemisphere, can be written as follows:

I(atA:B)=(B,at, ,B)| f,.,” : at;A I—at, B (6)

j+1 j+l

that is, information about the property at.A of the object A in the object B is object B with the

acquired (at time t1) property at. B, which was formed by the action fmap(tl), which mapped the

j+H
feature of the property at; A (at;A =<“hemispere”) into new property at;,,B (at;,,B =“hemispere”).

It is understood that expression (6) is not limited to application only to the property
“hemisphere”, which was used only for example. The proposed information paradigm makes it
possible to formulate the following related concepts:

1)  object A is a source of information 1(at A: B);

2) object B is an information carrier I(at,A:B), which determines the location of
information in space-time;
3)  theproperty at A is the essence of information 1(at,A: B), i.e. at; A=essence[l (at,A: B)];

4)  the acquired property of the information carrier at. ,B is the semantics (meaning) of

j+l

information 1(at,A: B), i.e. at;,,B =semantics[l (at,A: B)]. The property of object A is reflected

j+HL
in the semantics of information. When analyzing some information about the object A, the type of
the information carrier is not critical, then the semantics of information can be simply denoted as
semantics(A);

5) fap — Mapping operator (index m,, — from word “mapping”) determines the nature of
the interaction of objects during the formation of information.
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In turn, the essence of the mapping operator f_ . can be viewed against the background of the

p
relation F ., on the Cartesian product of the sets, with the help of which objects A and B were

represented, i.e.:
f (tl)eFmapc{XAxYAxZA}x{XBxYBxZB}. (7)

map

t1)

In this case, a specific implementation of the mapping mechanism fmap( , which has formed,

based on a specific property of object A(essence[l(atiA:B)]:atiA), a new property of object
B (semantics[l (at,A: B)|=at

;1B ), can be represented as an element of a subset of F .

frap :(@GA I— at,,B)cF,,, . (8)

map .

Formula (7) can be interpreted as a description of a set of all information situations that can

arise between objects Aand B when they are interconnected through physical interaction F_ .

Formula (8) describes a specific implementation of one of these situations. The elements of this

subset (relations) are ordered pairs of properties from two objects, which can be designated by the
following options (9), (10):

j+l

(ati A’ fmap (ati A)) ! (9)
(@t A, at;,,B) = (essenfl (at;A: B)], semanticdl (at A: B))c F,,. (10)

The proposed attributive-transfer approach to the nature of information (ATNI), formalized in
expressions (1) - (10), opens up additional opportunities for the development of tools for analyzing
various information processes. For example, for subjects of cognitive and/or constructive activity,
the procedure for evaluating the information received is important. A person is constantly faced
with the need to evaluate information according to different criteria (“good-bad”, “truth-false”,
“authentically-unreliable”, “actual-irrelevant”, “useful-unnecessary” and others). Within the
framework of the paradigm, with the help of the related concepts “essence-semantics”, it becomes
possible to highlight and clarify the meaning of the procedures for evaluating information about an
object. For example, the following procedures can be distinguished:

1) comparison of the semantics of information about an object (i.e., a property of an
information carrier) with the essence of information (i.e., a property of an information source);

2) comparison of the semantics of two or more different information about one object;

3) comparison of semantics of information about different objects and others.

Falling under the concept of “assessment”, these procedures differ in the components being
compared. The list of procedures itself can be expanded if we take into account that the essence of
assessment is to compare the properties of physical objects of the same or different nature. The
result of the comparison (i.e. — evaluation) of properties can be expressed in terms of one of the
types of possible relationships between properties. An example of a commonly used relationship:

1) similarity relation — the ordering of elements in the essence of information
(atiA:essence[I (atA: B)]) is preserved in the ordering of other elements in the semantics of

information (atj+lesemantics[I (atA: B)]), but in different proportions (example: a person’s

appearance and a photograph of a person);

2) the ordering relation — the ordering of the elements of the essence of information is
replaced in the semantics of information by the ordering of elements of a different nature. An
example from molecular biology — an ordered set of nucleotides in the structure of DNA determines
an ordered set of amino acids in the structure of a synthesized protein (transcription and translation
procedures).

In the example, only two types of possible relationships are considered. The size of the set of
relations is limited by the number of forms of representation (description) of these compared
properties. The choice of form depends on the subject of the assessment.

j+1
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The proposed paradigm will further be used to represent from a unified standpoint the entities
of more complex information processes that are associated with the use of signs, knowledge and
intelligence. As an auxiliary tool for describing these entities, the concept of “information
environment” will be previously considered and a model of the behavior of a controlled (cybernetic)
system will be developed.

3. Information environment. The proposed paradigm was built on the assertion that
information, as a special phenomenon of the physical world, could exist even before the appearance
of life (biological systems). This approach made it possible to describe information through terms
that can be associated with inanimate nature: object, property, impact, display. On the other hand,
the experience of each person allows us to assert the important role of information in living nature.
It is used in the interaction of living beings with each other and with the environment, directly
affects their behavior and determines their ability to survive. Within the framework of determining
the constructiveness of the proposed approach, it is interesting to check the possibility of its use for
a formalized explanation from a unified standpoint of the essence of information processes of both
inanimate and living nature. For example, how can information about the environment be used to
shape the behavior of a biological or technical system? How is information related to the knowledge
of the system and how is it applied in the process of cognition? How does the information and
knowledge of the system relate to its behavior? What behavior of the system can be considered
intelligent?

This formulation of the question allows us to turn to cybernetics, which explores the general
laws controlled systems of various natures (chemical, biological, social, technical). Systems that
shape their behavior under the influence of any external and/or internal factors will be further
referred to as cybernetic systems (CS). The known models of such systems assume that they consist
of a managed object and a subject of management. By exchanging signals between these
components via forward and reverse communication channels, the behavior of the system is
determined. A typical example of a graphical representation of a cybernetic system is a model of
basic operations of industrial control systems [15], a fragment of which is shown in Fig. 1.

Transfer variables \\ Controller _)’l The controller interprets

monitored parameters (subject of management) the signals to the control

(Forward Link) I,,_> variables

A 4

Sensor Actuator

Transmission signals
values control variables
(Reverse Link)

Control loop

Controlled process
(managed object)

Figure 1 — Model of basic operations of industrial control systems

Within the framework of the model, the values of the state parameters of the managed object,
formed by the sensors, are sent to the controller (the subject of management) using signals from the
direct communication channel. The controller interprets these signals and generates variable values
of the control parameters. The latter, using the signals of the reverse communication channel, are
transmitted to the actuators, which on their basis transfer the control object to the desired state. The
disadvantage of this and other similar models of operations of cybernetic systems is the lack of
explicit representation of information and its properties. This significantly complicates many studies
related to the use of information in management processes. For example, within the framework of
determining the criteria for the safe behavior of technical cybernetic systems of critical
infrastructure in conditions of unauthorized information influences, some uncertainties arise:
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1. Is it possible to apply classical approaches to information security (observance of
confidentiality, integrity and availability of information) while ensuring the security of a cybernetic
system without specifying the place of information and its semantics in the system?

2. What is the safe behavior of the system and is it possible to formalize its criteria?

3. Is it enough to observe only information security criteria to ensure the safe behavior of
the cybernetic system?

To overcome such uncertainties, the next section will consider a model that, based on the
proposed paradigm, will explicitly represent information, its semantics and essence in the processes
of forming the behavior of a cybernetic system. Preliminarily, in this section, we will introduce the
concept of an information environment, which will help clarify some aspects of information
processing in management processes.

In what follows, under the information environment of a cybernetic system (hereinafter — 1E)
we mean a set of interrelated elements of the same physical nature (hereinafter — operational
elements, OE), which allow:

— to fix the results of information influences in the form of changes in the values of the
properties of these elements (following the proposed paradigm, the acquired values of properties are
the semantics of information, hereinafter — semantics);

— store the semantics of information;

— to form semantic constructions based on information semantics;

— perform various operations on semantics (comparison, union, analysis, synthesis, and
many others);

— create and provide processes for using semantics in the interests of other systems;

— based on semantics, form informational influences for the exchange of information with
other CS.

In humans and higher animals, which are classified as biological cybernetic systems, the
following two types of the most famous information environments can be distinguished:

— protein information environment (PIE);

— neural information environment (NIE).

Apparently, there are more such environments. The most famous are listed. Let’s try from the
standpoint of the ATNI paradigm to highlight the general characteristics of some information
environments and clarify their meaning.

3.1. Protein information environment (PIE). Characteristics:

1) the source of information is a piece of DNA (gene), consisting of a sequence of
nucleotides;

2) the carrier of information in the environment is a synthesized protein;

3) the information in the environment, I(gene: protein) a synthesized protein, the sequence
of amino acids in the structure of which reflects the sequence of nucleotides in a piece of DNA
(gene);

4) the essence of the information in PIE is the structure of a gene (a sequence of nucleotides
on a piece of DNA). That is, within the framework of the accepted designations:

essence[l (gene : protein)] = ““gene structure”; (11)

5) the semantics of information in PIE — the sequence of amino acids in the structure of the
synthesized protein. That is, within the framework of the accepted designations:

semantics| | (gene X protein)] = “protein structure”; (12)

6) the operator of the information environment mapping is a set of rules (gene code) that

implements in living cells the mapping of the sequence of nucleotides in a gene (DNA segment)

into a sequence of amino acids in a synthesized protein. That is, within the framework of the
accepted designations:

froap ) ={rule,}:“genestructure” 1— “proteinstructure”, m=1..,M , (13)
where {rule, }is aset of M rules that implement information mapping;
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7) operational elements of the environment — cells of a biological organism, which are
interconnected by the extracellular matrix and transport;

8) operations with semantics in the protein information environment:

— combining proteins (semantics of the environment) with each other and with other
organic substances, to form cell components (organelles), intracellular structure (cytoskeleton) and
extracellular matrix;

— application for the implementation of motor, transport, signaling and other functions of
cells and the whole organism;

— use as a catalyst for biochemical processes in the cell during metabolism;

— many other.

9) features of protein information environments (PIE):

— PIE is a set of operational elements (i.e. cells of the body), each of which contains within
itself the same sets of information entities in the form of DNA;

— each operational element, using a standard set of rules, reads individual entities of
information (DNA sections — genes) and forms the semantics of these sections (proteins with a
given structure);

— within the framework of both cells and the whole organism, the formed semantics (i.e.
proteins) perform various functions: structural, protective, signaling, regulatory, transport, receptor,
motor and others;

— a complex of semantics serves as a building material for an organism (biological
cybernetic system), controls its development, determines its properties in the environment and the
order of its use (i.e. determines the phenotype of an organism);

— the mechanism of development of the organism is based on the division of the OE(cells),
during which sets of entities are copied. The set of the organism’s capabilities for survival in the
environment (the phenotype of the organism) is determined by the same sets of information entities
(genotype), which are found in all cells of the organism and almost do not change during the
lifetime;

— the essence of information can change during the formation of a new separate organism
by:

— combining information entities (genes) of parental organisms;

— the effects of some random factors of the external and internal environment (radiation,
chemical effects, errors of biochemical mechanisms , and others).

3.2. Neural information environment (NIE). Specifications:

1) source of information — objects of the external environment (OEE);

2) information carrier — neurons and their associations (neural network, NN);

3) information in the environment, I(OEE:NN) — a part of the neural network (network
pattern), the properties of which have changed when displaying the properties of objects in the
external environment.

Note, under the structure of NN we mean a set of neurons (operational elements of the
environment) and synaptic connections between them;

4) the essence of information for the NIE is the properties of objects in the external
environment. That is, within the framework of the accepted designations:

essence[l (OEE :NN )] = “environmental object attribute (EOA)". (14)

Note. Fundamental differences between NIE and PIE:

— essences of information are located in the external environment of the cybernetic system;

— the set of entities may change;

— anessence can be any object of the external environment, which allows for informational
impact on the neural network;

5) the semantics of information in NIE is the properties of the pattern of a neural network,
which are formed by exchanging packets of electrical impulses between neurons through their
synaptic contacts. At the synapse itself, excitation is transmitted by mediator molecules. The
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interaction between neurons refers to electrochemical processes. Initially, packets of impulses are
generated by sensory neurons of the sense organs. The intensity of the pulses (the number of pulses
in one packet) depends on the magnitude of the external influence on the sensor.

Using the example of a person, we will present in more detail the formation of NIE semantics.
The human sense organs are differentiated according to channels of external information influences
of various nature: optical (vision), acoustic (hearing), mechanical (touch), chemical (taste, smell,
touch,). External influences with the help of sensory neurons of the sense organs form a spatio-
temporal image of the external environment. This image in the form of a set of several parallel
sequences of packets of pulses is transmitted along neural highways. Such a set can be called
neuroelectric semantics (NESem). Such semantics are supported in the information environment by
the neurophysiological mechanism of short-term memory and are destroyed by the next external
influence on the sensors. In NIE, one can also distinguish a kind of semantics of a different nature,
which is formed using the mechanism of long-term memory. These semantics are formed under the
influence of neural impulses on the pattern of the neural network of the coronal part of the brain.
The mechanism of long-term memorization (coding) of images in neuron patterns has not yet been
fully understood. Most likely, it is associated with the formation of new synaptic connections and
changes in the effectiveness of existing connections. In turn, the properties of synaptic connections
are regulated by the biosynthesis of proteins in neurons that conduct packets of electrical impulses
through themselves. These proteins determine the level of sensitivity of the synaptic membrane to
the mediator [16]. Such semantics can be called neuroprotein semantics (NPSem). These two kinds
of information semantics can be described as follows:

NESem[I (OEE : NN )] = “spatio-temporal set of packets of electrical impulses of neurons of a

neural network pattern”; (15)
NPSem[I (OEE : NN)] = “a set of synaptic connections between neurons of a neural network
pattern and values of their efficiencies ”; (16)

6) the operator of mapping the information environment. Unlike PIE, the neural information
environment uses several channels for generating information about the external environment,
which are associated with various sensory organs. In turn, each such channel consists of a sequence
of external and internal components of informational influences. External components are physical
processes of various nature (optical, acoustic, chemical, mechanical) that transmit influences from
objects in the external environment. All internal components of the channels are implemented by
the mechanisms of the neural information environment. The external and internal components of the
channel are interconnected by the sensory neurons of the sense organs. These neurons convert
external influences of a different nature into effects of a single electrochemical nature. Taking into
account the semantics of NIE highlighted above, each channel can be formalized as follows:

fmap(N'E) ={rule,}:“OEE” |— NESem(OEE) I— NPSem(OEE), m=1,...,M, (17)
where {rule } is a set of rules connecting sequentially between the essence of information
(property of an external object) and two types of information semantics NESem(OEE) and
NPSem(OEE) . Each {rule,} is implemented by its external environment mechanism and
NIE mechanisms common to all channels;
7) operational elements of the NIE are neural cells of a biological organism that interact
with each other through synaptic connections;
8) operations in the neural information environment. It is possible to distinguish the
following operations:
— formation and storage of semantics;
— analysis of semantics (i.e. dividing semantics into parts);
— synthesis of semantics (i.e. combining semantics into semantic constructions);

— comparison of stored semantics with current ones, comparison of various stored
semantics with each other;
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— application of the results of comparison of semantics for the formation of the behavior of
biological cybernetic systems;

— many other;

9) features of NIE of Biological Cyber Systems:

— NIE is a set of operational elements (neurons) interconnected by synaptic connections.
Such connections allow neurons to exchange electrochemical processes that reflect the properties of
objects in the external environment;

— NIE neurons may differ in their structure (morphologically, functionally), which allows
the formation of various patterns that specialize in typical operations on semantics;

— the entire neural network, which forms the basis of the NIE biological cybernetic system,
is a set of neuron patterns that implement various functions of processing semantics and interact
with each other;

— different properties of a neural network can serve as the basis for the formation of
different types of semantics NESem(OEE) and NPSem(OEE) with different lifetimes. Each

pattern may have its kind of semantics. In this case, a set of interacting semantics of different types
retains the essence of the features of information (i.e. properties of an object of the external
environment);

—  patterns interact with each other through the exchange of NESem(OEE) ;

— the existence of NPSem semantics (in fact, an imprint of the essence of the information in
long-term memory) makes it possible to hypothesize the possibility of recovery (regeneration) of
the corresponding NESem by applying a pattern of a set of generating impulses to the synaptic
contacts. In this case, the set of pulse packets from the pattern output will contain the features of
NESem, which at one time formed the stored NPSem (i.e., the previously recorded features of the
information essence are read);

— rebuilt NESem* can be used to compare against streamed NESem, i.e. to compare the
current information about the object with the previously received and stored in memory;

— each operational element of the environment (neuron) is involved in the processing not of
all specific semantics, but only of its parts;

— the processes of formation and processing of NIE semantics are implemented by
molecular mechanisms, which include those that use proteins. This allows us to assert the presence
of a relationship between the PIE and NIE information environments of one biological cybernetic
system: semantics (proteins) from the internal entities of information (i.e., from genes) of one
environment (PIE) participate in the formation of information semantics of another environment
(NIE).

3.3. Computer information environment (CIE). Specifications:

1) the source of information — objects of the external environment;

2) the information carrier — electronic memory registers, which are connected by
transmission lines of electrical signals. Each register consists of a set of triggers. One trigger — one
memory location. Triggers are semiconductor devices that, under the influence of an electrical
signal, can switch to one of two possible states. The conditional names of state values are “1” or
“0”:

3) the information in the environment, |(OEE :CIE) — these are the states of the computer
memory registers and the electrical signals of the communication lines between the registers. The
values of the parameters of registers and signals display the properties of objects in the external
environment;

4) the essences of information for the CIE are properties of objects of the external
environment. That is, within the accepted designations:

essence]l (OEE : CIE)] = “environmental object attribute (EOA)”; (18)
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5) the semantics of information in the CIE are:

— the values of the parameters of electrical signals that reflect the properties of external
objects (hereinafter referred to as signal semantics, SignSem). Such semantics are formed by touch
input devices of a computer (keyboard, TouchPad, video camera, microphone, and others). Sensors
convert influences from environmental objects into CIE electrical signals;

— the values of the states of the registers, which are formed by the action of SignSem
electrical signals through the connecting lines (contacts). In what follows we will call them register
semantics, RegSem.

Explanation: In the CIE, an electrical signal is an electrical process whose parameters are
predefined. For example, the generated electrical process consists of signal elements of the same
duration (this is the first parameter, the value of which is always constant). The signal amplitude
(this is the second signal parameter) in the electrical process can change only at the border of the
signal elements and can take only one of two values (for example, 0.05 mV and 0.5 mV, which
corresponds to the logical “0” and “1”). The amplitude in such a signal is usually called an
information parameter.

By changing the values of this parameter, you can transfer the displayed environmental object
attributes (EOA) over the connecting lines. The second parameter, the duration of the signal
element, is usually called the accompanying parameter. Knowing its constant value at the point of
signal registration at a known time of the beginning of transmission of the first element makes it
possible to recover the transmitted amplitude values. A signal with only two values of the
information parameter is usually called a binary (2-ary) signal. In communication systems, there are
electrical and radio signals that use more values of the information parameter (4-ary, 8-ary, 16-ary,
etc.). Some signals contain several information parameters. Signals with a finite number of
information parameter values are called digital (discrete) signals. They are best suited for
transferring logic “0” and “1” (i.e. bit sequences).

The two kinds of CIE semantics can be described as follows:

SignSen{1(OEE : CIE )] = “electrical signal information parameter values”, (19)

RegSem[| (OEE :CIE )] = “set of values for register memory elements”. (20)

SignSem semantics only exist on trunks between registers during electrical signal transmission
(short-term memory). The semantics of the RegSem type are stored in registers for a long time
(long-term memory).

6) operator of displaying information environment. The CIE uses several channels for
generating information about the external environment, which are associated with various technical
sensors (optical, acoustic, radio wave, gravitational and others). These sensors convert external
influences into SignSem signal semantics. The latter are converted to the stored semantics of
RegSem. Stored bit sets can be converted by processors under program control (bit sets representing
the conversion algorithm). Taking into account the CIE semantics highlighted above, each channel
can be formalized as follows”:

frap ) ={rule, }:“OEE”|— SignSen(OEE) I—Reg Sem(OEE), m=1,..,M,  (21)
where {rule } is a set of rules connecting, sequentially among themselves, the essence of

information (property of an external object) and the semantics of this entity. Each {rule_}

is implemented by its external environment mechanism and the CIE mechanisms common
to all channels;

7) the operational elements of the CIE are semiconductor memory registers interconnected
by electrical connection lines.

8) operations in the information environment. Computer processors allow performing any
actions with semantics like RegSem that can be described by an algorithm (a set of specific
instructions). A processor is a collection of several registers connected by semiconductor devices
that allows you to perform Boolean algebra operations. The execution of a set of instructions
(programs) is implemented by the processor’s cyclic access to memory registers with RegSem
semantics and instructions (commands). Operation results are sent to memory registers;
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9) features of computer cyber systems:

— CIE is a set of operational elements (semiconductor memory registers) interconnected by
electrical communication lines. Such connections allow registers to exchange electrical signals that
reflect the properties of objects in the external environment;

— inthe CIE, two types of semantics can be distinguished:

— signal semantics SignSem are the values of information parameters of electrical signals,
which reflect the features of the properties of external objects;

— semantics of registers RegSem are the values of states of memory registers, which are
formed by the action of electrical signals through connecting lines (contacts). RegSem also displays
the properties of objects in the external environment through SignSem;

— using processors with RegSem semantics, it is possible to perform any operations that are
described in computer programs;

— through technical input-output devices of the CIE, it is possible to exchange semantics
with information media of a different physical nature.

In this section, to further clarify the essence of information processes in cybernetic systems,
the concept of information environment was introduced. Within the framework of the analysis of
environments of different physical nature (protein, neural, computer) using uniform methodological
positions, it was possible to describe the general characteristics and highlight the features of their
implementation. This confirms that the ATNI paradigm is universally applicable.

4. The role of information in the cybernetic system. The concepts of information and
information environment formulated above made it possible to obtain a new model of the cybernetic
system with the help of graphic and mathematical formalization. The model clarifies the role of
information in control processes and the formation of system behavior.

Let the cybernetic system CyberSyst be influenced by a set of external factors (EF;, i is the
number of the flow set). In turn, such a system can perform actions actm relative to the environment
from a finite set of different actions (alphabet of actions)

ACT ={act }, m=1.., M, (22)
where m is the number of the action;
M is the volume of the set of possible actions. Let the reaction of the system to the impact
EFi lead to a change in its position in the external environment, and, consequently, to a new
state of its impact EFi+1. The system's reaction can be described by the set of its actions Ai+1:

A, =(act, .., act,, ..., act,), (23)
where K is the number of the action in the set;

K is the volume of the set of actions; each action is selected from the alphabet ACT. Let us
denote the current i-th state of CyberSyst through an ordered pair consisting of a set of

current environmental influences EF; and a set of response actions of the system Aj+1:
CyberSyst = (EF;, A1) (24)
The system maintains its state for a time interval of duration Ti. The change of these states
occurs at the moments of a change in the position of the system in the surrounding (i.e., EFi changes
to EFi+1) after performing the selected set of actions Ai+1. Example: the system stood, then turned
180°, then walked for 2 minutes, then switched to running — these are four adjacent states
CyberSysti, CyberSyst, CyberSysts, CyberSysts, which correspond to four periods of states of
different durations Ti, T2, T3, Ts). It should be clarified that the performed set of actions that
changed the position of the system in the environment may not change the nature of the effects of
the environment on the system (the wolf, which ran for two hours and did not meet the prey,
remained hungry). The sequence of states will be called the trajectory of the system's behavior.
Different trajectories lead to different results (either the feeling of hunger remains, or a successful
hunt eliminates it). Fig. 2 shows a model of the trajectory of the system’s behavior from three
adjacent states CyberSysti.1, CyberSysti, CyberSysti+1. The structure of the cyber system contains the
following components: 1) the Subsystem of Objects of Internal Environment (SOIE); 2) Control
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SubSystem, CSS; 3) Internal Sensors (IS) and External Sensors (ES); 4) Internal Actuators (1A)
and External Actuators (EA). The CSS control subsystem is implemented in the information
environment of the cybernetic system. The main component of this subsystem is the Decision-

Making Center (DMC).

CyberSyst,
Control SubSvstem, CS5
Decision Making
. . Ae DM
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= [P-2 I P-4 -
e ) =
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Figure 2 — A model of the trajectory of cybersystem behavior

The behavior of the cyber system is formed as follows. The current position of the system in
the environment EF; influences the cyber system through a set of Physical Impacts (Fl;), among
which there is natural information (optical and acoustic images). External sensors ES transform
these impacts and form their own information of the cyber system about the state of the
environment I(EF;:S) at their outputs. Further, this information is sent to the center of decision-
making DMC through the Forward Link (FL) of the control subsystem. This center, following the
given rules (represented by the decision making operator Fpmc[.]), generates commands to the
actuators about the actions of the system, which will transfer it to the next state EFi+1. The
commands represent information 1(Ai+1:DMC). Through the Reverse Link (RL), this information is
fed to external actuators EA, which convert it into environmental impacts A4i+1. The system’s
actions transform the conditions of its presence in the external environment (in the model, the
transformation is represented by the transition operator F*[.]). The proposed model makes it
possible to distinguish a control loop, consisting of a sequence of five adjacent information
processes (Information Process, IP):

— formation of information about the state of the external environment by sensors (IP-1);

— transfer of information from sensors to the decision-making center (IP-2);

203



P-ISSN 2411-1031. Information Technology and Security. July-December 2020. Vol. 8. Iss. 2 (15)

— making a decision on the response of the cyber system to the external environment (IP-3);

— transfer of information (commands) from the decision-making center to the actuators (1P-4);

— implementation of actions on the external environment to actuators (IP-5).

It is clear that the state of objects in the internal environment also affects the formation of the
behavior of a cyber system. Information about this, formed by internal sensors, can play the role of
a motivator when making a decision (feelings of hunger and/or thirst for biological systems;
messages about a low battery level, antenna rotation angle and/or the current value of the internal
clock for technical systems). Within the framework of the developed model, control processes from
internal sensors are formalized, but the analysis of the nature of their influence on decision-making
has not yet been studied in detail. Further, only processes from external sensors are considered.

With an unambiguous correspondence between the commands from the decision-making
center I(Ai+1:DMC) and the actions of the actuators, the change in the states of the system can be
mathematically represented by the system of equations:

{EﬁszTEE,IumﬁDMCH;
1(A.;:DMC) = Foy,c[1 (EF:S)].

Such a formalized representation of information processes (IP-1) — (IP-5) makes it possible to
simplify the analysis of several situations. Consider an example of analyzing topical issues of
countering unauthorized influences on the management processes of technical and/or social systems

(i.e. manipulating someone else’s behavior in their interests). By the model, the main threats, in this
case, will be:

—  substitution of information I(EF,:S), 1(A,,: DMC) in the forward link and/or reverse link;
— violation of the given rules of decision-making F,.[I (EF, :S)].
We will assume that information about the state of the external environment I(EF, :S) and a

(25)

set of commands for actuators I(A.,:DMC) take the values x,™ e{x,*’}=Q, and

x,” e{x,*}=0Q,, where the sets of values Q.. and Q, are the alphabets of controlled states and
admissible sets of performing actions. Indices m and n are the numbers of the elements of these
alphabets. Then the control rule F,.[.], which is implemented by the decision center DMC, can be
described by the binary relation
Foue ={06" ) %)} Qe xQ,. (26)
Representation (26) allows one to formalize the criteria of information security of such cyber
systems through the security function SEC_ ¢ []:

SECe sy [ (EF; :8),1(A . DMC)]= 31 (EF; : S)Y{[1 (EF; : S), (A, : DMC)] € Fou [T}, (27)
that is, for the current value of the information at the output of the sensor I(EF, :S), the condition is
satisfied that the ordered pair of information values [I(EF :S), (A, : DMC)] belongs to the
decision rule Fy,.[]. If this condition is met, SEC_.s«[]=1 (security is ensured), if not,

SECyhersyst [1 =0 (security is not provided). Further in the article, the proposed graphical and

mathematical models for controlling the behavior of a cybernetic system will be used to determine
the essence of the sign, knowledge, and intelligence.

5. Signs and information exchange between cybernetic systems. Cybernetic system
control functions are implemented in the information environments of these systems by various
operations on semantics: formation, storage and transmission of semantics, their comparison,
splitting semantics into parts, combining semantics and many others. In the course of interaction
with the environment, semantics are formed using External Information Channels (EIC), the
characteristics of which are limited by their physical nature. With their help, the cyber system can
receive information only about those objects of the external environment that can manifest
themselves through physical influences in the range of sensors (“sense organs”). For example, a
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person perceives with his eyes only electromagnetic influences in the optical range of oscillations.
Radio waves and other electromagnetic vibrations are not perceived. Each cybernetic system can be
characterized by the “event horizon of system”, i.e. a limited set of environment objects,
information about which can enter the system. Such sets are limited by the nature of the physical
interaction perceived by the EIC sensor and the level of sensitivity of that sensor. However, there
are several possibilities for humans to overcome these limitations. One of them is the use of signs to
exchange information with other people. Initially, in the course of evolution, it became possible for
people to communicate with each other using acoustic signs (speech). Much later, it became
possible to exchange information using graphic signs (writing). The use of signs allows us to speak
about the emergence of a “event horizon of the society”, which is much wider than the event
horizon of an individual.

The question of the use of signs and sign systems is closely related to the question of the
relationship between information and a sign. Semiotics (the science of signs, sign systems and
methods of using sign systems) represents a sign as an intermediary object, through which the mind
has transmitted the idea of another object [17]. In this case, as a rule, the following related concepts
are distinguished [18]:

sign carrier (sign vehicle) — an item that is used as a sign;

the meaning of a sign (designatum, referent) — an object represented by this sign;

the meaning of a sign in the mind (interpretant, sense, the meaning of a sign in the mind) —
that which represents (connects) the sign and the meaning of the sign in the mind in the process of
communication or cognition. The relationship between these concepts is often illustrated by the
semantic triangle diagram (Fig. 3).

Interpretant (Sense)
(the meanina of the sian in the mind)

Sign vehicle Designatum (Referent)
(sign item) (designated item)
(designated object)

Figure 3 — Sign and related concepts (semantic triangle)

According to Charles Peirce’s ideas, the sign receives its meaning not as a result of direct
connections with the referent (the dotted line at the base of the triangle), but only through thought
processes [17]. This view of the nature of the sign and related concepts contains some ambiguities,
for example:

1. What is the nature of the relationship of the sign with the designated object and the
process of thinking?

2. How are the sign and its components related to information?

3. How is a sign, which is a physical object, used to exchange ideas related to mental
objects?

Let’s try to explain the essence of the sign using only those concepts that fall within the
framework of the following statement:

signs are physical objects that can be used to exchange information about other objects only
between physical systems that have the following properties:

1) receive, store information, carry out operations with its semantics;
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2) form their behavior based on the information received about the environment.

The given restrictions make it possible to abandon the use of concepts that are often used to
explain the nature of signs and sign systems, but, at the moment, they contain significant
uncertainties. These concepts include the following: idea, consciousness, mind, thinking,
communication, cognition, representation, understanding, and some others. On the other hand, these
restrictions do not apply to the application of the concepts of information, information environment,
and cybernetic system, the essence of which was clarified above using the ATNI approach. As a
result, the following definitions were obtained:

1) asign is an object (object, phenomenon or process), the semantics of which in cybernetic
systems is associated with the semantics of another object;

2) the referent of the sign (extensional, referent) is an object, the semantics (image) of which
is compared to the semantics (image) of the sign in the information environments of interacting
systems;

3) sign exchange of information is the exchange of information between cybernetic systems
by transferring the signs themselves or their semantics.

The proposed approach makes it possible to replace the semantic triangle (Fig. 3) with a
diagram (Fig. 4) that explains the nature of the sign through the information of cybernetic systems.
Refinement of the figure: since the common carrier for all information in a cybernetic system is its
information environment, operations on information can be considered as operations on semantics.

A
I(C:A) I(D:A)
Referent » Sign semantics
semantics
C D
(Referent) (Sign)
B
1(C:B) 1(D:B)
Referent »| Sign semantics
semantics

Figure 4 — The structure of the relationship between information. and sign

The diagram shows four objects A, B, C and D, two of which (A and B) are cybernetic
systems. Object D can become a sign for objects A and B if, in information environments A and B,
the semantics of object D will be interconnected with the semantics of object C. Unidirectional
arrows on the diagram denote infogenous operators f*map. Double-headed arrows indicate operators
of the semantic matching. More strictly, the relationship between objects in the diagram can be
described as follows:

D =signC:(AB)]|I(I(C:A) < I(D:AD,[I(C:B)«>1(D:B)]), (28)
where D is an object that is the signal “sign[C: (A, B)]” for between cyber systems A, B and

denotes object C if the systems have matched information (semantics) about objects D and C.

The proposed approach to the nature of the mark makes it possible to formulate the following
statements:

1) the order of matching of information (semantics) in cybernetic systems and the process of
its implementation can be called an “agreement about signs”. For artificial cybernetic systems, such
an agreement is formed by the developer. For natural systems, this agreement can be realized by
learning within the framework of behavior according to the model “do like me” and others;
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2) the possibility of transferring a set of signs (sign message) in space-time between
cybernetic systems using information influences allows not only to activate the already existing
semantics of the receiving system, but also to link them into semantic constructions new for the
system;

3) in general, the new semantic construction is information about the semantic construction
of the transmitter system;

4) in the case of the formation of a sign message based on its own semantics about a new
object within the event horizon of the transmitter system, then the new semantic construction of the
receiver system will be information about the new object that is outside its event horizon. This new
information is generated by an intermediary system;

5) the transmission of a sign message is associated with the problem of ambiguity of the
semantic structure formed based on this message — is there a real object that is the essence of
information for the formed semantic structure? (hereinafter — the sign-semantic problem);

6) the solution of the sign-semantic problem allows to expand the horizon of events of the
cybernetic system due to the formation of information about new objects using symbolic messages
from intermediary systems.

Within the framework of the proposed paradigm of the sign, the list of the listed statements
regarding sign systems and the order of their application by cybernetic systems can be significantly
expanded. In turn, each of the statements opens up opportunities for additional research that are
beyond the scope of this work.

6. Knowledge of the cybernetic system. The above concepts of cybernetic systems, their
information environments and information exchange with the help of sign messages make it
possible to distinguish the following categories of semantics that can be used by a cybernetic
system in the formation of its behavior:

— semantics formed by natural information influences using the system sensors (hereinafter
— Own Semantics, OS);

— semantic constructions formed using various operations of combining their own
semantics (hereinafter — own semantic constructions, OSC);

— semantic constructions formed by combining their own semantics based on the received
sign message (hereinafter referred to as external semantic constructions, ESC).

It seems interesting to analyze these categories in terms of their relationship with objects of
the external environment. Own semantics are the result of informational influence from objects of
the external environment, which are located within their own event horizon. Such objects belong to
the category of the essence of information regarding their own semantics already formed. The use
of such semantics in the decision-making process in the formation of behavior allows the system to
achieve the result necessary to maintain its existence. For example, consider the “fox” cyber
system, which previously, within the framework of its own experience:

— formed its own semantics “hare’’;

— semantics ‘“hare” is connected in the information environment with semantics from
internal sensors “to overcome hunger” and a set of commands to actuators “to run to the object”.

Under such preconditions, the appearance of an object “hare” within the event horizon of the
“fox” system, it becomes possible to achieve the state of “overcome hunger” through the
implementation of the behavior “run to the object”. At the same time, the key operation at the center
of the decision-making of the system will be the comparison of two own semantics: the stored
“hare-memory” and ‘“hare-actual”.

Now let’s consider another example, in which the system “hunter” with the help of the
received (heard or read) symbolic message “Pegasus is a horse with the wings of an eagle” with the
help of its own semantics “horse” and “wings of an eagle” forms an external semantic construction

“Pegasus” — (“Horse”, “eagle’swings”).

Since the “hunter” system has no chance of encountering a real “Pegasus” object and forming

its own actual semantics “Pegasus”, the external semantic construct “Pegasus” cannot be used to
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form behavior that allows one to achieve the state of “overcoming hunger”. The same fate awaits
the own semantic construction ‘“Pegasus”, which was formed in one way or another in the
information environment of the system (for example, during sleep).

These two examples show how important semantics, which can be formed with the help of
information influence from objects of the external environment, are important for the choice of
effective behavior of a cybernetic system. In the ATNI approach, such objects are called information
entities. Thus, all semantics of the cybernetic system can be divided into two more categories:

— semantics for which there are essences of information (1);

— semantics for which there are no essences of information (11).

It is obvious that the systems’ own semantics semantics(.), upon the fact of their formation,

belong to category I. External semantic constructions belong to category 11, but can go to category |
after the solution of the sign-semantic problem (i.e. after establishing the fact of the presence of the
corresponding essence of information). The situation is similar concerning their semantic
constructions.

After the performed analysis, we will introduce the concept of “knowledge of the cybernetic
system” and formulate the corresponding definition. Let’s preliminarily clarify the situation. Let a
set of semantics {semantics(.)}, be formed in the information environment of the cyber system,

each of which is hypothetically associated with some object of the external environment y. In turn,
the external environment is designated as a set of REALITY, consisting of real objects x (that is
x e{x}=REALITY ).

In this case, knowledge of the cybernetic system KNLGCPS¥sY can be represented by a set of
existing semantics {semantics(y)}, for each of which (sign [) there exists (sign 3) a real object
xe{x}=REALITY , semantics of information from which in cybernetic system semantic
{semanticq | (x : CyberSyst)] will be equal to or similar (sign =) to the existing {semantics(y)}. In
short, this definition of knowledge can be presented as follows:

KNLG (@Persrem — fsemantics(y)}| 3x(semanticq | (x : CyberSyst)] = semantics(y) . (29)

In other words:

knowledge of a cybernetic system (knowledge) is those semantics of its information
environment, for which the same or similar semantics can be formed by informational impact from
a real object.

In the context of this definition of knowledge and the categories of semantics obtained above,
knowledge includes all semantics for which there are essences of information. By the fact of its
formation, all own semantics belong to knowledge. Also, knowledge includes all semantic
constructions for which the fact of the existence of real objects with the same (similar) semantics of
information is established. The process of establishing such a fact about real objects can be called
the process of cognition. The final stage of this process will be the procedure for comparing the
existing semantic construction and the semantics of information from a real object (this procedure
has already been discussed above in section 2 of the article). The cognitive process by the society of
cybernetic systems will be more complex Its features are expected to be determined in subsequent
studies. Of particular interest is the process of cognition of those real objects whose spatio-temporal
scales are beyond the event horizons of cyber systems and their societies. The specifics of
information processes in scientific cognition that overcome such limitations are also planned to be
determined in the framework of subsequent research.

The definition of knowledge, expressed by the description (29), was obtained using the ATNI
approach in the context of a formalized model of information processes of a cybernetic system and
its behavior. Without first understanding this context, such a definition becomes obscure. If we
accept the statement that knowledge is formed and applied only by cybernetic systems, then it
becomes possible to interpret the description (29) in the form of less strict, but more accessible
definitions:

knowledge (1) is information, the meaning (semantics) of which is confirmed by reality;
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knowledge (I1) is information about an object that exists in reality.

In the next section, based on the obtained definition of the nature of knowledge, an attempt is
made to determine the essence of intelligence.

7. Intelligence of the cybernetic system. The large-scale introduction of computer
technologies in various social spheres is accompanied by an increase in interest in the concepts of
“artificial intelligence” and “intelligence”. Increasingly, there are computer programs and systems
that are credited with intellectual abilities. However, the criteria for distinguishing smart devices
from conventional ones remain a mystery. First of all, this is due to the presence of ambiguities in
the existing interpretations of these terms.

Very often, intelligence is associated with consciousness and its ability to understand, learn,
gain knowledge, reason, plan, think logically, creatively and critically, and solve emerging
problems. In this understanding of the intellect, now only a person is its bearer, since only he has
consciousness. In turn, the uncertainties associated with consciousness and its listed abilities do not
allow such an approach to intelligence to be made constructive for the practical sphere.

It is possible to single out another approach associated with the statement that intelligence is
observed in animals [19] - [22] and plants [23], [24]. Moreover, these carriers of intelligence are
proposed to be considered as goal seeking agents that acquire, store, retrieve, and internally process
information at many levels of cognitive complexity [19]. This understanding of intelligence is more
constructive, since it explains it only by information processing and purposeful behavior. Let’s call
this explanation of intelligence Information-Behavioral Approach to Intelligence (IBAI). A similar
approach linking intelligence with information-dependent behavior can be found in the field of
Acrtificial Intelligence (Al). Al carriers are technical systems (intelligent agents, rational agents) that
perceive the environment and take actions that maximize the system's chances of success [25], [26].
Kaplan and Haenlein define artificial intelligence as “a system’s ability to correctly interpret
external data, to learn from such data, and to use those learnings to achieve specific goals and tasks
through flexible adaptation [27]. Such an explanation of intelligence also does not use
consciousness and its abilities that are poorly understood now (rational and creative thinking, will,
logic, creativity, cognition, planning and many others). An attempt is made to explain intelligence
through a limited set of concepts: “data”, “learning”, “knowledge” and ““adaptive behavior”.

Within the framework of the IBAI and with the help of the formalized concepts presented in
this work above, it becomes possible to formulate the following definition of intelligence:

Intelligence is a behavior of a cybernetic system that is capable of forming new knowledge
and applying it to improve state of the system in the external environment.

Consider a single plant that thrives on a semi-desert where other plant species cannot exist.
The response to adverse environmental influences in such a plant is, for example, a very deep root
and a special leaf shape. Thanks to these features, the existence of a plant is possible. The
knowledge of such a system will be the plant’s genome, based on which the features of its structure
are formed. Can such a plant be called a carrier of intelligence? No, since his knowledge (genome)
is not shaped by plant behavior. They are obtained within the framework of the behavior of a
population of such plants, which, over the lives of a large number of generations, with the help of
natural selection, has formed new knowledge (altered genome). New knowledge has allowed the
population to adapt to the changed environmental conditions. This plant population can be classified
as a cybernetic system with intelligence. Does such a system have consciousness and logic?
Apparently “not” (from the standpoint of a person’s lifespan). However, if a formalized definition
for the term “consciousness” appears in the future and if events are considered over a longer period,
then the answer may change to “yes”. In this aspect, it is interesting to analyze the results of the
Neolithic revolution (approximately 9-10 thousand years ago), during which mankind began to
grow cereal plants and switched to a sedentary lifestyle. During this period, mankind, using
artificial selection, changed the morphology of wheat, improving its properties for itself.
Archaeologists and historians speak about this figuratively — “man tamed wheat”. However, there
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are also facts that the peculiarities of wheat cultivation affect not only a person’s lifestyle but also
his physiological characteristics: changes in the shape of the spine, bones of the limbs, joints. They
say about these facts — “wheat has tamed man”. From the standpoint of the proposed definition of
intelligence, this situation can be considered as the interaction of two intelligent cybernetic systems
(two populations). The study of the features and patterns of such interaction is possible using the
approaches proposed in this work.

If we consider animals from the proposed positions, then we can also highlight interesting
features. For example, a population of wolves can be viewed as an intelligent system with
knowledge in the form of a genome. An individual wolf can also be viewed as an intelligent system,
but in terms of the formation and use of knowledge in the neural environment during the life of one
wolf. The situation is different for dogs. The emergence of the dog population itself and its changes
became possible through the use of neural knowledge of another cybernetic system — humans. That
is, the intelligence of a dog population is not independent. It exists in symbiosis with human
intelligence. The issues of interaction of intelligences with knowledge in various information
environments is also a promising area of research.

Now about artificial intelligence. Within the framework of the proposed representation of
intelligence, a rational agent can only be a computer program that can form new knowledge and
apply it for the adaptive behavior of the control object. The vast majority of programs are not
capable of generating new knowledge. They contain only the knowledge of the programmer. Within
the ATNI paradigm for Al, the following problems can be identified:

1. What is the best way to present existing knowledge in the information environment of an
intelligent agent in a formalized way?

2. How can new knowledge be formed in a specific situation (i.e. how, on the basis of actual
own semantics and existing reliable semantic constructions, to form new constructions and check
their truth)?

3. How to improve the behavior of the system, having received new knowledge?

4. How can several intelligent agents unite their event horizons? Best Unification Criteria?

The ATNI paradigm allows not only further expanding the list of these questions and
formalizing them from general methodological positions, but also provides a set of tools for
relevant research.

Conclusion. The article proposes a solution to the problem of a universal explanation of the
phenomenon of information. The concept obtained is based on a set of basic statements about
information, which made it possible to refuse to explain its essence using terms that are themselves
accompanied by a high level of uncertainty. The phenomenon of information is presented as a
special result of the interaction of physical objects: the property of an object acquired during
interaction contains the characteristics of another object. This approach to explaining the nature of
information (Attributive-Transfer Nature of Information, ATNI) made it possible to single out the
components of the information generation process: information impact, information carrier, essence
and semantics of information. To clarify the proposed approach, a mathematical representation of
information and the process of its formation was obtained.

With the help of ATNI, derived concepts were defined: information environment and its
characteristics; cybernetic system, formalized model of its controlled behavior and security criteria;
signs and their relationship with information; knowledge and intelligence of the cybernetic system.
The universality of the ATNI applicability was tested in the framework of the analysis of the
processes of information environments of various natures: protein, neural, computer.

The obtained graphic and mathematical models of the cybernetic system and its behavior
based on processing information about the state of the environment can be used to analyze the
processes of self-organization and control of dissipative systems of different physical nature
(biological, social, technical). With the help of the models, formalized criteria for the safe behavior
of the system in conditions of unauthorized information influence for manipulation have been
developed.
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With the help of ATNI and cybernetic system models, a new sign paradigm has been
developed. In it, the sign is explained as an object (object, phenomenon, or process), the semantics
of which is associated in cybernetic systems with the semantics of another object. Graphic and
mathematical models of the sign are proposed. Through the transfer of signs or their semantics,
cybernetic systems can exchange information about objects that are outside their event horizons.

On the basis of ATNI, the analysis of the semantics of cybernetic systems exchanging
symbolic messages is carried out. The classification of these semantics is proposed, the conditions
for the use of sign messages for the formation of the effective behavior of the system are
determined. These results made it possible to formulate a new concept for knowledge and clarify
the essence of the cognition process. Knowledge is understood as such information, the semantics
of which is confirmed by the existence of the corresponding object in reality. A mathematical
representation of knowledge was also obtained.

Within the framework of the existing information-behavioral approach to intelligence, the
proposed ATNI approach and the concept of knowledge, a new explanation of the essence of
intelligence was obtained, which is universal in relation to its different carriers: humans, animals,
plants, technical systems. Intelligence is understood as such behavior of a cybernetic system, which
is capable of forming new knowledge and applying it to improve the state of the system in the
external environment. Some questions of interaction of carriers of intelligence with knowledge in
information environments of various nature are considered. Criteria for evaluating the presence of
intelligence in computer programs are proposed.

To test the possibility of the practical application of the proposed ATNI approach and models
of behavior of the cybernetic system for the sphere of cyber defense, the following have been
developed: 1) the paradigm of cyberspace and cybersecurity [28]; 2) a model of information
processes of cyber security of a corporate IT system [29]; 3) the cybernetic model of APT and the
method of forming templates of indicators of compromise to determine this attack [30]; 4) a model
of processes for assessing the state of cybersecurity of Power Grid [31]. The paper identifies some
relevant areas of further research in the fields of information application, knowledge formation and
intellectual behavior, artificial intelligence application.
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II'OP SKOBIB
IH®OPMAIISA, 3BHAKHU, 3BHAHHS TA IHTEJIEKT

Po3yminust ocoOmmBoi poni iHpopmanii y ¢opMyBaHHI HAyKOBHX 3HaHb OJHOYACHO
CYIPOBOJUKYETHCS 1 BUCOKUM PIBHEM HEBH3HAUEHOCTI HIOAO MPHUPOAM K iH(OpMaIlii, Tak i 3HaHb.
IcHye BenmKa KUTBKICTh PI3HOMAHITHHX MiIXOAiB 10 iH(opMarii, siki MOXYTh KOHCTPYKTHBHO
3aCTOCOBYBAaTHCS B OJIHHX CICIIAIBHUX cdepax MisUIbHOCTI, aje 3aJMIIAIThCA a0COIIOTHO
MapHuMH B 1HIMX. Ha T takoi “iHdopmaniiiHoi pi3HOMaHITHOCTI” y Oararbox JOCIHIIHUKIB BCE
yacTillle BUHUKaJa 1/ed Mpo HEoOXiJHICTh YHIBEpCalIbHOI'O MOSICHEHHS (eHOMeHa i1H(opMallii.
HeoOxiaHicTh BUpilIeHHS 1€l NpoOJeMH I1HTYITUBHO OOIPYHTOBYIOTH THUM, IO (hOpMYBaHHSA
1H(popMalii 1 11 3aCTOCyBaHHS CTBOPIOIOTh (PyHIAMEHT JUIsl 6ararboX MpOLECIB camoopraHizarli Ta
YOpaBIiHHSA B CHCTEMax pI3HOI MPUPOJU: XIMIYHHMX, O10JIOTIYHUX, COIllaJbHUX, TEXHIYHUX Ta
IHIMX. 3 IMX e MO3MIIM KOHIENT iHQopMallii 4acTo BIAHOCATH 1O MEPBUHHOTO MPHU MOSCHEHHI
THITUX TAKOX Majo 3po3yMuTHX ()eHOMEHIB: 3HAKH, CEMAaHTUKA, 3HAHHS, TICUX1Ka, IHTEJIEKT, PO3YM,
CBIJIOMICTbh, CAMOCBIJIOMICTh, MaTEMaTHKa, UMOBIPHICTh 1 6araTto 1HIIMX. YHIBEpCaTbHUNA KOHIIETIT
1H(popMalii Ta MOX1JH1 BiJ] HHOTO KOHILIETITH MOXYTh CTaTH HAOOPOM 3aco0iB JyIsl OpMaIi30BaHOIO
aHai3y 3 €IMHUX MOHSATIMHMX MO3ULIHN 1H(OPMaLIHHUX MPOLECIB y PI3HUX HAYKOBUX cdepax. Y
CTaTTI NPEJCTAaBJICHI PE3YylbTaTH AOCIIKEHb, B paMKax SIKUX 3a JONOMOIolo Habopy 0azoBHX
TBEpIKEHb (aKClOMaTWYHUI MmiaxiA) 1 3aco0iB TepMiHOJOTIYHOI, TrpadiyHOi, MaTeMaTHUYHOI
dopmanizanii  (3aco0M MMOJOJNIAHHS HEBHU3HAYEHOCTEH) OTPUMAHO YHIBEpCalbHE MOHATTS
iHpopmanii. PeHomeH iH(oOpMaIli TpeICTaBICHUN K OCOONMBUN Pe3yNbTaT B3a€MOIIl (i3UIHUX
00’€KTiB: Ha0yTa pH B3aEMO/IiT BIACTUBICTh 00’ €KTa MICTUTh 0COOIMBOCTI 1HIIOTO 00’ ekTa. Takuit
aTpuOyTHBHO-TpaHCQEPTHUI MiAXix a0 moscHeHHs mnpupoau iHdopmanii (Attributive-Transfer
Nature of Information, ATNI), 103BOJIMB BHU3HAYMTH KOMIIOHEHTH Tporecy ii (popMyBaHHS:
iHpopMalifiHUi BIUIMB; HOCIH iHQOpMaLii; CyTHICTh 1 ceMaHTHKa iH(opMarii. 3 iX J0MOMOIor
BHU3HAYEHO MOXIiJHI MOHATTA: iHpOpMaLiliHe cepeaoBuIle 1 HOro XapakTepUCTUKHU; KiOepHEeTHYHA
cucreMa, (GOpMali30oBaHO MoOJeNb I KEpOBaHOi MOBEAIHKM 1 KpuTepii Oe3meku; 3HaKu 1 ix
B3a€MO3B’SI30K 3 1H(OpMAaIli€l0; 3HAHHSA Ta IHTENEKT KibepHeTHyHOi cuctemu. IlepeBipeHO
3aCTOCOBHICTh 3allPOMOHOBAHOTO MIXOAY J0 aHaji3y IMpoleciB B iHGOpMAIiiHUX cepeaoBHIax
pi3HOi pupoIu: OLIKOBOT, HEHPOHHOT, KOMI FOTEPHOI.

Kurouosi cioBa: npupoja indopmanii, inpopmartiiine cepenoBuiie, iHpopMaliifHU BIUIHB,
ceMaHTHKa iH(popMarllii, KibepHETUYHAa CHCTEMa, KepoBaHa IOBEAiIHKa, Oe3rneka KiOepHEeTHYHOT
CHCTEMH, IPUPOJIa 3HAKIB, 3HAHHS, IHTEJIEKT KIOEpHETUYHOI CUCTEMHU.
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