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Selection and evaluation of handwritten signature indicators in user authentication systems are
considered. An important and unresolved issue of information security is the effective identification
of the user who accesses confidential information. Traditional password protection has a number of
disadvantages. As an alternative to the password system or its addition, user identification by
biometric characteristics is considered. An identifier that uses biometric characteristics is
inextricably linked to the user and it is almost impossible to use it without authorization. The
decision about the truth of the user of biometric authentication systems is made on the basis of
comparison of his template with the data entered when trying to authenticate. The template is
formed on the basis of studying the selected individual characteristics of the user. To do this, we use
the biometric characteristics of users, which reflect the dynamic, behavioral characteristics of the
person. It is proposed to use a handwritten signature as a biometric characteristic of the user. A
handwritten signature is a socially and legally recognized biometric characteristic used for human
authentication. It has a rather complex structure and high detail - all this makes solving the problem
of user identification by mathematical methods quite complex and requires high computational
costs. Another significant disadvantage is that handwritten authentication systems require the
installation of additional specialized equipment, which makes the use of such systems as an
ordinary means of authentication very expensive. To solve this problem, a scheme for implementing
a computer data protection system against unauthorized access based on handwritten signatures
using mobile devices based on the Android operating system as signature input devices is proposed.
A method of biometric vector generation for use in dynamic biometric user authentication systems
is proposed. The optimal characteristics are investigated and the efficiency of using the proposed
form biometric characteristics vector is estimated. Certificates of copyrights registration for
software applications developed during the work were received.

Keywords: biometric user authentication, biometric indicator, dynamic indicator, biometric
vector, handwritten signature, biometric authentication system.

Problem statement. One of the urgent tasks of information technology development at the
present stage is to ensure reliable protection of information. Existing methods today are divided
into: hardware, software, mixed. The last one combines both hardware and software. The task of
information protection is especially important in information and telecommunication networks,
where confidential information circulates. An important and unresolved issue is the effective
identification of the user who accesses it. Traditional password protection has several disadvantages
[1], [2]. For example, in case of violation of the password confidentiality, it can often go unnoticed
by its owner, immediately violating the protection of all information to which he has access. As an
alternative to the password system or its addition, user identification by biometric characteristics
can be considered [3], [4]. Biometric identification and authentication technologies have several
advantages over traditional ones and are increasingly used in computer systems.

Methods of biometric identification are divided into two large groups: static methods, which
are based on physiological characteristics of humans; dynamic methods that are based on the
peculiarities of human behavior - subconscious movements in the process of performing any action.
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Static and dynamic biometric identification methods are two interrelated and complementary
areas of research. The main advantage of static biometric identification methods is their relative
independence from the psychological state, low cost of user effort, and, as a consequence, the
ability to organize biometric identification of large flows of people [4]. Dynamic methods of
authentication are based on the behavioral (dynamic) characteristics of a person, ie based on
features characteristic of subconscious movements in the process of reproduction of any action,
have greater protection than static. The disadvantages of these methods include a fairly high
probability of authentication error and false positives, as well as the need for a long, compared to
static methods, the learning process. They are based on the study of the human voice, the dynamics
of writing text using handwritten or keyboard handwriting of the user.

It is advisable to use a handwritten signature as a biometric characteristic. It is socially and
legally recognized for human authentication. Therefore, its use in computer user authentication
systems is relevant. The advantage of dynamic signature recognition systems is that due to the
presence of a dynamic component, it is almost impossible for an attacker to forge the signature of
the “victim” [5], [6].

Analysis of recent research and publications. Today’s handwritten signature is more often
used for signing electronic documents by authorized persons than in authentication systems. That is
why there is a wide range of software that allows you to perform the function of signing. Such
software is focused on the use of specialized graphics tablets. The most famous manufacturers of
specialized graphics tablets for handwritten signatures: Wacom, Huion, Signotec. They all have a
wide range of devices, most of which are equipped with a specialized electronic pen. And also have
their tools for developing applications for processing data obtained in the painting process [7], [8],

[9].

There are also some commercial solutions, most of which support all of the above devices.
The most famous software solutions include the following:

— SignToLogin. Software product of Russian origin. The solution has a dedicated server
and is designed for iOS [10];

— DocuSign. A software product from the USA, designed mainly for signing electronic
documents. Works with both mobile devices and specialized graphics tablets [11];

— 3M™ Electronic Signature Authentication Software. Software product made in the UK,
intended for use in banking and medical services, as well as in the field of electronic document
management [12].

In such systems, information about various components of the painting process is collected
during the signing process. Such information may include the following characteristics [13], [14]:

— spatial coordinates of the end of the pen;

— the pressure of the end of the pen on the tablet;

— azimuthal angle of the pen;

— the angle of the pen.

With a range of such dynamic features, it is possible to form a variety of biometric vectors
and decision-making algorithms, based on both statistical methods and methods using neural
networks [14], [15]. The advantage of dynamic signature recognition systems is that due to the
presence of a dynamic component, it is almost impossible for an attacker to forge the victim's
signature [6], [9], [10]. However, the main disadvantage is that such systems require the installation
of additional specialized equipment for the implementation of the signature, which makes their use
as an ordinary means of authentication very expensive.

The presence today of mobile devices of almost all users prompted the idea of using them in
authentication systems. This may allow replacing specialized hardware with mobile devices.
Previous works have proposed schemes for establishing a communication channel between a mobile
device and a computer, as well as a scheme for implementing a users authentication system by their
handwritten signature using mobile devices [16]. For the proposed system, it was decided to use
only the values of the pen end spatial coordinates at different points in time. Knowledge of the
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signature coordinates at specific points in time allows you to calculate the various features of the
signature in biometric vector standard formation.

The aim of this paper is, to select dynamic indicators of handwritten signature and evaluate
the effectiveness of their use in dynamic biometric authentication systems of users. It is achieved by
addressing the following specific tasks:

1. Develop a method of forming a biometric vector.

2. Investigate the optimal parameters of the biometric vector.

3. Evaluate the effectiveness of the proposed biometric vector.

The main material research. In biometric identification/authentication systems based on the
recognition of a handwritten signature by an applicant for admission, a fixed handwritten signature
(presented at the training stage) is entered using a specialized graphics tablet or other input devices.
For the proposed system, the values of the x and y coordinates of the end of the pen at time t are
used. In this case, the period of time At, after which the coordinates will be obtained must be
constant and small enough, for the accuracy of calculations, in the system under development
At =103second.

It makes it possible to get these characteristics using a touch screen of any smartphone or
tablet. Thus, after entering the signature we get the following time characteristics [16]:

{(Xl; yl)’ (Xz; yz)’---’ (XN; Yn )}’ N=T/At,
where N — the total number of points received during the signature;
T — total time of signature entry.

When forming a biometric vector, the entire signature is divided into a fixed number of
intervals n of equal length k =N/n. It is proposed for each investigated interval to determine the
average speed of its introduction s, and the angle of vector inclination of beginning and end for the

studied interval d, . It is proposed to calculate these values according to the following formulas:

(i+D)k |

Si:%, i—0n,

|y =30 = %)+ (Y=Y,
where s, — the average speed of interval introduction i;
I, — Euclidean distance between adjacent points in the interval.

arccos(cose;), Ay, >0,
B {360" —arccos(cose; ), Ay, <0,
where d. — the angle of vector inclination of interval's beginning and end.
It is determined from the cosine of the angle obtained as the scalar product of the unit vector
e(0:1) and the vector of the interval z,(X,, — X;; Vi, —¥,) :

cosa, = > A 1)
-2
where e€-z; —scalar product of vectors calculated using (2);
H, ‘z_,‘ — the absolute lengths of the vectors calculated using (3).
€2 =X X +Ye Y, =V, ¥
f=1
®)

- I 2 2
‘Zi‘z Xzi +yzi .

Substituting (2) and (3) in (1) we obtain its full form:
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Y _ Yia —Yi
\/Xziz + yzi2 \/(Xi+l - Xi)2 + (Vi — Yi)2
Consider Fig. 1. It shows an example of a handwritten signature, the color indicates the points
at which the characteristics are obtained. The difference between the points in time is At. The
endpoints of the interval are highlighted in blue. The variables 1;,1,,,,1;,,,... schematically denote
the Euclidean distances between adjacent points based on the sum of such distances and the number
of intervals, the value of s; for this interval is calculated. Variable d; indicates the angle between

the interval vector and the OX axis.

cosq; =

Figure 1 — Example of determining signature characteristics

Before using the biometric vector in further calculations, it must be normalized by the

maximum value in the interval:
[ S|

~ max(s)’
d. = d

' 360"
where s, d. —non-normalized value of the speed and direction parameter;

s',, d'; —normalized value of the speed and direction parameter;

max(s) — the maximum value of the average speed.
Thus, the general form of the biometric vector will be as follows:
v=(s,,s,,.s,,d,,d,,.d,). 4)

Hamming distance is used to make decisions about the user's truth. It is the number of
positions in which the corresponding characters of the two same length words are different. In a
more general case, it is used for rows (vectors) of the same length and serves as a difference metric
(a function that allows you to determine the distance in the metric space) of objects with the same
dimension [17].

In training mode, the authorized user provides L of their signatures (L times enter the
passphrase). This will correspond to L implementations of the vector of biometric parameters
V ={v,V,,V;,...,V }.
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By analyzing the obtained matrix of L implementations of the vector of time characteristics of
the user v, we can obtain its characteristic change interval of each specific time parameter

[min(P,),max(P,)],i =1, N, which in the future will become the basis for forming a standard of

biometric characteristics of the user.
At the authentication stage, the user provides his signature (enters a passphrase), which will
correspond to a certain vector of biometric characteristics:

V=P,P,s P, P,y Prgris Py

inytn+lr T n+20 T 2n

Pi:{si’i_:(l,_n)’ (5)
d.,, 1=(n+12n),

where P, —biometric vector parameter.

Next, it is necessary to analyze the provided parameters of the biometric characteristics vector
to get into the intervals set by the user's biometric standard, on whose behalf the login is carried out.
During this analysis, the system creates a vector E =(e,e,,€;,...,&,). Vector E is formed as

follows:
'Lt 2 [min(P), max(P)]

The obtained E — Hamming vector of the applicant for access to the system. For a user
registered in the system, the vector E should consist of almost only 0, and for an unregistered user
who provides inaccurate biometric parameters, it will have many 1. The absolute value of the
Hamming distance E, from the presented vector of biometric characteristics v, to the biometric

standard V, is determined as the number of discrepancies with the biometric standard of the
provided parameters, ie the number 1 in the Hamming vector. The distance E, is always positive
and can vary from 0 to N.

To form confidence intervals, it is necessary to calculate the value of the mathematical
expectation of m(P) parameters and their standard deviation o(P). Then the minimum and
maximum limit of the interval will be calculated as follows:

min(R) =m(R)-T[L,(1-p)]-o(R).,
max(R) =m(R)+T[L,(1-p)]-o(R)
where L — the number of vectors used in training;
p — set value of errors of the first kind (probability of refusal of authentication to “authentic”

_{o, t; € [min(PR,), max(P)],

user);
T[L,(1— p)] — Student's coefficient.

Thus, we form a confidence interval for the mathematical expectation of the biometric
standard’s parameter.
Mean and variance calculated by the following formulas:

1
m(R) =T YR,

o*(P) = L 2Im(R) -

After forming the user's biometric standard, it can be used for authentication in the system. Thus,
a user who has been registered in the system will make a minimum of errors when entering the
signature, and the Hamming distance will be minimal for him, and an unregistered user will make a

large number of errors, which will be reflected in increasing the degree of Hamming E, . However, a
registered system user may also make certain mistakes when entering a passphrase. This means that for

23



P-ISSN 2411-1031. Information Technology and Security. January-June 2020. Vol. 8. Iss. 1 (14)

each user it is necessary to determine the threshold of the measure of Hamming E, , at which it will be

authenticated in the system, and it will be impossible to authenticate unregistered users.
The Ethreshold can be determined using the mathematical expectation and variance of the

Hamming measure values for the registered user:
E, =m(E,)+C[L,d-p)]-o(E,),

where C[L,(1— p)] — Student's coefficient, given based on the number of examples used L and the
value of the first kind error probability p.
We form the final biometric standard of user which will have the following look:
V, = (min(R,),max(R ), min(R,), max(P,),..., min(P,,),max(P,,),E,) .

Determination of the biometric vector optimal length. According to (4), the length of the
biometric vector depends on the number of intervals into which the signature is divided when the
parameters are obtained. The length of the vector is twice the number of intervals. To build a
system based on the selected recognition algorithm and biometric vector, it is advisable to
investigate the dependence of the biometric vector length and the efficiency of user recognition. A
practical experiment was conducted for this purpose. Its essence is to determine the influence of the
biometric vector length on the number of errors of the first and second kind [18]. For this purpose, a
software application was created, which based on 10 signature entries created biometric standards
for vectors of different lengths, in particular, for the division into 15, 20, 25, 30, 35, 40, and 45
intervals. At the subsequent input of the signature on its basis, 7 vectors of the specified lengths are
formed, and based on Hamming’s distance the decision on the truth of the user is made. It was
attended by two people who first taught the system their signature, and then entered it 100 times.
After that, they swapped places and tried to forge the signature of another participant in the
experiment for 100 times. The results are shown in Table 1.

FRR (False Reject Rate) or error of the first kind — the probability of erroneous failures to the
registered user;

FAR (False Accept Rate) or error of the second kind — the probability of granting access to an
unregistered user;

n n
FRR =-1; FAR =—2,
n n
where n; —the number of failures to the true user;
n,— the number of cases of incorrect access allow;

n— total number of attempts.

Table 1 — The results of the biometric vector optimal length study

The intervals User 1 User 2
number of

biometric vector n FRR n, FAR n FRR n, FAR
15 44 0,44 2 0,02 40 0,40 3 0,03
20 51 0,51 0 0 55 0,55 2 0,02
25 54 0,54 1 0,01 51 0,51 0 0
30 25 0,25 0 0 30 0,23 0 0
35 32 0,32 0 0 27 0,27 0 0
40 7 0,7 0 0 4 0,4 0 0
45 48 0,48 0 0 44 0,40 0 0

Using table. 1 and fig. 2 it can be concluded that the number of errors of the first and second
kind depends on the biometric vector length. It is proved experimentally that the optimal length
value of the vector is 40 biometric parameters.
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Figure 2 — The results of the biometric vector optimal length study

Evaluating the effectiveness of the selected indicators use. Let us estimate the probability p of
correct recognition of the user by its frequency in n independent experiments [19]. Using the
developed software application we will carry out experiment. To do this, 5 users successively
entered their signature for 100 times. The number of access denials is noted and shown in table 2.

Table 2 — Data on the number of denials of access to the true user

Number of false authentication Frequency of false Access allow's
User Ne )
failures access deny frequency
1 7 0,07 0,93
2 4 0,04 0,96
3 3 0,03 0,97
4 8 0,08 0,92
5 5 0,05 0,95

The average value of the correct user recognition frequency in a series of 100 experiments is
0,954. Determine the 90% confidence interval for the probability.
To check the applicability of the normal distribution law, the values of NMPand Mare
estimated [19]. Assuming approximately p ~ p* we obtain:
np = np* =95,
ng =~ n(l— p*) =5,
where p* —average frequency of access.
The obtained values give reason to believe that the normal distribution law can be applied in
this case. According to the tables given in [19], we find ty =1643 for ﬂzo’g. Next, calculate P:
and P2 according to the following formulas:
1t \/p*(l— p) 1t
STyt
2n n 4n

p*+

P, = 2
t
1+-2
n

2 2
2n 7 n 4n?

P, = 2
t
1+-2

n
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~0,954+0,0135-0,0366

) =091,
1027

_0954+00135+0,0366_ g
1027

Thus, the probability of correct user recognition at 90% confidence interval is in the range
from 0,91 to 0,98.

Conclusions. Summarizing the obtained results, it is worth noting that authentication using
users biometric characteristics is an effective way to protect information. One of the best methods
must be considered systems based on handwritten signature recognition. For systems based on
handwritten signature recognition, there are two main methods of implementation - statistical and
dynamic. Among them, the more advantages have the dynamic method, provided that there are
additional means of entering the signature. The decision about the authenticity of such systems
users is made based on a comparison of their template with the data entered during the attempt to
authenticate. The template is formed based on studying selected individual characteristics. To
implement the user authentication system by his handwritten signature, a method of biometric
vector formation is proposed. The speed of movement at certain intervals and the inclination angle
of the interval's vector were chosen as indicators of the handwritten signature. These indicators
reflect the dynamic component of a handwritten signature and can be obtained without the use of
specialized hardware.

The dependence of the first and second kind errors number on the length of the biometric
characteristics vector is investigated. Due to this, the optimal biometric vector’s length was
experimentally obtained, which was 40x2 of biometric parameters. It is under such conditions the
probabilities of the first and second kind errors were the lowest. It is also estimated that the
probability of correct user recognition by the developed software application at 90% confidence
interval is in the range from 0.91 to 0.98. These values are calculated based on experimental data
obtained from 5 users when entering a signature for 100 times. Based on them, it can be argued that
in this formation of the biometric standard, in the proposed scheme, the users dynamic biometric
authentication system implementation based on their handwritten signature is quite effective.

According to the work results, copyright registration certificates for the developed software
applications were obtained [20], [21], [22].

In the prospects of further research, it is planned to evaluate the permanence of the
characteristics of handwriting over a long period of time with further adjustment of the proposed
methods.
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BIKTOP €BELIbKUIA,
IBAH TOPHINYVK

BUBIP JUHAMIYHUX ITOKA3HHMKIB PYKOIIMCHOI'O HNIAIIUCY JOJA
ABTEHTU®IKAILILI KOPUCTYBAUIB

Po3rnsiHyro 0oOMpaHHS Ta OIIHIOBaHHS IIOKa3HUKIB PYKOIMCHOTO IMIANHUCY B CHCTEMax
aBTeHTH(iKaIlii KOpUCTyBaya. Ba)JIMBOIO Ta Ie HE BUPIMICHOIO MPOOIEMOIO 3aXUCTY 1HPOpMAIIii €
epexTHBHA iACHTU(IKAIIS KOPUCTYyBaya, KU OTPUMYE JOCTYN 10 KOH(iAEHIiHOI iHpopMmarrii.
Tpaguiiiiauil mapoapHUil 3aXUCT Mae psiJ HEOJIKIB. SIK aJbTepHaTHBA MapojbHIN cucTteMi ado ii
JIOTIOBHEHHS PO3MJIAA€ThCS 1ACHTU(IKALIS KOPUCTYBaviB 32 O10METPUYHUMHU XapaKTepI/ICTI/IKaMI/I
InenTudikatop, 1m0 BHUKOPUCTOBYE OIOMETPHYHI XapaKTEPUCTHUKH, HEPO3PUBHO IIOB’SI3aHUM 3
KOPHUCTYBa4deM, 1 CKOPHCTaTHCS HHUM HECAHKIIIOHOBAHO NPAKTUYHO HEMOXJIUBO. PimeHHs mpo
ICTHHICTh KOpUCTYyBaua 010METPHYHUX CHCTEM aBTEHTHUQIKaIlil MPUITMA€ETHCSI HA OCHOBI MOPIBHSHHS
fioro mabJoHy 3 JAaHMMU BBEJIEHUMU INpu crnpodi aBreHTH(iKyBaTucs. [llabnon dopmyerbest Ha
OCHOBI BHMBYEHHS OOpaHUX IHIMBIIYyaJIbHUX XapaKTEpPUCTUK KopucTyBauda. [lisg 1boro
BUKOPHUCTOBYIOTbCS O10METPUYHI XapaKTEpUCTUKU KOPHUCTYBadiB, sIKI BiJIOOpaXkaroTh JAWHAMIYHI,
MOBEIHKOBI  XapaKTepUCTUKU ocoOu. Sk OloMEeTpHUYHy XapaKTepUCTHUKY KOpHCTyBaua
MIPONIOHYETHCSI 3aCTOCOBYBATH PYKONMUCHMN MiANMUC. PyKONMUCHUMI MiANUC € CYCHUIBHO 1 3aKOHHO
BHU3HAHOIO 010METPUYHOIO XapaKTEPUCTUKOIO, IO BUKOPUCTOBYETHCS JJIsl aBTEHTU(DIKAIII] JIFOAUHU.
Bin Mae goctaTHRO CKIIaJHY CTPYKTYpY 1 BHUCOKY J€Tai3allilo, — BCE€ 1€ pOoOUTh BUPIIICHHS
npobieMu ineHTu(iKalii KopucTyBaua MaTeMaTUYHUMH METOJaMH JOCUThH CKJIQIHHUM 1 MOTpelye
BEJIMKHX OOYHMCIIOBAIBHUX 3aTpaT. TakoX CYyTTEBUM HEJOJIKOM € T€, 0 CUCTEeMH aBTEHTHQIKaIil
3  BHUKOPHCTAaHHSIM  pPYKOIMCHOTO  MIANKUCY  BHMMAaraiTh  BCTAQHOBJEHHS  JI0OJIATKOBOTO
CIeIiaTi30BaHOr0 OO0JIaIHAHHS, M0 POOUTh BUKOPHUCTAHHS TAaKUX CHCTEM SIK PSJAOBOTO 3aco0y
aBTeHTH(iKaLli qyxe noporum. g BUpIIeHHS i€l TpoOIeMHu 3alpOlIOHOBAHO CXEMY peatizallii
CHCTEMH 3aXHMCTy KOMIT IOTEPHUX JaHUX BiJl HECAHKI[IOHOBAHOTO JIOCTYITY HA OCHOBI PYKOTIHCHOTO
HiANKUCY 3 BUKOPUCTaHHAM MOOLIBHMX HPUCTPOIB Ha OCHOBI omepariiiHoi cucremMu Android sk
MPUCTPOIB BBEJACHHS MiAMUCY. 3allPONOHOBAHO MeTOJ| (POpMYBaHHS OIOMETPUYHOIO BEKTOPY IS
BUKOPUCTaHHA B JMHAMIYHUX O10METpUYHUX cHUcTeMax aBTeHTU(ikauii kopuctyBadiB. [lociimkeHo
ONTHMAaJIbHI XapaKTEPUCTUKU Ta OLIHEHO e(EeKTUBHICTb BUKOPUCTAHHSI BEKTOPY O1OMETPHUHUX
XapaKTEPUCTUK 3amporioHoBaHoi ¢opmu. OTpUMaHO CBIJIOIITBA MPO PEECTPAIliI0 aBTOPCHKUX TPaB
Ha po3po0JICH] MPOTATOM BUKOHAHHS POOOTH TPOrpaMHi 3aCTOCYHKH.

KimiouoBi ciioBa: OiomerpuuHa aBTEHTHdIKAI KOpUCTyBada, OIOMETPUYHHMA TOKa3HUK,
JIMHAMIYHUM TIOKa3HUK, OIOMETPUYHUM BEKTOp, PYKONHMCHHMU IIiANKMC, CHCTeMa OiOMeTpUYHOL
aBTeHTHU(IKAIIIi.
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