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The globalization of information exchange and the widespread introduction of information
technologies in all spheres of society's life created the problem of protecting information processed
in information systems from challenges and threats in the cybernetic space. The presence of
important information in the functioning of the systems and critical national infrastructures objects
enables its usage by the negatively-minded elements and groupings for the implementation of
unlawful actions in the cyberspace by violating the integrity, availability, and confidentiality of
information, and inflicting damage on information resources and information systems. In this case,
the possibility of using information technologies in the cybernetic space in the interests of carrying
out military-political and power confrontation, terrorism, and hacking cyber attacks are of particular
concern. Today, intrusion detection and attack systems are usually software or hardware-software
solutions that automate the process of monitoring events occurring in the information system or
network, and independently analyze these events in search of security issues signs. An analysis of
modern approaches to the development of such systems shows that it is the signature analysis of
network traffic provides effective results in the development of protection modules of cyber
systems. In addition, for the reliable protection of information systems, it is not only necessary to
develop separate mechanisms of protection, but also to implement a systematic approach that
includes a set of interrelated measures. The purpose of the article is to develop a system for
recognizing cyber threats based on signature analysis, which would reduce the time of an attack
detection of a cyber defense system while the number and complexity of cyber attacks are
increasing.

Keywords: cyberspace; cyber attack; signature analyzer; decision-making system; cyber
intrusion.

Introduction. One of the main problems, which under the condition of globalization
information exchange and wide implementation of information technologies in all spheres of
society’s life support came up in all states of the world, is the problem of protecting information
processed in information systems from challenges and threats in the cybernetic space. Cyberspace
possibilities, rapid development and implementation of leading-edge information and
telecommunication technologies provide unprecedented opportunities for accumulation of data and
its usage. The presence of important information in the systems functioning and objects of critical
national infrastructures enable its usage by the negatively-minded elements and groupings for the
implementation unlawful actions in the cyberspace by violating the integrity, availability, and
confidentiality of information, and inflicting damage on information resources and information
systems. In this case, the possibility of using information technologies in the cybernetic space in the
interests of carrying out military-political and power confrontation, terrorism and hacking cyber
attacks is of particular concern.

Analysis of recent researches and publications. As the world experience has shown, the
most effective methodological approach for constructing innovative intellectual cyber attack
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monitoring systems is the way to create a hierarchical multilevel structure of cyber attack detection
at the beginning of their implementation. Furthermore, a hierarchical approach allows solving
difficult problems of the information protection process managing from cyber attacks in the
distributed information systems (1S) as a sequence of local tasks, coordinated with each other.

The threats estimation of critically important systems involves two aspects: situational
analysis and threats detection [1], [6], [7], [9]. The situational analysis is a detailed analysis of
software settings functioning of the IS. While carrying out such an analysis it is necessary to
organize similar data and estimate it separately according to each group. There is an example of
such analysis, presented in fig. 1.

direct password ,
PSD before user selection — 0,37% unauthorized chat\ge
session - 0,22% of data — 12,24%
other-
skl disclosure of system
data- 6,12%
i denial of
:.c_u:ty service — 16,7%
restrictions
avoiding —
15,2%
spoofing attack
compromised —1,2% s
system- 23%
disclosure of
privileges important system
increase - 51% data - 12,24%

Figure 1 — Threat type diagram [1]

Nowadays, for information systems protection, it is necessary not only to develop private
mechanisms protection but also to implement a system approach, which involves a complex of
connected actions. Any information safety-related system aims to prevent them from cyber attacks,
protect the legal interests of a business entity from information security incidents, prevent from
financial looting, dissemination, diseconomy, misrepresentation, and destruction of information.

For today, systems of cyber intrusion and cyber attacks detection usually present program or
machine-program solutions, which help automate actions control process taking place in the
information system or a network, and also analyze these actions directly to detect some
cybersecurity warnings [4],[5]. As the number of different types and ways of organization network
hacking has increased for the recent years, cyber attack detection system (CADS) became a
necessary component of the security infrastructure of most organizations [2], [3].

In general, modern systems of intrusion and cyber attacks detection are far from ergonomic
and effective solutions, according to security. But the improvement of efficiency should be
considered not only in the detection sphere of improper activities on the infrastructure of secure
information objects but also according to everyday exploitation of these measures and saving of
computing power and information resources of a security system owner.

If to talk straight about modules of data-processing, it should be remembered that every cyber
attack signature in the system of information processing concerning a cyber attack is a basic
element for detecting of most general actions — cyber attack phase detecting (the stage of its
implementation). The definition of a signature itself is generalized to a final rule. On the contrary,
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each cyber attack is developed for the phase number of its development. The easier cyber attack is,
the simpler it can be detected and there are more opportunities to analyze it.

The purpose of the article is to develop a system for recognizing cyber threats based on
signature analysis, which would reduce the time of an attack detection of a cyber defense system
while the number and complexity of cyber attacks are increasing.

To compass this purpose, the following problems should be solved:

— to create a detection system of the aberrant behavior which is built upon the capability of
the cyber attack detecting system to have a knowledge of some characteristics which describe the
correct (or permissive) behavior of the object of observation;

— to develop a signature analyzer model which enables a cyber attack or cyber intrusion
detection for critically important information structures;

— to develop a statistical analyzer on basis of the average-case analysis model and the root-
mean-square deviation of network traffic settings.

The main material research. The cyber attack scenario is a transition diagram which transits
to an analogical diagram of the final determined automated device. Cyber attack phases can be
described in the following way: ports testing; identification of program and machine tools; banner
gathering; exploits usage; disorganization of network functioning with help of attacks for a
customer service refusal; managing through backdoors; Trojans set searching; web proxies
searching, presence signs removing and so on (in appropriate cases — with different level of detail).

The benefits of such an approach are obvious - in the case, separate processing of various
stages of cyber attacks, it is possible to recognize a cyber threat in the process of its preparation and
formation, and not at the stage of its implementation, as in the existing systems. At the same time,
the elemental basis for recognition can be a signature search, detection of anomalies, the use of
expert methods and systems, trust relationships and other information methods to assess what is
happening in the information environment. A general approach to analysis allows us to determine
distributed (in all senses) cyber threats, both in logical and physical space. The general scheme of
event handling also allows searching for distributed cyber attacks by further data aggregating from
different sources and constructing metadata about known incidents.

The cyber attack detection systems, like most modern software products, must meet some
requirements [10], [11]. These are modern development technologies, orientation on the features of
modern information networks and compatibility with other programs. To understand how to use
CADS correctly, you need to identify how they work and what their vulnerabilities are. If we do not
take into account various non-essential innovations in the field of detection of cyber attacks, then
we can safely assert that there are two main technologies of constructing the CADS.

The most widespread cyber threats to information resources can be considered as potentially
possible cases of natural, technical or human-induced nature, which may lead to unwanted effects
on the information system, as well as on the information stored therein. The emergence of a cyber
threat, that is finding the source of actualization of certain events in the threat, is characterized by
such an element as vulnerability. By integrating a variety of approaches, as well as suggestions for
solving this issue, we believe that the following kinds of cyber threats to information security can
be identified: disclosure of information resources; violation of their integrity; failure of the
equipment itself.

Traditionally, CADS are classified according to two characteristics: the method of detection
and the level of the system on which the protection is carried out. Although these two classification
features are most important in the selection of systems for detecting cyber attacks, there are still
other characteristics that play an equally important role in the design of the CADS. After all, the
safest solution can not be achieved by considering one or two aspects of taxonomy. All developers
of attack detection systems and organizations that use CADS should understand and study their
classification to choose the best solutions for information security systems. In the study of various
aspects of taxonomy and the application of various options, we can achieve a higher level of
information systems security.
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The systems for detecting abnormal behavior are based on the fact that CADS has some
features that characterize the correct or permissible behavior of the object of observation. The block
diagram of the cyber security of the information system is presented in fig. 2.
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Figure 2 — Structural pattern of the cyber security of the information system

Sensors of cyber intrusion devices identify unusual behavior, anomalies in the operation of a
single object. The difficulties of their application in practice are associated with the instability of the
objects themselves, which are protected, and with external objects interacting with them. The object
of observation can be the network as a whole, a separate computer, network service, user, etc.
Sensors operate on the condition that the intruder violates the normal functioning of the information
system.

The measures and methods traditionally used to detect abnormalities include the following:

— threshold values: the observation of an object is expressed in the form of numerical
intervals; exceeding these intervals is considered to be an abnormal behavior; thresholds can be
static and dynamic;

— statistical measures: the decision on the availability of a cyber attack is taken based on a
large number of data collected through their statistical pre-processing;

— parametric: for the detection of a cyber attack a special “normal system profile” is
constructed based on templates (some policy which this object must usually follow);

— nonparametric: the profile is built on observation of the object during the training period,;

— measures based on rules (signatures): they are very similar to nonparametric statistical
measures; in the period of training an idea of the normal behavior of the object is being formed,
which is written in the form of special “rules”;

— other measures: neural networks, genetic algorithms, which allow classifying some set of
known sensor-indicator signs; in modern CADS the first two methods are mainly used.
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Usually, abnormal activity detection systems use logging books and current user activity as a
data source for analysis. The advantages of cyber attack detection systems based on the technology
of detecting abnormal behavior can be estimated as follows:

— anomaly detection systems are capable of detecting new types of cyber attacks, the
signatures for which have not yet been developed;

— they do not require renewal of signatures and rules of cyber attacks detection;

— detection of anomalies generates information that can be used in criminal detection
systems.

The disadvantages of systems based on the technology of detecting abnormal behavior are:

— systems require long and qualitative training;

— systems generate many mistakes of the second kind;

— systems are usually too slow at work and require a large number of computing resources.

Let’s consider one of the effective methods for detecting intrusions and cyber attacks, which is
based on the signature approach. Signatory methods allow you to describe a cyber attack with a set
of rules or using a formal model, which can be used as a character string, semantic expression in a
special language, etc. The essence of this method is to use a specialized database of cyber attacks
templates (signatures) to find actions which fall under the definition of “cyber attack”.

The signature method can protect from a viral or hacker cyber attack when its signature is
already known (for example, the unchanged fragment of the virus body) and it is included in the
database of CADS. If the network is experiencing the first attack from the outside, the first infection
is still unknown, and the database simply lacks the signature for its search - the signature method
CADS will not be able to signal the danger because it considers the attacking activity to be
legitimate.

Most of the existing software products which claim to use the signature method, in fact,
realize the most primitive way of signature recognition. In such systems, the signature method is
implemented as an algorithm that examines only the dynamics of cyberattack development. And it
IS based on a state machine to assess the scenario of the developing attack. According to the plan,
this approach should allow tracking the dynamics of the development of cyber attacks by the
actions of the intruder, while as the module for data collection even the systems for detecting cyber
attacks can be used.

Signature analyzer model. Thus, the effectiveness of the signature CADS is determined by
three main factors: the efficiency of refinement of the signature base, its completeness from the
point of view of the determination of the cyber attack signature, as well as the presence of
intelligent algorithms for reducing the attacking party’s actions to some basic steps, within which
there is a comparison with the signatures.

To implement the chosen method of determination and identification CADS, models of the
signature and statistical analyzers of network traffic are offered, and the fuzzy intellectual system is
used to determine the sources of cyber-media and the choice of solutions for their elimination. The
structure of the universal signature parser flow packets of network traffic is presented in fig. 3.

The mechanism of signature analyzer functioning includes two stages: filtering and collecting
fragments of packages, recognition of cyber-criminals by signatures.

The work of the analyzer is described by the following model. Denote the network traffic

coming from the packet capture module, as a flow in the form of a set S ={s};, where n is the
total number of packets. The base of signatures can be represented as a set of B (1), which

combines signature type clusters B, ={b, }, j =L m:
B=B,UB,U..UB, =U",B, (1)

where m — the number of clusters of signatures;
j — cluster, which is a set of identical signatures;

K — total number of signatures in the j -cluster.
The input of the response module receives a signal only if S< B.
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Figure 3 — The structure of the universal signature parser flow packets of network traffic

Statistical analyzer. When developing a statistical analyzer, a model based on the analysis of
the mean value and the mean square deviation of the network traffic parameters is proposed. This
method is based on comparing the local (current) characteristics Y, of the flow of packets with

averaged over some time (global) characteristics Y,. As a statistical characteristic of the flow of

packets, a sample average £, a sample variance d® and a consent criterion 4? are used. If the local
characteristics are significantly different from global ones, then an abnormal behavior of the packet
stream and the likely failure of hardware, software or security policy violations are concluded. The
structure of a statistical analyzer that implements this method of detecting cyber attacks is shown in
fig. 4.
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Figure 4 — The statistical analyzer structure
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The work of the statistical analyzer is described by the following model. The numeric value
Xi{Xmin < X, < X, } is @ certain event in the flow of network events at a time t;,i =1,n. The set of

values is characterized by the mean value xand variance o, of the value X . To determine the local

characteristics, the average value xis calculated not for the whole stream of N events, but only for
the last n events. For this purpose we use the weight function F(z) and the local characteristics

can be calculated using the following formula:
N
W(N):ZF(tN _ti)f(xi) 2)
i=1
As a weight function F(z) the function of the form for finding W (N) was chosen:

1.3 (z/t)!
F2) = =5 eun ) ®3)
ks j=1 J!
where t —is the time interval on which local characteristics are calculated:;
ks — rationing factor.

To determine the local characteristics, the range of possible values X is divided into B
intervals: [X.., X, —>[%, % ]--[Xs 4, Xg1@nd the hit frequencies in the corresponding intervals are

calculated not for the whole stream, but for the n most recent events. Local characteristics are
calculated by (2) and (3).

When designing an intellectual (expert) system, was chosen the fuzzy logic model [8]. This is
because a significant amount of information on the causes and source of cyber attacks (CA) can
only be obtained expertly or in the form of heuristic descriptions of processes. To determine the
sources of CA security system should be represented by the model of the information network on
which it is oriented. Such a model divides the process of the information moving between
computers across the network environment to several levels. Thus, the primary security problem
can be represented by the decomposition of security tasks at individual levels of the network.

Represent a separate level of security in the form of a nonlinear object with a plurality of input

variables {x},i =1 nand one output variable y:

y= 1,0 % 0 %) (4)
As input variables, we will select signs of CA sources. The output variable y is a network
status indicator.
The model uses the following assumptions and limitations:
— input variables {x }within one level are independent;

— separate network functions are isolated on each of the network levels.

Integrated Intelligent Decision-making Support System (IIDmSS) for identifying intruders
contains a set of functional components which allow you to automate control actions as much as
possible when changing the security situation. The structure of the decision-making information
system for determining cyber intrusions is presented in fig. 5.

Conclusion. The current state of the systems for detecting cyber attacks on information
systems is full of weaknesses and vulnerabilities, which, unfortunately, allow harmful influences to
successfully destroy information security systems. This situation is a result of the rapid
development of technologies and methods which are used by cybercriminals to achieve their goals.
The attacking side will always have an advantage due to the factors of unexpectedness and
unpredictability of its actions. Therefore, intrusion detection systems are needed to quickly detect
and prevent security breaches (especially caused by previously unknown cyber attacks) which are
characterized by unclear criteria.

From this perspective, the following tasks were solved in the work:

— the system for detecting an abnormal behavior that takes into account the multiplicity of
monitoring parameters is developed;
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— the signature analyzer model for detecting anomalies during the cyber attack is proposed;
— the model of the statistical analyzer, which task is to minimize the probability of making
a false decision by the cyber attack detection system is designed.
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Figure 5 — The structure of the decision-making information system

In general, when new threats and anomalies arise from attacking actions with unidentified or
unclearly defined properties, these tools do not always remain effective, they require long time
resources for being adapted. That is why intrusion detection systems should be continuously
investigated and refined to ensure continuity in their effective functioning. Today, for information
protection, not just the development of private security mechanisms is required, but also the
implementation of a systematic approach that contains a set of interrelated measures. The main
objective of any information security system should be the creation of conditions for the safe
operation of the enterprise, cyber threats prevention, protection of enterprise legitimate interests
from illegal encroachments, prevention of theft financial means, disclosure, loss, leakage,
distortion, and destruction of the official information.

REFERENCE

[1] U. Drejs, M. Movchan, “Analiz neganivnih naslidkiv kiberatak na informacijni resursi
objektiv kritichnoji infrastrukturi derjavi”’, in Proc. Third International Scientific and
Practical Conference Topical issues of cyber security and information security, Kyiv:
European University, 2017, pp. 71-74.

[2] M.L. Masyuk, “NSD: teoriya i praktika”, Spetsialnaya Tehnika, no. 3, pp. 128-140, 2003.

[3] A.A. Malyuk, S.V. Pazizin, N.S. Pogozhin, Vvedenie v zaschitu informatsii v
avtomatizirovannyih sistemah. Moscow, Russia: Goryachaya liniya-Telekom, 2001.

[4] L.V. Astahova, V. I. Tcimbol, “Primenenie samoobuchauschejsy sistemy koreljacii sobitiy
informacionnoy bezopasnosty na osnove nechotkoy logiki pri avtomatizacii sistem
menedjmenta informacionnoy bezopasnosty”, Vestnik JUUrGU, series Computer
technologies, management, radio electronics, vol. 16, no. 1, pp. 165-169, 2015.

[5] “TOP-10 vredonosnih program v Ukraine”. [Online]. Available:
https://eset.ua/ru/news/view/572/index0/-10-2018. Accessed on: Sept. 10, 2018.

[6] O.U. Cherednichenko, V.V. Fesjoha, U.O. Procjuk, and T.V. Bondarenko, “Analiz
isnujuchih pidhodiv protidiji najposhirenishim kibernitichnim vtruchanjam v informatcijno-
telekomunikatcijny mereji”, Modern Information Technologies in the Sphere of Security and
Defence, Ne 2 (32), pp. 13-16, 2018.

[7] P. Kabiri, and A. Ghorbani, “Research on Intrusion Detection and Response: A Survey”,
International Journal of Network Security, vol. 1, no. 2, pp. 84-102, Sept. 2005.

76



P-ISSN 2411-1031. Information Technology and Security. January-June 2019. Vol. 7. Iss. 1 (12)

[8] H.Sh. Mondal, T. Hasan, B. Hossain, E. Rahaman, and R. Hasan, “Enhancing secure cloud
computing environment by Detecting DDoS attack using fuzzy logic”, in Proc. Third
International Conference on Electrical Information and Communication Technology, New
Jersey, 2017. [Online]. Available: https://ieeexplore.ieee.org/abstract/document/8275211.
Accessed on: Dec. 17, 2018.
doi: 10.1109/EICT.2017.8275211.

[9] S. Douzi, I. Benchaji, and B. EIOuahidi, “Hybrid Approach for Intrusion Detection Using
Fuzzy Association Rules”, in Proc. Second syber security in networking conference (CSNet),
Paris, 2018. [Online]. Available: https://ieeexplore.ieee.org/document/8602882. Accessed on:
Dec. 17, 2018.
doi: 10.1109/CSNET.2018.8602882.

[10] G. Manasi, “Taxonomy of Anomaly Based Intrusion Detection System: A Review”,
International Journal of Scientific and Research Publications, vol. 2, iss. 12, Dec. 2012.
[Online]. Available: http://www.ijsrp.org/research-paper-1212.php?rp=P12460. Accessed on:
Dec. 17, 2018.

[11] L. K. Babenko, O. B. Makarevich, and O. Yu. Peskova, “Razrabotka kompleksnoy sistemyi
obnaruzheniya atak”, in Proc. Fifth International Scientific and Practical Conference
Information Security, Taganrog, 2003, pp. 235-239.

The article was received 10.03.2019.

CIIMCOK BUKOPUCTAHUX /KEPEJI

[1] O. Hpeiic, Ta M. MoBuaH, “AHani3 HeraTHBHMUX HACIiJIKIB KiOepaTak Ha iH(popMaIliiiHi
pecypcu 00’€KTIB KPUTHYHOI 1HPPACTPYKTypu HepkaBu’, Ha 3 MijcHapooHiti HayKogo.-
npakmuynii KoHgepenyii Axkmyanvni numanHs 3a0e3neuenHs Kibepbesneku ma 3axucmy
ingpopmayii, Kuis, 2017, c. 71-74.

[2] M. U. Macrok, “HC/I: Teopus u npaktuka”, Cneyuanvnasn Texnuxa, Ne 3, ¢. 128-140, 2003.

[31 A.A. Mamok, C.B. Tlasusun, H.C. Iloroxun, Bseedenue 6 sawumy ungpopmayuu 6
asmomamusupogannvlx cucmemax. MockBa, Poccuiickas ®enepanus: lopsiyas JIUHUS-
Tenexom, 2001.

[4] JI.B. AcraxoBa, B. . Ilumboxa, “IlpiMeHeHre camMo00ydJaromieiicss CHCTEMbl KOPPEISIHU
coObITUN MHPOPMAIIMOHHOM 0€30MaCHOCTH HA OCHOBE HEUYETKOM JIOTHKU MPU aBTOMATHU3AIINH
CHUCTEM MEHEDKMEHTa HMHPOpMalMoHHON Oe3omacHoctu”, Becmnux FOVpl'Y, cepus
Komnviomepnvie mexnonozuu, ynpasienue, paouosrekmponuxa, T. 16, Ne 1, ¢. 165-169, 2015.

[5] “TOII-10 BpemoHOCHBIX mporpamMm B YkpaumHe”. [DJeKTpoHHBIH pecypc]. [docTymHo:
https://eset.ua/ru/news/view/572/index0/-10-2018. /Tata obparienus: Cent. 10, 2018.

[6] O.IO. Yepenuuuenko, B.B. ®echoxa, 10.0. Iporirtok, Ta T.B. Bonaapenko, “Ananis icayrounx
MiAXOMIB  MPOTHAIl  HAWIOIIMPEHIMNM  KiOEpHETWYHMM  BTPYYaHHSIM B  iH(opMmarmiiitHo—
tenekomyHikauiiui mepexs”, Modern Information Technologies in the Sphere of Security and
Defence, Ne 2 (32), c. 13-16, 2018.

[7] P. Kabiri, and A. Ghorbani, “Research on Intrusion Detection and Response: A Survey”,
International Journal of Network Security, vol. 1, no. 2, pp. 84-102, Sept. 2005.

[8] H. Sh. Mondal, T. Hasan, B. Hossain, E. Rahaman, and R. Hasan, “Enhancing secure cloud
computing environment by Detecting DDoS attack using fuzzy logic”, in Proc. Third
International Conference on Electrical Information and Communication Technology, New
Jersey, 2017. [Online]. Available: https://ieeexplore.ieee.org/abstract/document/8275211.
Accessed on: Dec. 17, 2018.
doi: 10.1109/EICT.2017.8275211.

[9] S. Douzi, I. Benchaji, and B. EIQuahidi, “Hybrid Approach for Intrusion Detection Using
Fuzzy Association Rules”, in Proc. Second syber security in networking conference (CSNet),
Paris, 2018. [Online]. Available: https://ieeexplore.ieee.org/document/8602882. Accessed on:
Dec. 17, 2018.
doi: 10.1109/CSNET.2018.8602882.

77



P-ISSN 2411-1031. Information Technology and Security. January-June 2019. Vol. 7. Iss. 1 (12)

[10] G. Manasi, “Taxonomy of Anomaly Based Intrusion Detection System: A Review”,
International Journal of Scientific and Research Publications, vol. 2, iss. 12, Dec. 2012.
[Online]. Available: http://www.ijsrp.org/research-paper-1212.php?rp=P12460. Accessed on:
Dec. 17, 2018.

[11] JI. K. Babenko, O. b. Makapesuu, u O. FO. IleckoBa, “Pa3paboTka KOMILIEKCHON CHCTEMBI
oOHapyxkeHHsl aTak’, Ha V MerHcOyHApoOHOU HAYUHO-NPAKMUYECKOU KOH(epeHyuu no
Unghnpmayuonnoii 6ezonacnocmu, Taranpor, 2003, c. 235-239.

CEPI'TU TOJIIOTIA,
BOJIOMUMUP HAKOHEYHNH,
OJIEKCAH/IP YCIIEHCBHKUIA

CUT'HATYPHI TA CTATUCTHUYHI AHAJII3BATOPU B CUCTEMI BUABJIEHHSA
KIBEPATAK

I'moGanizamiss iHpopMamiiHOro OOMIHY Ta IIUPOKE BIPOBADKEHHS 1H(OpMamiifHUX
TEXHOJOTi B yci cepH XKHUTTA CYCHIUIbCTBA CTBOPHJIM MNpoOiieMy 3axucry iHdopmarii, 1o
00poOnsieTses B iHGOPMALIHUX CHCTEMaXx, BiJl BUKJIHKIB 1 3arpo3 B KiOEPHETUYHOMY IIPOCTOPI.
HasiBHicTh BaxknuBoi iHdopmarii y GyHKIIOHYBaHHI cUCTeM i 00’ €KTiB KPUTUYHHUX HAI[lOHAJTBHUX
1H(QPACTPYKTYp MO3BOJSIE BUKOPHCTOBYBATH 1i HETATMBHO HAJAIITOBAHUMH €JIEMEHTaMH 1
YIpYNOBaHHAMM U1 3I1HCHEHHsS NPOTUIIPABHUX MAiM B KiOepHmpocTopi WIISXOM MOPYLIEHHS
LUJIICHOCTI, TOCTYIMHOCTI Ta KOH(IAEHIIIHHOCTI iH(pOpMallil, HAHECEHHS KON 1HPOpMaLiIiHUM
pecypcam Ta iHpopmamidiHUM  cuctemMaM. MOXIHUBOCTI  KiOEpHETHYHOTO  MPOCTOPY,
JABUHOMOMAIOHMI  Tpollec PO3BUTKY Ta BIPOBAHKCHHS HOBITHIX iHQOpMauiiHUX 1
TEJIEKOMYHIKAIIHHUX TEXHOJOT1 3a0e3meuyroTh Oe3MpereeHTHI YMOBHU Il HAKOMHYEHHS 1
BUKOPHUCTAaHHA iH(opmamii, a TakKoX CTBOPIOIOTh (YHIAaMEHTAJIbHY 3aJEeXKHICTh BiI iX
HOpPMAaJIbHOTO (YHKIIOHYBaHHA BCiX cdep IKUTTEMIAIBHOCTI CYCHUIbCTBA Ta JCpP>KaBU:
€KOHOMIKH, TOJITUKHU, cPepHu HAI[IOHAIBHOI Ta MIXHApOAHOI Oe3MeKH, €KOJOTIYHOTO 3aXHCTY,
Oe3IeKn CTpaTeriuHuX pecypciB aepkaBu. [Ipu 1bOMYy OCOOJHMBY 3aHEMOKOSHICTh BHKJIHKAE
MO>KJIUBICTh BUKOPUCTAHHS 1H(QOpPMALIHHUX TEXHOJIOTIH B KIOEPHETUYHOMY ITPOCTOP1 B IHTEpECaX
3MIHCHEHHS BiMCHKOBO-IIOJIITUYHOIO Ta CHJIOBOTO MPOTUCTOSIHHS, TEPOPU3MY 1 XaKEPChKHX
kibeparak. Ha cpOrogHimHiii neHb cHCTEMaMM BHSBJIEHHS BTOPTHEHb 1 aTak 3a3BUYall €
[porpamMHoO-anapaTHi pIIIeHHs, $KI aBTOMAaTHU3yIOTh HPOLEC MOHITOPUHTY MOAIH, IO
Bi/I0yBalOThCsl B iH(popMaliiiHii cuctemi abo Mepexi, 1 CaMOCTIHHO aHaNi3yloTh i MOJIi B
MONIYKaX O3HaK mpolOsiem Oe3neku. AHami3 CydyacHUX METOJIB Ta MiAXOJIB 0 PO3POOKH TaKUX
CUCTEM TIOKa3ye, L0 CaM€ CUTHATypHUH aHali3 MepexeBoro tpadiky 3adesneuye e(peKTHBHI
pe3yabTaTH MpH po3podLl MOAYIIB 3axXUCTy kubepcucteM. Kpim Toro, ans HamiiHOIO 3aXHCTy
iHpopMaIIfHUX CUCTEM HEOOXIZIHO He TUIbKM PO3pOOHUTH OKpeMi MeXaHI3MM 3axHUCTy, aje M
peanizyBaTH CHUCTEMHHH MiAXiJ, 10 BKJIOYAaE B ce0e KOMIUIEKC B3a€EMOIIOB’3aHUX 3aXOJIB.
MerToto cTatTi € po3poOKa cUCTEMH pO3Mi3HABaHHS Ki0ep3arpo3 Ha OCHOBI aHaJi3y CUTHATYp, sKa
J03BOJIMIIAa O CKOPOTHUTM Yac BHUSBIEHHS aTak Ha CHCTeMHU KiOepoOOpoHM mpu 301IbIIEHH]
KUJTBKOCTI 1 CKJIaTHOCTI KiOepaTak.

Kurouosi cioBa: xiGeprpocrip; kibepaTaka, CUTHATYpPHUN aHali3aTop; CUCTeMa MPUNUHATTS
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AHJIPII LIEBYEHKO,
TEPMAH 3ACTEJIO,
€BT'EH HIITAYMHCHKUI

AHAJII3 3ACTOCYBAHHA METOAIB MAIIIMHHOTI'O HABYAHHS HA OCHOBI
IITYYHUX HEMPOHHUX MEPEX JIJIs1 BUSIBJEHHS KIBEP3AI'PO3

[IpoananizoBaHO 3aCTOCYBaHHS METOJIB MAIIMHHOTO HAaBYaHHS HA OCHOBI IITYYHHUX
HEHPOHHUX MEpeX y MPUKIAJIHUX 3a]auax BUABJIECHHS Ta Kiacudikamii kibep3arpo3. AKTyanbHICTh
TEMaTUKM CTaTi OOyMOBJIEHAa 3HAYHUMHU O00CATaMM BIPOBAKEHHS TEXHOJOTIM MAaIlIMHHOTO
HaBYaHHSA B cHCTeMi 3axucTy iHdopMmalii Ta 3ale3nedeHHs kiOepOesneku. Po3kpuBaeTbcs
B32€MO3ANICKHICTh MIK TMOHSATTSAMHU ,,IITYYHUH I1HTENEKT , ,,MallMHHE HaBuYaHHSI 1 ,,[TIHOOKE
HaBYaHHA . 3a pe3ylbTaTaMy aHali3y I1HGOpMalIMHUX JUKepes, BUAUICHO OCHOBHI METOIU
MaITMHHOTO HAaBYaHHSI, SIK1 3HAWIIUIA 3aCTOCYBAaHHS B raimy3i KibepOesmeku, a came: Mepexi baiieca,
HITY4YHI HEMPOHHI Mepexki, METO/I ONOPHUX BEKTOpPIB, HeuiTKa Jiorika. [IpoBeneHo aHaini3 MeToAiB
BUSBIIEHHSI Ki0ep3arpo3, 30KpeMa, CTaTUCTHYHI, CUTHATYpHI, €BPUCTHYHI Ta METOAM BHSBJICHHS
aHoMasbHIN. Hanano 3araibHy XapakTepUCTHKY W BUIIJIEHO NIEpPEeBAru Ta 3aBAaHHs, K1 BUPIIIYIOTh
METOAM MAIIMHHOTO HaBYaHHS JUIsl BUSBJICHHS aHOMAJIBHHX TOAIN y cdepi kiGepOe3meku.
Po3rnsmgaroTbcsi OCHOBHI THNHM IITYYHUX HEHPOHHUX MEpEXK, SKi 3aCTOCOBYIOTHCS B 3aladax
BUSBIIEHHS KiOep3arpo3. [liArpyHTSIM U1l po3Iuisly 3arajJbHOTO 3aCTOCYBaHHS METO/(IB MAIlIMHHOTO
HAaBYaHHS € MITY4YHI HEHpOHI Mepeki Ha OCHOBI 0araTomiapoBOro MepcenTpoHa 31 3BOPOTHIM
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