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The use of biometric characteristics to improve the efficiency of user authentication is
considered. An identifier that uses biometric characteristics is inextricably linked to the user and is
virtually impossible to use it unauthorized. According to this, it is proposed to use the dynamic
biometric characteristics of users. Their advantage is that due to the dynamic component, the
likelihood of their being forged by an attacker is very low. As a part of multifactor authentication
system, biometrics can significantly reduce the chances of hacking user accounts by eliminating the
disadvantages of classic password systems and card-based systems. The handwritten signature is
used as the biometric characteristic of the user. The handwritten signature is a publicly and legally
recognized biometric characteristic used for human authentication. It has a rather complex structure
and high detail, all of which makes the solution of this problem mathematical methods rather
complicated and requires a large computational cost. A major drawback is that handwritten
signature authentication systems require the installation of additional specialized hardware.
Therefore, using such systems as an ordinary authentication tool is very expensive. Nowadays the
presence of mobile devices in almost all users has made it possible to form the idea of using them in
authentication systems. Thanks to that a scheme for implementing a computer security system
against unauthorized access based on handwritten signatures using Android-based mobile devices
as signature input devices were proposed. In addition, a connection scheme between a computer and
a mobile device was proposed. Its feature is that the connection between the mobile device and the
computer is established by scanning the QR code displayed on the computer monitor by mobile
device module. The practical value of the results obtained is confirmed by the copyright registration
certificate of the software developed during the work.
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Problem Statement. Traditional identification and authentication methods, which are based
on the use of portable identifiers, as well as passwords and access codes, have a number of
significant disadvantages due to the fact that attributive and knowledge-based characteristics are
used to establish user authenticity. However, classic password systems, as well as card-based
systems, have a number of vulnerabilities [1], [2]:

— access card theft;

— making a duplicate access card;

—  password guessing;

—  password definition by the method of “iteration” (brute force);

—  password by phishing.

Thus, these vulnerabilities will compromise the system as a whole. They can be eliminated
when using biometric identification methods [3], [4].

Biometric identification is a way of identifying a person by the individual biometric
characteristics of a particular person. The biometric characteristics of a person are an integral part of
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them — they cannot be forgotten or lost, compromised or used without a carrier. As a part of
multifactor authentication system, biometrics can significantly reduce the chances of hacking user
accounts [4]. There are two separate categories of information systems users authentication systems
by type of human biometric characteristics [2]:

1) systems based on static features. Static, immutable characteristics of the person to which
include fingerprints, face or hand shape, deoxyribonucleic acid (DNA) are used,

2) systems based on dynamic features. Dynamic, behavioral characteristics of the person
which include the voice belong, the dynamics of writing text using the user’s handwriting or
keyboard handwriting are used.

Dynamic characteristics based authentication methods are more secure than static ones. The
disadvantages of these methods are the high probability of false authentication and false security
system events, as well as the need for a long learning process, compared with static methods [2].

Among the various biometric characteristics studied in the literature, the handwritten
signature is one of the most attractive. It is a publicly and legally recognized biometric
characteristic used for human authentication [1]. Because of this, its use in user authentication
systems is relevant.

Analysis of recent researches and publications. Handwritten signatures have a fairly
complex structure and high detail. According to this, solving user authentication problem by
mathematical methods is very complex and requires a lot of computational costs [1], [4].

The following main groups of handwriting recognition methods can be identified [1], [4],
[10]:

1. Methods based on local and global attributes. Global attributes are obtained from the
entire signature and local attributes are from the restricted area of that signature. These methods
analyze vertical and horizontal projections, along with the height and width of the signature. These
approaches are also called parametric.

2. Functional methods. Dynamic signature attributes are logged as time sequences
containing information about changes in signature attributes over time. This set includes dynamic
features that describe the signature shape (coordinates x and y), local pressure on the graphics

tablet, speed, and acceleration. These methods are also called behavioral methods of signature
analysis.

3. Methods based on area analysis. The signature is broken down into areas. A codebook is
creating for each area. Signature tags along with the corresponding codebook can improve
authentication results.

4. Combined (hybrid) methods. They are based on a combination of different methods from
the above.

However, the pace of practical deployment of signature recognition is lower compared with
other well-known technologies, such as fingerprints or iris. The low efficiency of handwriting
recognition technology is explained by the following aspects characteristic of the dynamic class of
biometric data [1], [5]:

— intraclass variability (difference of samples of the same user) is usually higher than in
other biometric technologies;

— low degree of signature constancy over time, which reduces the accuracy of the
recognition system;

— the ability to learn the signature contributes to the two different scenarios of
counterfeiting:

Random forgery is a case where an attacker attempts to gain access to an authentication
system using his or her own biometric characteristic while claiming the identity of another user.
This is the most common case for determining system performance.

Professional fake — this is a unique case for the dynamic biometrics class. In this case, the
attacker has a number of information about the signature of the author (his image, the pace of
painting, the number breaks of a pen from the canvas) and tries to access the system by mimicking
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the signature. Typically, such professional forgery can be explained by the intraclass variability of
the author’s signature, which impairs recognition efficiency.

Dynamic systems additionally collect information about the dynamic components of the
signature process during the signing process (see fig. 1). Dynamic information may include the
following characteristics [5], [6]:

— the spatial coordinates of the end of the pen x(t) and y(t);

— pen end pressure on the tablet P(t);

— the azimuthal angle of the pen A(t);

— the angle of the pen I(t).

Figure 1 — Dynamic signature components

With a set of such dynamic features, it is possible to form and use various biometric vectors
and algorithms for deciding of user’s truth [7], [8].

The advantage of dynamic signature recognition systems is that thanks to the dynamic
component of the attacker, it is virtually impossible to forge the victim's signature [6], [9], [10]. The
major disadvantage of such systems is the need to install additional specialized signature-processing
hardware, which makes them very expensive to use as a standard authentication tool.

Today, virtually all users of information systems own mobile devices, their use in
authentication systems can allow the replacement of specialized hardware.

The article goal is to analyze the possibility of using mobile devices as an input device in
users authentication systems by their handwritten signature. It is achieved by solving the following
specific tasks:

1. Analyze existing approaches, recent research, and publications.

2. Develop a scheme for establishing a link between a mobile device and a computer.

3. Develop a scheme for implementing the system of authentication of users by their
handwritten signature using mobile devices.

The main material research. Consider a biometric user authentication system based on
handwritten signatures using mobile devices based on the Android operating system as input
devices.

For the proposed system, it is decided to use only coordinate values x and y the end of the

pen at the time t, because these characteristics are possible to get by the touch screen of any
smartphone or tablet, without the use of specialized stylus. In this case, the length of time At after
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which the coordinates will be obtained must be constant and small enough, for the accuracy of the

calculations, in the system being developed At =10"c. Thus, after entering the signature we obtain
the following temporal characteristics:

{(X:l; yl)’ (Xz; yz)a---a (XN ' YN )}v N=T/At
where N — the total number of points received during the signature;
T — total signature input time.

Knowledge of the coordinates of the signature at specific points in time allows calculating the
various features of the signature when forming a biometric vector.

Using mobile devices as input devices in handwritten signature authentication systems allows
to opt-out of specialized hardware. This greatly simplifies the use of such systems and reduces their
cost. Most of the mobile devices on the market are Android operating systems (OS) devices,
because of a reasonable price and convenience.

The system is implemented according to a client-server architecture. The system server is a
desktop application for a personal computer. The system client is a mobile device with a touch
screen running Android OS.

The feature is that the connection between the client and the server is established by scanning
the QR code displayed on the server monitor by a module on the client (see fig. 2). The QR code
itself contains credentials for establishing connection. Once the client and server are connected by a
common communication channel, it is protected by the TLSv1.3 application layer cryptographic
protocol. This protocol allows for sides authentication, channel integrity control, data encryption
using asymmetric encryption, based on X.509 certificates. It has several advantages over its
previous versions, in particular, it is more productive and safe [11]. This will protect the biometric
vector from being intercepted by open communication channels at the time of transmission between
devices.

Thus, the mobile acts as an input device. It creates a biometric vector that is sent to the server
by secure connection after signing.

E T E Credentials
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connection

Connection channel
SSL/TLS
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Figure 2 — Scheme for establishing a communication channel

The connection between the server and the client is realized using Wi-Fi technology, and the
channel between the devices can be created in two ways (see fig. 3):

1) both devices are on the same Wi-Fi network;

2) personal computer acts as a hotspot for the mobile device.

The communication channel is implemented as a TCP socket.

The system consists of three modules:

— user registration software module;

— user authentication software module;

— user registration and authentication software module for Android devices.
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Figure 3 — Ways to implement a communication channel

Implementation system on Java language makes it versatile as this technology is actively
supported by all operating systems. The developed system is easy to move to a corporate server, for
implementation of a unified system of authentication. The way the channel is created can be easily
modified from using Wi-Fi to access via the link, without much modification of the source code of
the program, in accordance with the scheme of its operation.

A generic scheme of user registration on the system, using a mobile device as an input device
(see fig. 4). At the user registration stage, two modules of the system interact: the user registration
software module and the user registration and authentication software module for Android devices.

Registration module Android module
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Figure 4 — Generalized scheme of user registration in the system
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The proposed schemes are implemented as a series of software applications. The process of
user registration is as follows.

The main window of the registration module (see fig. 5).

To register a new user, it is advisable to click “Add”, then in the registration window (see
fig. 6) enter the user login in Latin letters, and a password of at least 8 characters.

After entering user data, you must select the client and server module communication scheme
from the list:

—  creating a Wi-Fi hotspot;

— connecting the client to the server’s Wi-Fi network.

For the second option, you must enter an administrator password to grant the permissions to
share the active connection options.

e MarMur Auth Registration - + x

3apeecTpoBaHi KOpUCTYBaYi ‘ o

ivan_horniichuk Dopatu

‘ 0 Mpo nporpamy ‘

Figure 5 — Main window of the registration module
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Figure 6 — User registration window

After clicking the “Next” button the user registration status window is displayed
(see fig. 7).
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Figure 7 — User registration status window

The right side of this window displays a QR code that contains the data required by the client
module to create the connection channel. It includes information on:

— network SSID;
the password to connect to the network;
— P address of the server;
—  port to bind socket;
client application mode.

If an access point creation option is selected, it will be given an SSID corresponding to (login)
+ “Reg”.

Next, you need to enable the Android OS module on your mobile device, it’s home screen
(see fig. 8).

HaseaiTe Kamepy Ha QR-koj,
Ha MOHITOpi KOMII'I0TEepa

(I 1

3'eaHaHHA 3 It's_Game

Figure 8 — Android module main screen Figure 9 — Connection setup screen
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The home screen has a QR code scanner. After scanning the QR code from the monitor
screen, communication with the server part of the application will start automatically (see fig. 9).

Once the connection is established, the password authentication screen will appear (see
fig. 10). You must enter the password you entered when registering on the server. The checkbox to
the right of the password opens the entered characters (see fig. 11). If you click on the "Remember
on this device" checkbox, with successful password authentication, all subsequent times it will
automatically pass.

Clicking on the Next button opens the signature entry screen. On this screen, you need to sign
your usual signature (see fig. 12). Clicking on the “OK” button creates a biometric vector and sends
it to the registration module for processing. When you press the “Clear” button, the entered
signature is deleted without saving. After entering the signature for 10 times, asuccess message will
be displayed. You can then exit or continue using the application.

BBeaiTb naponb, Wo Bu BBOAMAK NpU BBeaiTb naponb, Wo Bu BBOAMAK NpU
peecTpauil peecTpadi

O password

[J 3anam'atati Ha LbOMy NPUCTPOI [J 3anam'atati Ha LbOMy NPUCTPOI

Figure 10 — Password authentication screen Figure 11 — Password authentication screen
with open password

o |

Figure 12 — Screen with entered signature

The registration status and every step of the mobile device interaction will be displayed in the
registration status window. Upon registration, a message will also be displayed that the user has
successfully registered. Thereafter, a biometric etalon is formed on the basis of several biometric
vectors obtained, and it will be written to the database.
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Conclusions. The work has analyzed the existing approaches, recent research, and
publications developed a scheme for establishing a channel of communication between the mobile
device and the computer, as well as a scheme for the implementation of the system of authentication
of users by their handwritten signature using mobile devices.

The developed system should be used as an additional means of authentication, in systems
with two-factor authentication. This allows for enhanced password authentication using biometrics.

The main advantages of the developed system are:
cross-platforming;
lack of additional hardware;
ease of use;

— the same client program can be used for authentication on different systems;

—  open source.

The practical value of the obtained results was confirmed by the copyright registration
certificate for the software developed during the work [12].
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IBAH TOPHIMYYK,
BIKTOP €BELIbKI,
BOJIOJJUMUP KYBPAK

BUKOPUCTAHHS MOBLJIbHUX IMMPUCTPOIB B FIOMETPUYHUX CUCTEMAX

ABTEHTU®IKAILII KOPUCTYBAYA

Po3rnsHyTO BHKOpUCTaHHS OlOMETPUYHMX XApaKTEPUCTUK JUIS IiJIBHMIIEHHS e(eKTUBHOCTI

aBTeHTU(IKall KopucTyBada. IneHTu¢ikaTop, 110 BHUKOPUCTOBYE OIOMETPUYHI XapaKTEPUCTHUKH,
HEpPO3pPUBHO TIOB’S3aHUH 3 KOPUCTYBayeM, 1 CKOPHCTATHCS HHUM HECAHKI[IOHOBAHO MPAKTUYHO
HEMOXJIMBO. 3 OIVISILy Ha 1€ 3alpolOHOBAaHO BHKOPUCTOBYBATH JIMHAMIYHI O10METpUYHI
XapaKTepHCTUKK KOPHCTyBadiB. IX MepeBarolo € Te, IO 3aBJAKU HASBHOCTI IMHAMIYHOI CKIaZ0BOI
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WMOBIpHICTh iX MiAPOOKK 3JIOBMHCHHUKOM € JIy’K€ HHM3bKOIO. B pamkax OaratoakTopHOi CHCTEMH
aBTeHTU(]IKAI] OGloMeTpiss MOXKe 3HAYHO 3MEHILIHUTH IIAHCH 3JI0MY OOJIIKOBUX 3alMCiB KOPUCTYBAUiB,
OCKIJIBKM yCyBa€ HENOJIKM KJIACHYHMX IMApOJIbHUX CHCTEM 1 CHCTEM Ha OCHOBI KapT AocTymy. Sk
OioMeTpUYHA XapaKTEPUCTUKA KOPUCTyBada BUKOPUCTOBYETHCS PYKONMHMCHHWNA minnuc. PykonmcHuit
HIIINC € CYCIUIBHO 1 3aKOHHO BH3HAHOIO OIOMETPUYHOIO XapaKTEPUCTHKOIO, 10 BUKOPUCTOBYETHCS
st aBreHTH(dIKAIIT JoquHA. BiH Mae T0CTaTHBRO CKIIAIHY CTPYKTYPY 1 BHCOKY JETalli3allito, BCE I1e
pOOUTH BHPpIIICHHS JaHOI MPOOJIEMH MaTeMaTHYHHMH METOJaMH JOCHTh CKIQJHUM 1 TOTpedye
BEJIMKMX OOYMCITIOBATBHUX 3aTpar. TakoX CyTTEBUM HENOTIKOM € Te, L0 CHCTEMH aBTeHTH(iKalii 3
BUKOPHCTaHHSAM PYKONHMCHOTO IJTUCY BHUMAararoTh BCTAHOBJICHHS OAATKOBOTO CIICHiali30BAHOTO
obnagHaHHA. TOMY BUKOPUCTaHHS TaKUX CHCTEM SIK PSIOBOTO 3ac00y aBTEHTU(IKALIT € Ty>Ke TOPOTUM.
HasBHICTh CHOTOJTHI MPAKTUYHO Y BCIX KOPUCTYBa4iB MOOLIBHUX MPHUCTPOIB, JO3BOJIMIO CHOPMYBATH
11e10 BUKOPUCTAHHS iX B CHCTeMax aBTEeHTU(]IKaIlii. 3aBIsKH IbOMY 3alPOIIOHOBAHO CXEMY peatizauii
CHCTEMH 3aXHCTy KOMII'IOTEPHHX JAHMX BiJl HECAHKIIOHOBAHOTO JOCTYIy HAa OCHOBI PYKOIHCHOTO
HiNKCY 3 BUKOPUCTaHHAM MOOUTEHUX MPpHUCTPOiB Ha ocHOBI OC Android B SIKOCTI MPUCTPOIB BBEICHS
migmuacy. Jlo TOro >k 3alpoIIOHOBAHO CXEMY BCTAQHOBJCHHS 3 €JHAHHS MDK KOMIT'IOTEpOM Ta
MOOGIITLHEM TIPUCTPOEM. I OCOGNHMBICT, B TOMYy, IO 3’€IHAHHS MiK MOOUIBHHUM HPUCTPOEM i
KOMIT'FOTEOpPM  BCTaHOBIIIOEThCS IUIIXOM CKaHyBaHHA QR-komy BimoOpaxeHOro Ha MOHITOpI
KOMIT'F0Tepa, MOIYJIeM Ha MOOUIBbHOMY NpHCTpoi. [IpakTWdHy WiHHICTH OTPUMAaHHX pPE3YJbTaTiB
MIATBEPPKEHO CBIZOITBOM IIPO PEECTPAII0 aBTOPCHKUX TpaB Ha po3poOJeHHH B XOAl poOOTH
IIPOrpaMHMN 3aCTOCYHOK.
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