P-ISSN 2411-1031. Information Technology and Security. July-December 2018. Vol. 6. Iss. 2 (11)

INFORMATION WARFARE

DOI: 10.20535/2411-1031.2018.6.2.153489
UDC 004.056.53

OKSANA TSURKAN,
ROSTYSLAV HERASYMOV

DETECTION OF VULNERABILITIES OF THE COMPUTER SYSTEMS AND
NETWORKS USING SOCIAL ENGINEERING TECHNIQUES

Information protection in computer systems and networks is focused on preserving its
confidentiality properties of, integrity and availability from various inherently adverse impacts.
Potentially possible adverse effects are interpreted as a threat. To prevent or complicate the
possibility of realizing threats and reducing potential losses, a system of information protection
measures is created and maintained in a healthy state. Such a system includes a computing system,
physical environment, staff, and information. One of the most vulnerable elements of such system is
staff. Within the framework of the socio-engineering approach, staff vulnerability is interpreted as
its weaknesses, needs, mania (passions), hobbies. Manipulating them allows one to gain
unauthorized access to information without destroying and distorting its main system-forming
qualities. This is reflected in such forms as fraud, deception, scam, intrigue, hoax, provocation. The
use of each of these manipulation forms is preceded by the determination of its content by careful
planning, organization, and control. These actions are the basis of social engineering methods. Their
use is aimed at imitating the actions of the information security violator, which are aimed at staff.
This allows to assess the level of staff skills in the information security field and, as a result, to
identify information vulnerabilities in computer systems and networks. The methods of social
engineering used for this are divided into two groups, in particular, remote social engineering and
personal contact. Methods of remote social engineering are implemented by means of modern
telecommunications. In addition, the second group of methods involves the establishment of
personal contact with the object of influence. In the end, it becomes possible not only to identify,
neutralize, but also to prevent information vulnerabilities in computer systems and networks with
the introduction of social engineering methods. Therefore, firstly, its protection is ensured taking
into account the requirements of the information security policy; secondly, the rules of conduct of
the staff are established, regulated by the job descriptions; thirdly, training is held to increase the
persistence of employees stereotypes of the organization.

Keywords: vulnerabilities, computer systems and networks, behavioural model, social
engineering, social engineering techniques.

Introduction. Detection of information vulnerabilities involves the phase aimed at the
collection of data on the investigated computer system and/or network, namely, the phase of social
engineering. The phase is included in the audit of the collection and information analysis from the
outdoor environment. In view of the high probability of the human factor, the social engineering
techniques are successfully carried out at this phase. To successfully accomplish the planned
actions, a social engineer coordinates his work with a system administrator. The affirmative actions
of a social engineer include the following: learning and analysis the content of the computer system
and/or network, searching for vulnerabilities and development of the actions scheme [1] - [4].

Analysis of recent researches and publications. Using the social engineering techniques to
simulate cybersecurity intruder actions, aimed at information system users of an organization,
allows evaluating the qualification level of users in the cybersecurity ensuring area and a possibility
of social engineering attacks realization [5] - [9].
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When required data getting on an information system, a social engineer may regard as an
input data, the data received from the public sources, contact information, family names and
positions of the employees. It is necessary to highlight from the collected information the pieces in
a computer system and/or network, which are vulnerable against the social engineering attacks, for
their further use.

The social engineering techniques are based on the following [5]:
characteristic features which control a human conscience;
audience or actions field of an intruder;
incompetence of an audience as regards the terms in the cybersecurity area;

— instability of the person’s psychological features which characterize habitual stereotypes.
They may be used for a cautious manipulation (expressed through basic needs, weakness,
propensity, wishes, ideals).

The article goal is analysis socio-engineering approach to the identification of computer
systems and networks vulnerabilities.

The main material research. Within the framework of the socio-engineering approach, staff
vulnerability is explained like its weaknesses, needs, mania (passions), hobbies. Manipulating them
allows one to gain unauthorized access to information without destroying and distorting the main
system-forming qualities (integrity, development). As a result, this leads to a new model of staff
behavior, the favorable creation conditions for the information security threats realization and, as a
result, a reduction in the ability of the information protection system to counteract their influence
(see fig. 1). This is reflected in such forms as, for example, [4] - [8], fraud, deception, scam,
intrigue, hoax, provocation. The use of these manipulation forms is preceded by the determination
of its content by careful planning, organization, and control.

Fraud >
Deception ~ |—»|
Seam |
Intrigue >
Mystification |—»
Provocation [—»

Figure 1 — Use of socio-engineering approach
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Considering the fig. 1, the use of a socio-engineering approach to assessing the information
security in computer systems involves a targeted impact on the consciousness (subconsciousness) of
staff against their will, but with consent. Such an impact allows controlling the behavior of
administration, administrator, users through weaknesses, interests, needs, inclinations, beliefs,
habits, mental and emotional state. Therefore, manipulating these vulnerabilities is expressed in
such forms as fraud, deception, scam, intrigue, hoax, and provocation. At the same time, the use of
these manipulation forms is preceded by the determination of their essence through careful
planning, organization, and control.

The forms of staff manipulation in assessing information security in computer systems vary
depending on the type of social engineering attacks, namely [2] - [7]:

1. Phishing — a mass mailing to the large group of recipients. Acquaintance with e-mails
encourages them to, for example, the opening of attachments to the letter, clicking on a link to a
web page. Its purpose is to entice personal data from a trusting or inattentive computer system staff.
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2. Pharming — redirect users to fraudulent sites to get their username and password. This is
achieved through the spread of e-mail among users, for example, social networks, online banking,
mail web services.

3. Pretext — receiving information or prompting to commit certain actions by deceit based
on a pre-compiled scenario or creating a fictitious situation. Applied by phone and requires
preliminary research to gain confidence.

4. Smishing — receiving information by sending mass SMS messages with a link to web
resources or with details of organizations (for example, financial). As a result, appropriate actions
are carried out, for example, a call to the bank to check the account status with an indication of
confidential data: card number, expiration date.

5. Vishing — receiving information by entering into the trust during a conversation via IP-
phone. At the same time, in violation of confidentiality, a statement is requested, in a message, to
call a specific city number. For example, enter the card number, passwords, PIN codes, access
codes, or other information.

6. Spear Phishing — sending an e-mail to a specific addressee (for example, a manager,
administrator, user), which prompts him to make a mandatory view and replies to the received
letter.

7. Whaling — sending an e-mail to a representative of the organization’s management
prompts him to make a mandatory review and replies to the received letter.

Obtaining unauthorized access to information (see table) with the help of phishing, pharming,
smishing, vishing, spear phishing, whaling is carried out using such forms of manipulative
influence as fraud and deception. Whereas the basis for creating fictitious situations when attaching
is a scam, intrigue, mystification, and provocation.

Table — Forms of manipulative influence in socio-engineering

attacks

Forms of manipulative

effects
Varieties -
Ne of social engineering 5| 8 el 8 « 2
attacks =28 2|88
LL g n g T 5
[a
1. Phishing L e e I

2. Pharming e
3. Pretext A T A I
4. Smishing S A N I
5. Vishing L I N I
6. Spear phishing u I T i I
7. Whaling L A I R

Therefore, when assessing the information security in computer systems by the socio-
engineering approach, it is advisable to take into account the forms of manipulative influence.

Most social engineers operate using identical or cognate templates. This is why learning of
their techniques allows identifying the following levels of interaction with the effect object:
domination, manipulation, rivalry, partnership, and concord.

1. Social engineering techniques

All social engineering techniques can be divided into two groups [3] - [8]:

1. Remote social engineering is realized using the modern means of telecommunication:

1.1. Telephone

Using telephony features a social engineer may stay anonymous and have direct contact with
the target object. The latter is important since the direct contact does not give an interlocutor a
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chance to think over the situation and weigh all pros and cons. It is necessary to decide immediately
and under the pressure of the social engineer. Since they exchange only audio information in the
telephone conversation, to make a decision intonation and voice of the interlocutor are very
important. These characteristics are selected in accordance with the behavioral model of the social
engineer to obtain information on the effect object. For example:

1) boss — a person who is used to give orders, values his time and reaches out objectives.
The conversation manner should be tough and impatient. Full confidence in himself and slight (or
full) ignorance of non-management employees. The tone shows that the referred matter is a slight
discrepancy that should be considered as soon as possible. No requests — only demands and orders.
In response to suspicious and checking on words, only indignation and intimidation are possible.

2) secretary — a girl (in most cases) with a pleasant voice. The task is to fulfill a specific
boss’s errand sticking to business. She has information about her boss and some business of his and,
on the side, drops true facts (or not true, which are impossible to check). The conversation is mild
with a slight erotic implication (if interlocutor is a man). Reaction to reluctance to cooperate is a
stormy regret and complaint that the boss would punish.

3) technical employee — an employee in the organization who is characterized as gracious
and friendly to clients. The objective is very simple that of to fix troubleshooting and get both sides
rid of a headache. It is underlined by a specific terminology competence. Reluctance to cooperate is
met by surprise as cooperation is beneficial, primarily, for the client. No persuading, just showing
that his reluctance may result in negative consequences.

4) user — an employee who fulfills his duties and is scared by an unexpected problem. A
clear expressed motivation is to fix all problems as soon as possible and come back to routine
duties. No awareness of the problem character, only interest to fix it. Character of communication:
to show hopelessness of the situation and readiness to surrender to an expert.

1.2. Global Internet network

The most frequent social engineering techniques using the Internet are the following:

— carrying out social engineering via e-mailing;

— carrying out social engineering via the message exchange systems (Skype, Viber);

— social engineering at fora, in chats and blogs.
successful realization of social engineering in those cases is stipulated by a correctly
developed communication scenario.

2. Personal contact is the most labour consuming and dangerous social engineering technique.
Beside above mentioned requirements to the communication scenario and behavioural model, a
social engineer should pay proper attention to his appearance and manners of “in live”
communication. For a proper visual perception it is necessary to correctly select the following:

—  colours of clothes and shoes;

— manners and gestures during the conversation;

— communication distance.

Also, when using the social engineering techniques, it is necessary to characterize
interlocutor. By voice or appearance it is necessary to find out his weakness and use it to reach out
objective. The basic weaknesses of a person, which working jointly with properly selected
behavioural model and conversation scenario allow reach out expected objective, are the following:

— credulity;

— fear;

—  greed;

—  sympathy;

—  superiority;

—  charity.

The main reasons of effect the social engineer object are: personal feeling of dignity, his
aspiration to success, material benefits, getting satisfaction, comfort, wish to be healthy, having a
well-to do and secured family.
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Using the techniques of covered and direct manipulation of a person gives possibility to a

social engineer to find out and use in the future this useful information for profit.

Conclusion. As a result, it becomes necessary not only to prevent, detect, account, and

neutralize the root causes of emerging information vulnerabilities in computer systems and
networks using the social engineering techniques, but also, firstly, ensuring its security in view of
the requirements of the information security policy, secondly, establishment of the rules of conduct
for the employees based on the job descriptions, thirdly, conduct trainings aimed at sustainability of
stereotypes of the employees.
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OKCAHA 1IYPKAH,
POCTHUCIIAB I'EPACHUMOB,

BUSBJIEHHA YPA3.J}I/IBOCTEI71 _KOMI'IOTEPHUX CHCTEM 1 MEPEK
METOIAMU COLIAJIBHOI IHZKEHEPII

3axuct 1H(popMallli B KOMIT IOTEPHUX CHUCTEMaX 1 MepeXaxX OpiEHTOBAaHUI Ha 30epexeHHs il
BJIACTUBOCTEN KOH(IAEHLIHHOCTI, WUIICHOCTI Ta JAOCTYMHOCTI BiJl PI3HOMAHITHHUX 3a CBOEIO
CYTHICTIO HECHPUSATIMBUX BIUIUBIB. [I0TEHIIHHO MOJIMBI HECHPUSATINBI BIUIMBH TIyMauyaTbCs K
3arpo3a. Jlng 3amob6iraHHs abo0 YCKIAAHEHHS MOXJIIMBOCTI peaii3aliii 3arpo3, 3MEHIIEHHS
NOTEHUIWHUX 30UTKIB CTBOPIOETHCS Ta MIATPUMYETHCA Y JI€3JaTHOMY CTaHI CHCTEMa 3aXOiB
3axucTy iHpopmanii. Taka cucrema BKIIOYaE OOYHMCIIOBANIBHY CHUCTEMY, (i3UYHE CEepeIOBUILE,
nepcoHas Ta iHGopmarito. OTHUM 13 HaHOUIBII ypa3/IMBUX €JIEMEHTIB TaKOl CUCTEMH € MEPCOHAa.
VY pamkax COIIOIHKEHEPHOTO MIAXO0AY BPAa3IMBOCTI MEPCOHANY TIyMayaThCs SIK MOTO ClIabKoOCTi,
notpebu, MaHii (OpUCTpacTi), 3axOIUIeHHS. MaHIMyalOBaHHS HHUMHU JI03BOJIIE  OTPUMATH
HECaHKIIIOHOBaHUH JocTyn a0 iHpopMmalii 06e3 pyilHyBaHHS Ta MepeKpydyBaHHS TOJIOBHUX JUIs
HBOTO CHUCTEMOYTBOpIOIOUnX skocTed. lle BimoOpakaeTbcsi B Takux (opMmax sIK IIaXpancTBo,
oOmaH, adepa, iHTpura, mictudikauis, npoBokauis. BUkopucTaHHIO KOXKHOI 3 03Hau€HUX (HopM
MaHIIyJIIOBaHHS Nepeaye BU3HAYCHHS ii 3MICTY HUISXOM PeTeNbHOro IUIAaHYBaHHS, OpraHi3yBaHHS
Ta KOHTpOMoBaHHsA. O3Ha4eHi Jil € OCHOBOI METOJIB COILIaJbHOI iHXKeHepii. X BHKOpHCTaHHS
OpIEHTOBAaHO Ha IMITyBaHHS [iil mNopylIHUKa iHQoOpMalliiiHoi Oe3neku, 10 HampaBieHl Ha
nepcoHan. lle n03Bosisie OLIHUTH piBeHb KBadidikamii mepcoHany B oOmacTi 3abe3nedeHHs
iH(dopMaliifHOT Oe3nmeKku Ta, SIK HACNIiJIOK, BUSBUTHU BPa3IUBOCTI 1H(oOpMAIi B KOMIT IOTEPHUX
cucTteMax 1 Mepekax. MeTonu ComalbHOI 1HXEHepii, [0 BHKOPUCTOBYIOTHCS JUISI IIHOTO,
HNOJUIAIOTBCS Ha JBI TPYNU. 30KpeMa, BiJaleHOi COLiaibHOI 1HXXeHepii Ta 0COOMCTOTO KOHTAaKTY.
Metoau BiiJaneHoi coliaidbHOI 1HXXEHepii peaizyloTbes 3ac00aMu Cy4acHHUX TEJIeKOMYHIKallii.
Kpim nporo, npyra rpyna MeToJliB nependadae BCTAHOBJIEHHS OCOOMCTOrO KOHTAKTY 3 00’ €KTOM
BIUIMBY. B KiHIIEBOMY BHIIaJKy, CTa€ MOXJMBHUM HE TUIbKM BIUIMB, HEHTpali3yBaHHs, ane M
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3amo0iraHHsl  ypa3jauBOCTSAM 1HGOpMaIli B KOMITIOTEPHHUX CHCTEeMax 1 KOMIIOHEHTax 3
BUKOPUCTAHHSM METOIB COLIiaIbHOI iHKeHepii. SIK HacTiIoK, Mo-Tepie, 3a0e3neuyeThes il 3aXUCT
3 ypaxyBaHHSIM BHUMOT TOJIITUKH iH(OpMAaIiiHOI OE3MeKu; Mo-Apyre, BCTAaHOBIIOIOTHCS IpaBUiIa
MIOBEJIIHKU TEPCOHAITY, IO PETJIaMEHTYIOThCS TIOCAJOBUMHE IHCTPYKIIISIMH; ITO-TPETE, TPOBOISITHCS
TPEHIHTH, 1110 HANPaBJICHI HA ITIBUIIICHHS CTIKOCTI CTEPEOTHUIIIB IEPCOHATY B OpraHi3ariii.

KurouoBi ciioBa: ypasnuBicTh, KOMIT IOTEPHI CHCTEMH Ta KOMIIOHEHTH, MOJICNb IMOBEIIHKH,
colfiaibHa THXEHEPis, METOI COIliaIbHOI 1HEXKEHEPIi.

OKCAHA 1IYPKAH,
POCTHUCIIAB I'EPACHUMOB,

OBHAPYKEHHE YH3I§HMOCTEFI KOMIIBIOTEPHBIX CUCTEM M CETEMH
METOAAMU COMAJIBHOU NTHKEHEPUUN

3amuTa uHGOPMaAUU B KOMITBIOTEPHBIX CHUCTEMax U CETSIX OPHEHTHPOBAHA HA COXpPaHEHHUE
€€ CBOMCTB KOH(HIEHIIMAIBHOCTH, LIEJIOCHOCTU U JOCTYIHOCTH OT Pa3HOOOpa3HBIX MO CBOEH CyTH
H€6HaFOHpI/I$ITHBIX BJIMSHUH. HOTGHL{I/IEUIBHO BO3MOXHBIC HGGHaI‘OHpI/IHTHBIe BJIMAHUSA TOJIKYIOTCA
Kak yrpo3a. Jlyug mnpeaoTBpallleHuss WM YCIOXKHEHUS BO3MOXKHOCTH pealu3aludl yrpos,
YMEHbIIIEHUS MOTEHIIMATBLHBIX YOBITKOB CO3/1a€TCS U MOAJICPKUBACTCS B 1€€CIIOCOOHOM COCTOSIHUU
CUCTEMa MepOHpI/IﬂTI/Iﬁ 3allUThI I/IH(l)OpMaIlI/II/I. Takas cumcrema BKIIIOYaCT BBIUCCIIMTCIBHYIO
cuctemy, GU3HUECKYIO Cpey, epcoHan u uapopmamu. OTHUM U3 HauOoJee YI3BUMBIX JIEMEHTOB
TAaKOH CHUCTEMBI SBJSETCS IMepcoHaln. B paMkax COLUMOMHXKEHEPHOTrO TMOAXOAa YA3BUMOCTU
NepcoHalia TOJNKYIOTCS KaK €ero ciabocTd, MOTPEeOHOCTH, MaHUU (IPUCTPACTHA), YBIICUCHUS.
Manumynmupysi HIMH TI0O3BOJIICT TMOJYYHTh HECAHKIMOHUPOBAHBIE JOCTYN K HH(popmanmu 0e3
paspylleHuss W TMepeKpyYUBaHUS TJaBHBIX JJIS HEro CUCTEeMOOOpa3ymoIIMX KadecTB. ITO
oToOpaxkaercs B Takux (opMmMax Kak MOIIEHHHYECTBO, 0OMaH, adepa, MHTpUTa, MUCTU(DUKALINSL,
npoBokanusa. Mcmonb30BaHUIO KaXI0oW ©3 OSTHX (OpPM MaHHITYJUPOBAHHS IPEAIICICTBYET
OTpeIeJICHUE €€ CYIIBbHOCTU IyTEM TIIATEJIbHOTO TUIAHUPOBAHUS, OPraHU3alMM M KOHTPOJIS.
JlanHble OEHCTBUS SABISAIOTCS OCHOBOM METOJOB COLIMAIBHOW HH)KeHepuu. VX wucmonb3oBaHue
OpUEHTUPOBAHO HA UMHUTALIUIO JEHCTBUI HapymuTels HHGOPMAIMOHHON 0€30MacHOCTH, KOTOphIE
HAIPaBJICHHBI HAa TIEPCHAIL. DTO MO3BOJISET OLICHUTh YPOBEHBb KBAM(DHUKAIIMK TIEpCOHANIA B 001aCTH
obOecrieueHuss MHQPOPMAIMOHHON OE€30MaCHOCTH U, KaK CJEJICTBUE, BBIIBUTh YA3BUMOCTHU
nH(pOpPMaIIMU B KOMITBIOTEPHBIX CUCTEMaX U CeTsX. Vcronb3yeMble JIJIsl TOr0 METO/IbI COITUAIBHOMN
HWHXKXCHCPUUN ACTIATCA Ha ABC I'PYHIIbI, B YaCTHOCTH, yI[aJ'IeHHOI\/'I COHI/I&J’IBHOﬁ HWHXXCHCPUU U JIMYHOI'O
KOHTaKkTa. MeToabl yJaleHHOW COLUANbHOW MHKEHEPUHM PEaTU3yeTCsl CPEICTBAMHM COBPEMEHHBIX
TenekoMMyHuKaruii. KpoMe 3Toro Bropas rpymmna MeTo/I0B IMPEANOIaraeT yCTaHOBJICHHE JTUYHOTO
KOHTAaKTa C OOBEKTOM BIHWAHHUI. B KOHEYHOM HUTOre, CTAaHOBUTCA BO3MOXHBIM HE TOJBKO
BBbISIBJICHHUE, HEUTpaIU3alysl, HO U MPeA0TBpallleHue ysI3BUMOCTEH NH(OPMALUK B KOMITbIOTEPHBIX
CHUCTEMax M CETSX C HCIOJb30BAHUEM METOJOB COLMAIbHOW WHXeHepuH. ClenoBaTrenbHO, BO-
MEPBBIX, OOECIeYMBAETCS €€ 3alluTa C Y4YeTOM TpeOOBaHUN TMOIUTUKUA HWH(HOPMAIMOHHON
0e30MacHOCTH; BO-BTODBIX, YCTaHaBIMBAIOTCA IpaBuIIa MOBE/ICHUS MepcoHaia,
pEerjlaMeHTUPOBAHHbBIE  JIOJDKHOCTHBIMU ~ MHCTPYKLMSIMU; B-TPETbUX, MPOBOJAATCS TPEHUHTH
HallpaBJICHHbIE HA MOBBIIIEHUE CTOUKOCTH CTEPEOTUIIOB COTPYIHUKOB OpraHU3aIlINH.

KaoueBnie cjoBa: YA3BUMOCTb, KOMIIBIOTCPHBIC CHCTCMbBI W KOMIIOHCHTBI, MOICIIb
MOBEACHM, CoOlMaJIbHAs MHKXCHCPHUA, METO/AbI COHI/IaJIBHOﬁ HHCXKCHCPHUU.
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Oxcana BosogumupiBua Llypkan, npoBiaHuii iHkeHep, [HCTUTYT Tpo0IeM MOIETIOBAaHHS B
enepreruii im. ['.€. [TyxoBa HamonansHoi akanemii Hayk Ykpainu, Kuis, Ykpaina.

PoctucnaB IlaBnoBuu I'epacMoB, HaykoBHWil CHiBpOOITHHK, [HCTUTYT mpoOiem
MozaemoBanHs B eHepretuni iMm. [.€. IlyxoBa HarmionansHoi akamemii Hayk Ykpainu, Kwuis,
VYkpaiHa.

Oxcana BaagumuposBna Llypkan, Benynmii nrmxenep, MHCTUTYT nmpo0ieM MOAEIMPOBAHUS
B sHepretuke uM. I'.E. ITyxosa HanmonansHol akagemuu Hayk YKpauHnsl, Kues, YkpanHna.

Poctucaap IlaBiaoBuu I'epacumoB, HayuHblii COTpyaHUK, HWHCTHTYT mpoOieMm
MozennpoBanus B 3Hepretuke uM. ['.E. IlyxoBa HanuonansHol akanemuu Hayk Ykpaunsl, Kues,
YkpauHa.
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