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CHARACTERISTICS IN THE BIOMETRIC AUTHENTICATION SYSTEMS

Consideration is given to the use of biometric characteristics in order to increase the
efficiency of user authentication. An identifier that uses biometric characteristics is inextricably
linked to the user, and it is virtually impossible to use it unauthorized. As a biometric characteristic
it is expedient to use a keyboard handwriting. Keyboard handwriting, or rhythm of typing, displays
a way of typing on a keyboard that is specific to a particular user. In addition, it is quite simple to
implement and does not require additional hardware costs. Moreover, the use of keyboard writing
when entering a password eliminates the main disadvantages of classical password systems and
systems based on access cards. The focus of the research was on the sustainability of the time
characteristics of the keyboard handwriting of a particular user over a long period of time. To
implement the admission of the user to the computer system, an algorithm based on the Heming
distance is selected. According to the chosen algorithm an algorithm for forming a vector of
biometric characteristics of the user is developed, which includes the duration of holding a specific
key and the time between pressing the neighboring keys. An algorithm for forming a user's
biometric standard is developed. To analyze the use of keyboard handwriting, software applications
that implement the user's access based on keyboard handwriting were developed, as well as a
program for collecting time characteristics. Both applications use the developed algorithms. To
study the constancy of handwriting time characteristics, an empirical study was conducted. For this
purpose, a group of individuals is selected, each of which has a computer input at an adequate level.
They all entered the proposed phrase within a year. The obtained statistical data, on the basis of
which, the average values and values of the average square deviation of the time characteristics of
keyboard handwriting at the various time intervals are calculated. Estimated probability of correct
user recognition by its frequency in n independent experiments. As a result of the study, the
persistence of user keyboard handwriting as a biometric characteristic for use in computer data
protection systems, in particular, authentication systems, was analyzed.

Keywords: authentication, biometric user authentication, biometric characteristics, keyboard
handwriting, biometric authentication system.

Problem Statement. Access control systems are used to protect computer data from
unauthorized access. When managing access, the authentication and authentication procedures
should ensure the correspondence between the user and his identifier, which prevents unauthorized
access to information. The most widespread is password authentication thanks to the simplicity of
implementation and use. However, this method has a significant disadvantage, which is that
password-guessing in the classic password system compromise the entire system.

Authentication systems using a unique object (smart cards, tokens) are equally vulnerable to
compromise, in particular by theft or tampering of these items.

To improve the authentication efficiency, it is advisable to use additional features specific to a
particular user — its biometric characteristics. Systems that use biometric characteristics of a user are
called biometric authentication systems. By biometric characteristics of a person distinguish two
separate categories of biometric systems of user authentication of information systems based on
biometric characteristics — static and dynamic. The first category of methods involves the
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development of biometric authentication systems that analyze the static, invariant
characteristics of the person, which include fingerprints, face or hands, DNA, and others. The
second category includes biometric systems that analyze the dynamic, behavioral characteristics of
the person. They are based on the study of human voice, the dynamics of writing text using a
handwritten or keyboard user’s handwriting.

Systems that use biometric characteristics of the user are virtually devoid of the drawbacks of
traditional authentication systems, since the identifier is inextricably linked to the user and
unauthorized use of it is virtually impossible. As a biometric characteristic, it is advisable to use the
keyboard user's handwriting [1] - [4].

Analysis of recent researches and publications. Keyboard writing as a biometric
characteristic refers to dynamic characteristics that describe subconscious actions that are common
to users. Keyboard handwriting or rhythm printing shows the way a user types a text. As the unique
information inherent in one or another user, one can note the following most typical features [1],
[3]:

— intervals between key presses;

— key hold time;

— number of overlaps between keys;

—  degree of arrhythmia of the typing;

—  speed of typing;

— the number of errors when typing.

The advantages of systems based on keyboard handwriting are as follows [5], [6]:

— lack of additional hardware for implementation;

— ease of implementation;

— software-based implementation;

— high speed decision-making on the truth of the user;

— an attacker can not log in with a valid password;

— itis impossible to override passwords by the method of brute force.

While the disadvantages of systems are based on keyboard handwriting are next [5]-[10]:

— commercial solutions such as BioPassword® for Enterprise Networks and B-Identified ™
Professional are focused on large computer systems requiring powerful hardware resources and
skilled personnel. They are costly because they are geared towards the needs of a large business;

— both commercial and scientific solutions do not provide source code, so it's impossible to
test them for undocumented features, and the presence of vulnerable or malicious code;

— there are no studies about the persistence of the user's keyboard typing for a long time.
Existing studies do not accentuate this attention. However, without this, it is impossible to make
constructive recommendations regarding the effective use of such systems.

The article goal is to analyze the stability of the user's keyboard handwriting characteristics
in the biometric authentication systems. It is achieved by solving such individual tasks:

1. Analyze existing approaches, recent research and publications.

2. To analyze the stability of the user's keyboard handwriting characteristics.

3. Evaluate the results and develop recommendations for the creation and updating of the
user’s biometric standard.

The main material research. In fig. 1 shows a generalized scheme of work of biometric
authentication systems [1]. All biometric systems operate in two modes: training and decision
making. The main processes of the training mode are the formation of a vector of biometric
characteristics and the formation of a user's biometric standard on its basis. The main processes of
the decision-making mode are the formation of a vector of biometric characteristics and a decision
based on the user's standard and the given vector.

Among the most used decision-making algorithms, the following can be noted [6]:
— algorithm for user recognition based on access control to the domain of reference samples.
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— algorithm for making decisions based on the use of neural networks.
The main disadvantages of these algorithms is that [3], [6]:
— the learning process is quite labor intensive;
— tostudy, a large number of samples of biometric characteristics of users is required.
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Figure 1 — Generalized scheme of biometric authentication systems

Therefore, to develop a software module, it was decided to use a user recognition algorithm
based on the Hamming distance, which is devoid of these drawbacks. Hamming distance is the
number of positions in which the corresponding characters of two words of the same length are
different [8].

In a more general case, Hamming's distance is applied to rows (vectors) of the same length
and serves as a metric of difference (a function that allows determining the distance in a metric
space) of objects of the same dimension.

According to the chosen user recognition algorithm, an algorithm for forming a vector of
biometric parameters (the time of holding the key for the password and the time between pressing
the neighboring keys) is formed. The general view of the vector is the following:

v=_(t,7,t,, 7, 7, L)
ti =-|-iup _-I-idown

7 =T =T

where t; —hold time of i key;
7, — the time between pressing the i and (i + 1) keys;

T " _ Kkey press time;
T" — key release time.

The hold time is defined as the time difference between the moment of pressing and releasing
the i-th key. The interval between clicks corresponds to the difference between the moment of
releasing the i-th key and pressing the (i + 1)-th keys. The general form of the biometric
characteristics benchmark for the selected user recognition algorithm is formed. It is formed as
confidence intervals for certain time parameters, and the maximum allowable Hamming distance,
between the standard and provided during the authentication of the vector time characteristics.

The standard of biometric characteristics has the form:

V, = (min(t,), max(t, ), min(t, ), max(t,),..., min(t ), max(t ), E )
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min(t;) = m(t) -T[L,d- p)]-o(t),
max(t;) =m(t) +T[L.A-p)]-o(t),
E, =m(E,)+C[L,(1-p)]-o(E,)
where m(t;) — mathematical expectation of the i-th time parameter;
o(t;) — its mean square deviation;
m(E,) and o(E,) — respectively, the mathematical expectation and the mean square

deviation for the Hamming distance for each vector;
T[L,@-p)], CIL,d—p)] — Student’s ratios, with L — degrees of freedom and p — the
probability of a 1-type error.
The decision on the truth of the user is as follows. The user is considered true if [6]:
E, <E,,

where E, —Hamming distance from the given vector, to the standard;
E, — threshold for Hamming's measure for this user.

N
E,.=De,
i=1

E:(el,ez,e:g,...,eN),

_[0,t; e [min(t;), max(t;)]
% 0t e [mint,), max(t,)]

where E —Hamming’s vector;
e, — the distance between the corresponding parameters of the given time vector and the

user's standard;
t,— i-th time parameter of vector of biometric characteristics.

Thus, the user finds true when the Hamming distance from the given biometric vector to the
standard is less than the threshold. When making a decision on the truth of the user formed a
Hamming vector whose parameters are units in the case when the time parameter is not included in
the confidence interval and zeros if it is included. The Heming distance is the number of units in the
Hamming vector. To analyze the use of keyboard handwriting, software applications that
implement the user's access based on keyboard handwriting [14], [15], as well as a program for
collecting handwriting time characteristics, have been developed.

Analysis of the dependence of the characteristics of the keyboard handwriting on time.
To study the constancy of handwriting a group of individuals is selected, all of them have a
computer input at an adequate level. All participants introduced the proposed phrase averagely 3
times a week. Thus, the time characteristics of the keyboard handwriting of the group of users for
the year were received in the amount of 144 results per user.

The experimental statistical material is obtained - the vectors of the time parameters of the
keyboard handwriting of the participants of the study when entering the same text (access
password). According to [13], the optimal length of the control phrase is from 8 to 20 characters;
for such parameters the authenticity probability is the highest. The length of the text in the study
was 15 characters. This means that the dimension of the Hemming's vector will be 29 (15
parameters that reflect the duration of the text key hold; 14 - the duration of intervals between
pressing adjacent keys). It is advisable to analyze separately the length of the hold of the keys, and
the intervals between their presses. Based on the accumulated material, the average values and
mean values of the average square deviation of the time characteristics of keyboard writing for
different periods of time (day, week, month, year) are calculated. The calculated values allow us to
draw conclusions about the sufficient stability of the time characteristics of the user's keyboard
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handwriting over a long period of time. For example, in Fig. 2 shows the dynamics of changing the
average key hold duration per week and the average value of the interval between keystrokes a
week for a year for each participant in the study.
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Figure 2 — Dynamics of changes in the average key hold duration per week and the average value of
the interval between keystrokes per week for a year for each participant in the study

The data obtained allows us to assume that the duration of key holdings and the intervals
between keystrokes received during the year do not have a pronounced trend to increase or vice
versa decrease its value.

Research results. Figure 3 shows the dynamics of the change in the value of the Heming
distance to the biometric standard of the two participants in the study, for which the threshold value
of the Heming distance are significantly different. On the abscissa axis, the number of vector of
biometric parameters is deferred (corresponds to the number of the day when the vector was
obtained), and the ordinate axis is the value of the Heming measure, which is the number of “no
hits” of the time parameter of the vector of biometric characteristics in the confidence interval of the
standard. The red color displays the function of changing the value of the Heming measure from
time E, (t), and the blue one - its threshold for the given user E .

Each value of Heming’s measure, which is more than a threshold, is regarded as a denial of
the true user in access to the system. As a result of the received results, the number of errors when
entering the password during the year, practically does not increase. After analyzing the same
graphs for each participant in the experiment, the number of failures was calculated and the
experimental frequency of the correct access to the system for the true user was calculated. Typical
values for a user group are shown in the tabl. 1.

Let’s evaluate the probability p of the correct user recognition by its frequency in n
independent experiments [12]. The average value of the frequency of correct user recognition in a
series of 144 experiments is 0.96. Define a 90% confidence interval for probability.

The applicability of the normal distribution law is estimated by the values np and nq [12].
Assuming it is roughly p= p* we obtain:

np =~ np*=112
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nq = n@l— p*)=6;
where n — number of experiments;

p* — average admission rate;
g — average frequency of false deny.
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Figure 3 — Dynamics of changing the value of Heming distance to the biometric standard of two
participants in the study

Table 1 — The number of failures to access the computer system to the true user

Number of false Frequency of access
palt\ilgiggnt authentication failures Frequency of false deny qperm)i/ssion
1 4 0,027778 0,972222
2 6 0,041667 0,958333
3 4 0,027778 0,972222
4 6 0,041667 0,958333
5 3 0,020833 0,979167

The obtained values give grounds to diminish that the normal distribution law can be applied
in this case. For the tables given in [12], for #=0,9 we find t, =1,643. Then we compute p, and

p, by the following formulas:

L Jp(lp)lt
3 2n 7 n 4n? .
P, = 2 ,
1+--£
n
2 2
p*+1ti+t \/p*(l_p*)_Fltﬂ
B 2n 7 n 4n?
p2 - t2 ]
1+-2
n
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*
096+ 2,7 _1,643\/0,96 004 27
0, = 288 > 7144 82944 _ 9,969-0,02=0,949~ 0,95;
1+
144
*
096+ 2 +1,643\/0’96 004, 27
0, = 288 5 7144 82944 _ 969+ 0,002=0,989~ 0,99
1+
144

Thus, the probability of a correct user recognition at a 90% confidence interval is in the range
of 0.95-0.99.

Conclusions and prospects for further research. As a result of the conducted research, the
stability of the user’s keyboard handwriting characteristics in the biometric authentication systems
has been analyzed.

Using the developed software module, experimental statistical data was obtained. They
represent the temporal characteristics of the keyboard handwriting of the group of users received
during the year, on average three times a week, in a total of 144 timelimit vectores for each
participant.

On the basis of the graphs of the change in the average value of time parameters for the year,
the absence of their pronounced trend character is established. This means that for users with a
sufficient computer input handwriting is quite persistent. Thus there is no need to update the
biometric standard of the user more often once a year. On the basis of the experimental statistical
material, the range of values of probability of correct user recognition is calculated. It is (0,95-0,99),
with a confidence interval of 90%.

Thus, the stability of keyboard handwriting for users with a sufficient computer input over a
long period of time is relatively high, which means its high stability as a biometric characteristic.
Accordingly, it can be argued that the standard of biometric characteristics for keyboard
handwriting is sufficient to update once a year.
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BIKTOP €BELILKUI,
IBAH TOPHINYVYK

AHAJII3 CTAJIOCTI XAPAKTEPUCTUK KJIABIATYPHOI'O ITOYEPKY
KOPUCTYBAYA B CUCTEMAX BIOMETPUYHOI ABTEHTU®IKALII

Po3rnsiHyTo nHTaHHS BHUKOPHCTAHHS OIOMETPHYHUX XapaKTEPUCTHK ISl  IiABUIICHHS
edekTuBHOCTI aBTeHTHU(iKalii KopucTyBaya. ImeHTHdikaTop, 10 BUKOPHCTOBYE OlOMETpUYHI
XapaKTEPUCTHKH, HEPO3PUBHO OB’ 3aHUH 3 KOPUCTYBAUeM, 1 CKOPHCTATUCS HUM HECaHKIIOHOBAHO
MPAKTUYHO HEMOXIHUBO. SIK OG10METPUYHY XapaKTEPUCTUKY JOLUILHO BUKOPHUCTATH KIaBlaTypHUI
nouepk. KnasiatypHuii mouepk, abo puTM HaboOpy TEKCTy, BijoOpaxae crmocid Habopy TEeKCTy Ha
KJIaBlaTypi, BJACTUBUMA TUIBKH KOHKPETHOMY KOpHCTyBaueBi. KpiM Toro, BIH JOCHTH NMPOCTUH B
peamizamii 1 He BHMarae JJOJAaTKOBUX alapaTHUX BUTpaT. Tum Oinblne, MmO BUKOPUCTAHHS
KJIaB1aTypHOTO TMOYEPKY IMPH BBEIEHHI MapoJil YCyBa€ OCHOBHI HEJONIKM KIACHUYHUX MapOJIbHUX
CUCTEM 1 CHCTEM Ha OCHOBI KapT jgoctymy. OCHOBHa yBara IpH TpPOBEICHHI JOCTIDKEHb Oyia
MpUIITIEHa CTAJIOCTI y Yacl XapaKTepUCTHK KJIaBlaTypHOrO MOYEPKY KOHKPETHOTO KOPUCTyBaya
OPOTSITOM TPHUBAJIOro Tepiogy dvacy. s peamizamii momycky KopucTyBada A0 KOMII IOTEPHOT
CUCTEeMH OOpaHO aJNropuTM Ha OCHOBI BijcTaHi XewmiHra. BilmoBigHO 10 0OpaHOro aaropuTMmy
po3pobieHo anroputMm (HOpMyBaHHS BEKTOpa OIOMETPUYHHX XapaKTEPHCTUK KOPHCTyBaya, IO
BKJIIOYA€ TPUBAIICTh YTPUMAaHHS KOHKPETHOI KJaBIlIl 1 4ac Mik HAaTUCKAHHSAM CYCITHIX KJIABIII.
Po3pobneno anroputm (QopmyBaHHS OIOMETPHYHOTO €TaJOHY KOpucTyBada. Jlios aHamizy
BUKOPHUCTAHHA KJIABIaTypHOTO MOYEPKY OyJI0 po3po0JIEHO MPOrpaMHi 3aCTOCYHKH, IO peali3yroTh
JIOITYCK KOPUCTYBada Ha OCHOBI KJIaBIaTypHOTO MOYEPKY, a TaKOX IporpaMa Juisi 300py 4acoBHX
xapakTepucTuk. OOuBa 3aCTOCYHKHM BUKOPHCTOBYIOTH pO3pO0IIeHI anropuT™Mu. st mocmimKkeHHs
CTaJIOCTI YAaCOBHUX XapaKTEPUCTHK MOYEPKY OYII0 MPOBENEHO eMITipHUYHe NOCTiKeHHs. s mporo
oOpaHa rpyna oci0, KOXeH 3 SKHMX BOJIOJi€ KOMII IOTEpHUM BBOJOM Ha JOCTaTHbOMY piBHI. Bci
BOHM BBOJMIM 3alpONOHOBaHy (paszy mporaroM poky. OTpumaHi CTATUCTUYHI JaHi, Ha OCHOBI
SKHX, OOYUCIIEHO Cepe/iHl 3HaYEeHHs 1 3HAUEHHS CepPeIHhOr0 KBAaJPAaTUUYHOTO BIIXMJICHHS YacOBHX
XapaKTepUCTHK KIJIaBIaTypHOIO MOYEPKY 3a Pi3HI MPOMDKKH dacy. OIiHEHO HMOBIPHICTh BIPHOTO
pO3Mi3HAHHS KOpHUCTyBaua 3a MHOro 4acToTOl B N He3aleXHUX jaochigax. B pesynbrarti
MIPOBEICHOTO JIOCIIKEHHS OYyJI0 MPOaHali30BaHO CTATICTh KOMITFOTEPHOTO MTOYEPKY KOPHUCTyBaua
K O10METPUYHOT XapaKTEPUCTHKH JUIsl BUKOPUCTAHHS y CHCTEMaX 3aXMCTy KOMIT'IOTEPHUX JIaHHX,
30KpeMa, cucTeMax aBTeHTHU(DiIKallii.

KawuoBi  ciaoBa:  aBreHTudikamisg, OloMeTpu4yHa  aBTEHTH(]IKaIisl  KOPUCTYyBaya,
OloMeTpHprUYHa XapaKTepUCTHKA, KJIaBlaTypHH MOYepK, cucTeMa 010METPUYHO1T aBTEHTH(IKaLlli.

BUKTOP EBELIKHUH,
MUBAH F'OPHUNYYK

AHAJIN3 TMTOCTOSAHCTBA XAPAKTEPUCTUK K/ABUATYPHOI'O IMTOYEPKA
MOJIb30BATEJISI BCUCTEMAX BUOMETPUUECKOMW AYTEHTU®UKAIIUN

PaCCMOTpeHH BOIIPOCHI HCITIOJIB30BAHHUA 6HOMeTpI/I‘IeCKI/IX XapaKTEPUCTHUK OJId ITOBBINICHUA
3P PEKTUBHOCTH ayTeHTU(UKALTIH I0JIb30BATES. Wnentudukatop, UCIIOJIb3 YOI
OMOMETpHUECKUE XapaKTEPUCTUKU, HEPA3PhIBHO CBSI3aH C IMOJIb30BATENIEM, U BOCIIOJIb30BATHCS UM
HCCAaHKIMMOHUPOBAHHO IMPAKTUYCCKHN HEBO3MOKHO. B xadectBe 6I/IOMeTpI/I‘IeCKOI71 XapaKTEPUCTHUKU
11eJ1ec000pa3HO MUCIIONb30BaTh KJIaBHATYpHBIN noyepk. KiaBuarypHblil mouepk, uiu putM Habopa
TEKCTa, OTpaxkaeT crnoco0 Habopa TeKcTa Ha KIaBHAType, CBOWCTBEHHBIH TOJBKO KOHKPETHOMY
nojb3oBarento. Kpome Toro, oH 10CTaTOYHO MPOCT B peaau3alMyd U He TpeOyeT TOMOIHUTENbHBIX
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anmapaTHbIX 3arpar. Tem Oosee, YTO MCHOJB30BaHUE KJIABUATYpPHOIO MOYEpKa MpH BBOJE MapoJst
yYCTpaHSIET OCHOBHBIC HEOCTATKH KJIACCUYECKUX IMAPOJBHBIX CHCTEM W CHUCTEM HAa OCHOBE KapT
noctyna. OCHOBHOE BHUMaHHE MpPU MPOBEIECHUU HCCIEIOBAHUM ObUIO yNIEIeHO YCTOWYMBOCTU BO
BPEMEHHM XapaKTEePUCTUK KIJIABUATypHOTO IOYEpPKa KOHKPETHOTO IIOJB30BaTeNlsl B TEUCHHUE
JUIMTENILHOTO TepHoAa BpeMeHHu. /s peann3anuu JOMyCKa MOJb30BaTeNsi K KOMITBIOTEPHOU
cucreMe M30paH alropuT™M Ha OCHOBE PACCTOSHHS XeMMHHTa. B COOTBETCTBUMU € BBHIOpaHHBIM
aNropuTMOM pazpaboTaH ainroput™m (HOpMHUPOBAHMSI BEKTOpa OMOMETPUYECKHX XapaKTEPHUCTHUK
MOJIb30BATENsl, BKIIIOYAIONINHN UIMTETFHOCTh HAXKATUS KOHKPETHOW KIABUIIM U BPEMS MEXKIY
Ha)XKaTHEeM COCETHUX KiaBuil. Pa3paboran anroputM (GopMHpOBaHUS OHMOMETPUYECKOTO STAIOHA
nonbp3oBarens. [ aHanM3a HCMONb30BaHHUS KJIAaBUATYPHOIO IOYepka Obuid pa3zpaboTaHbl
pPOrpaMMHBIE TMPHIOKEHUS, PEATU3YIONIHe JOMYCK I0JIb30BaTelsl Ha OCHOBE KJIABUATYpHOTO
noyepka, a TaKkKe Iporpamma s cOopa BpPEeMEHHBIX XapakTepucThk. O0a NpuIIoKeHus
UCIONB3YIOT pa3paboTaHHble adropuT™Mbl. Jljis uccienoBaHus YCTOMYMBOCTH BpPEMEHHBIX
XapaKTepUCTUK Io4YepKa ObLJIO MPOBENEHO SMIHpUYEecKoe uccienoBanue. s sToro BbrIOpaHa
IpyIIa JINL, KQKIbIH U3 KOTOPBIX 00J1a/1aeT KOMITBIOTEPHBIM BBOJOM Ha JIOCTAaTOYHOM ypoBHe. Bee
OHHU BBOJMJIM MPEUIOKEHHYIO (pa3y B TeueHue rozga. [lonyueHHbIE CTaTUCTHYECKUE AAHHBIC, HA
OCHOBAaHUU KOTOPBIX BBIUMCICHO CpEJHEE 3HAYCHHE M 3HAUEHUE CPEIHEro KBaJIpaTHUeCKOro
OTKJIOHGHUSI BPEMEHHBIX XapaKTEPUCTUK KJIABHATYpHOTO MOYEpKa 32 PA3IUYHBIC MPOMEKYTKH
BpeMeHu. OleHeHa BEPOSTHOCTh BEPHOTO PACIO3HABAHMS IIOJH30BATENS IO €r0 4acToTe B N
HE3aBHCHUMBIX OMbITaX. B pe3ynabTare MPOBENECHHOTO HCCIEeNOBaHUS ObUIO MPOAHATU3UPOBAHO
MOCTOSTHCTBO KOMITBIOTEPHOTO TMOYEpKa MOJIb30BaTeNsl Kak OMOMETPUYECKON XapaKTePUCTHKH IS
UCTIOJIB30BaHUSI B CHUCTEMax 3allUThl KOMIBIOTEPHBIX JAaHHBIX, B YaCTHOCTH, CHUCTEMax
ayTeHTU(UKALINU.
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OMomeTpHuecKasi  XapaKTepPHCTHKA, KJIABUATYPHBIM  MOYEpK, CHUCTeMa OHMOMETPHYECKON
ayTEeHTU(UKALIUH.
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