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This paper investigates the concept of architecture by examining 10 Enterprise Architecture
Frameworks (EAF) for critical IT infrastructure (CITI) design such as Zachman’s, TOGAF, FEAF,
DoDAF, BMDAF, NATOAF, TEAF, GEAF, RM-DOP, SOA. Architecture plays a major role in the
development of information systems. The act of architecture design in the development cycle is
generally understood to be systematic analysis and design of related information to provide a model
for guiding the actual development of information systems. To date, there are more than 100 platforms
for the development of architecture, which are divided for use in defense, government, open-source,
proprietary. The platform helps to improve the understanding of the topic by providing systematic
approaches to architectural design and development, but many aspects of architecture remain
ambiguous. The uncertainty concerns the following: architecture (whether the architecture should
cover only the software components or include other aspects of the development of critical IT
infrastructure), the role of the architect (the role of the architect in the lifecycle of critical IT
infrastructure development is often unclear), the results (which should be the result of architectural
work — business function documents or a detailed project of critical IT infrastructure), architectural
activities (includes design and modeling, but what level of detail is required use and when detailed
design starts), architecture testing (how much we need to evaluate, check architecture design results),
system requirements (size and complexity, whether systems of different sizes and complexity have
the same system requirements for architectural design results), architecture level (which the
relationship between the architecture of critical infrastructure enterprise and the stand-alone
architecture of the critical IT infrastructure). For the architecture of a complex system such as critical
IT infrastructure, there are provided considerations, which consist of several dimensions such as
business requirements, technical requirements, criteria, current architecture and future architecture.
We propose to analyze AF from different points of view. At first, we analyze AF in terms of their
goals, inputs and outcomes. At second, each EAF was analyzed in the terms of Concepts, Modeling,
and Process. As a third and fourth point of view, we use some qualitative and quantitative metrics for
AF analysis.

Keywords: architecture, architecture framework, enterprise architecture framework, EAF,
comparison, critical IT infrastructure.

Introduction. Researchers have offered various definitions and explanations of architecture. In
article [1] authors suggested that software architecture is concerned with issues beyond algorithms
and data structures of computation. Authors in [2] distinguished architecture from design by
suggesting that architecture is concerned with the selection of architectural elements, their interaction
and their constraints, but design is concerned with the modularization and detailed interfaces of the
design element. Monroe et al. [3] suggested that architecture is not about details of implementation.
IEEE’s definition of architecture states that it is “the fundamental organization of a system, embodied
in its components, their relationships to each other and the environment, and the principles governing
its design and evolution” [4]. There was also an attempt to formally distinguish architecture activities
from design activities [5].
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The Open Group states that Enterprise Architecture is about understanding all of the different
elements that do the business and how those factors are related to each other [6]. The US, however,
defines EA as a strategic base that integrates strategic goals, business requirements and technology
solutions [7]. In [8] author sees EA as a management program as well as a documentation method
that together can give an integrated view of an enterprise’s strategies, business services, information
flows, and resources. Nonetheless, most researchers agree that EA started from Zachman and his
originally designed The Zachman Framework for Enterprise Architectures (Zachman framework).
This framework shows how the information systems fit into the organisation by asking six questions
— what, how, where, who, when and why [9]. EA detects all the components in the organisation and
Is a facilitator for aligning IT and business goals that need to include business related issues such as
organisational goals, business processes, performance. If the organisation lacks such an alignment,
then it is more challenging for them to adapt to changes in business strategy [10]. For better
understanding of what is EA, the visualisation shown in fig. 1, which consists of 4 main organisational
levels, is commonly used [6] - [9], [11]. Business layer presents strategic goals that will drive IT
solutions, business roles, business functions, business processes and service flows, business
information objects. Data architecture shows data that must be collected, organised and later
distributed. Application layer describes people and systems that are in the organisation, applications,
software components and enterprise services. Technology layer presents technical infrastructure that
is composing the systems, network unit.

Business Layer

Data Architecture
Application Layer

Technology Layer

Figure 1 — Layers of Enterprise Architecture [12]

Each of the levels describes either as-is model that already exists or to-be that will exist in the
future. As well as this, it is important to remember that all levels are related to each other. For
example, the IT system is modelled in the application level as an application that provides services,
while in the technology level it is a set of software components that make it possible for services at
the application level to work. For creating and future usage of EA, EA frameworks are needed.

Statement of the Problem. Nowadays, there are more than a hundred EA frameworks that are
divided into defence industry, government, open-source, proprietary frameworks.

EAFs have helped to improve the understanding of the subject by providing systematic
approaches to architecture development, but many aspects of architecture remain ambiguous. The
ambiguities are the following:

— the scope of architecture - should the architecture cover only software components or
include other aspects of the critical IT infrastructure development?

— the role of the architect - the role of the architect in the life cycle of the CITI development
is often unclear.

— results - what should be the result of work with architecture? The results can range from
business functions documents to detailed critical IT infrastructures designs.

— architectural activity - architectural activity involves design and modeling, but which level
of detail belongs to architecture and when detailed design work starts?

— checking architecture - to what extent should we measure, check, or verify the results of an
architecture?
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— when to participate - a system which size and complexity require architecture? Can systems
of different sizes and complexity require the same architecture results?

— level of architecture. What is the relationship between enterprise architecture and stand-
alone architecture of the CITI?

The contribution of this survey is to systematically analyze and compare EAF using the general
characteristics of the architecture or elements for using as basis for CITI design. As such, a model of
architecture understanding is described, which explains some ambiguity. An analysis of the
architecture’s structure has revealed some disadvantages, and we offer several ways to overcome
them.

Basis for Analysis. For the architecture of a complex system such as critical IT infrastructure,
there are provided considerations which consist of several dimensions such as business requirements,
technical requirements, criteria, current architecture and future architecture, etc [13]. The dimensions
or inputs to the architecture process are interrelated and can not be considered separately in the
process. For example, the architecture of a system with flexibility and mobility can have an impact
on performance, cost, and graphics. The key result of architecture is the creation of a model for
architectural designs. The model considers complex dimensions in order to achieve balanced
compromises and minimize the risks of achieving CITI goals. The risks that arise during the
construction or development of the system may lie in many areas. They represent uncertainty about
achieving the goals of the CITI. Architectural activity eliminates large uncertainties due to the
modeling and specification of the CITI until a resolved problem becomes well understood, and the
simulated solution has a high degree of confidence in achieving its goals.

In this paper, we propose to analyze AF from different points of view. At first, we analyze AF
in terms of their goals, inputs and outcomes [14].

Architecture modeling commonly uses high level abstraction called views. EAFs use
viewpoints to create views that represent different perspectives of a critical IT infrastructure model.
Common viewpoints are business architecture, information architecture, software architecture and
technical architecture. Specific frameworks being studied may have underlying goals to focus on
distributed systems, enterprise architecture or industry specific systems. After examining different
architecture frameworks and the IEEE Recommended Practice for Architectural Description of
Software-Intensive System [4], this paper puts forward a set of common goals for AF. These goals
are independent of industry domain, architecture style and system size.

— architecture process — employ a well-defined process to guide the construction of
architecture;

— architecture definition and Understanding — make use of standard terms, principles and
guidelines for consistent application of the framework for the communication of architecture
information to stakeholders;

— architecture analysis — provide a set of viewpoints to guide the collection and analysis of
information for making architecture choices;

— architecture evolution support — employ processes and mechanisms that support systems
evolution;

— architecture models — provide consistent standards to document architecture specifications
for the planning, management, communication and execution of activities related to system
development;

— design rationale — document reasons behind design decisions for verification, i.e. “architect
for a reason” [15];

— design tradeoffs — select a design from more than one design choices by resolving multi-
dimensional conflicting requirements;

— standardization — ensure development and architectural standards are maintained;

— architecture verifiability — provide sufficient information or explanation in the architecture
design for review and verification;

— architecture knowledge base — provide consistent representation and repository of design
and architecture design rationale.
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Inputs represent information that architecture modeling considers. Outcomes represent results
and deliverables. Typical inputs to architecture activities are the following.

— technology inputs — strategic architecture direction including technology platforms, future
architecture, systems interoperability and emerging technology standards;

— business drivers — business goals, direction, principles, strategies and priorities;

— information system environment — budget, schedule, technical constraints, resources and
expertise, organization structure, other constraints, enterprise knowledge base;

— business requirements — users’ requirements, functional requirements, data requirements
and other business system related requirements;

— non functional requirements — some of these requirements are also referred to as Quality
Attributes (QA) or Quality of Services (QoS). These requirements include availability, reliability,
scalability, security, performance, inter-operability, modifiability, maintainability, usability and
manageability;

— current architecture — current standards and infrastructure.

Using another EAF to develop a CITI will lead to similar but different results, since each
structure has different architectural views. On the other hand, the use of the same autofocus for the
development of CITIs of varying complexity will require different types of input data and give
different results. The results of the EAP reflect the goals that are set to achieve. In order to be neutral,
avoid using specific terminology to present the results.

— business model — describes business models, business requirements, business process,
system roles, policy statements;

— Information model — contains data model, data transformation and data interface;

— system model — models major components of the system. To arrive at a system architecture
model, major tradeoffs and design decisions are made. Future system enhancements are also taken
into consideration;

— software configuration model — describes how software is packaged, stored, configured,
managed and shared;

— computation model — contains system functional description, system process flow, system
operations, software components and interactions;

— software processing model — describes how software processes, software threads and run-
time environment are structured;

— implementation model — describes physical system structure such as operating
environment, hardware components and networking components of the system. Models
implementation processes such as installation, deployment, configuration and management;

— platforms — describe platform software such as operating systems, hardware and
networking components, protocols and standards;

— transitional design — provides designs and plans to support system transition and evolution;

— non-functional requirements design — models the structure of the system to reflect design
of non-functional requirements;

— design rationale — documents reasons of design based on analysis and tradeoffs that involve
multiple dimensions of inputs.

At second, we analyze each EAF in the terms of Concepts, Modeling, and Process [16]:

— concepts — EA concepts are importance for enterprises generally and for implementation
strategy particularly. According to literature research, a number of considerable EA concepts that are
generally addressed, including: definition of EA, alignment between business and IT, importance of
repository, the association and communication among artifacts and implementation strategy,
governance, EA roles and process are identified [17];

— modeling — since EA concepts provide basis for implementation methodology (IM), thus
the modeling for portray designs regarding to those concepts is generally the main part of any IM. A
typical modeling comprises of the following major components: notation, syntax and semantics.
Modeling different perspectives of enterprise are significant part of modeling that need to utilize in
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IM. Consequently, by using an appropriate modeling the IM could reduce the complexities of current
and desired architecture, and transition plan effectively [18];

— process — as mentioned above, the modeling is considered as a compulsory part of any IM.
However, IM emphasizes the set of process and parts performed as part of the EA life cycle. These
activities and steps form the process which guide enterprise architect and business analyzer in EA
implementation. A useful IM should cover the following stages, enterprise modeling, current
architecture analysis, desired architecture analysis, managing and providing detailed design of
projects, describing controlled transition plan, and implementation. IM that covers all parts of the EA
development by considering EA concepts is a consistent and complete methodology [17].

Third point of view is concerned with the next five requirements:

— organisational interoperability — deals with the harmonisation of business processes and
information technologies, which covers both inter- and intra- organisational boundaries;

— common infrastructure and interoperability — provides an accurate value for exchanging
information; the ability of organisations to share information and knowledge within and across
organisational boundaries. The underlying foundation for effective interoperability comes from
standardised common infrastructure;

— technical interoperability — refers to technological aspects of connecting computer systems
to share information or use functionality;

— agility — ability of the organisation to manage changes, which is an essential characteristic
for the survival of businesses that are forced to work in dynamic conditions, where changes are
permanent;

— reusability — refers to skills that are both business reference models and services. Reusable
modules reduce the time and cost of implementation, increase the likelihood of modifications when
a change in implementation is required.

And at the end, we chose six requirements for the last evaluation:

— effort required to develop and maintain — the complexity of the modelling tools and
methods adopted within the context of EAF — the easier to model and later support the architecture,
the better;

— service orientation — applying a performance paradigm about what secures the
implementation of sections on operational capabilities for individual tasks.

— evaluation and governance — the framework should allow assessing the effectiveness and
maturity of various agents when using EA or the management process to ensure that IT organisations'
investments are closely related to business objectives;

— reference models — allow to describe everything using one language;

— documentation — in case the policy and stakeholders are always changing, the
documentation on the development of EA is important and needs to be taken into account for the
dissemination of knowledge and the exchange of experience;

— cost effectiveness — whether the framework is free or requires some additional money
investments.

All this approaches have some intersection points but at whole give us a full view of each EAF
shortcommings and benefits.

This paper is not concerned with the format or notation used by EAF. Some EAF is non-specific
on representations of its views, but other frameworks prescribe use of formal description languages.

An overview of EA and its frameworks. In this part, the overall analysis of EA and its
frameworks is presented. As it was found there are plenty of researchers with description and analysis
of EA, a few of them are about implementing EA at various places [19], [20], [21], [22], [23]. No
study that focuses on EA in Ukranian public-sector institutions or Ukrainian companies was found.
Process-based management makes organisations more transparent, allowing the development of an
effective performance measurement system and improve the cost and resource tracking capability.

As was already mentioned, the frameworks identified for future analysis are the following: The
Zachman Framework, The Open Group Architecture Framework, The Federal Enterprise
Architecture Framework, The Department Of Defence Architecture Framework, The British Ministry
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of Defence Architecture Framework, The NATO Architecture Framework, The Treasury Enterprise
Architecture Framework, The Gartner Enterprise Architecture Framework, Open Distributed
Processing — Reference Model (RM-ODP) and Service-Oriented Architecture.

The Zachman Framework. The Zachman Framework is usually considered to be the first EAF
that was established and proposed by John Zachman [9]. This framework is a structure for helping
the management to organise and classify the detailed representation of an enterprise, which represents
in a visual way the interaction between the roles in the process. Moreover, it defines owner, designer
and builder of the process, as well as setting the component, the way it works, the location where it
is situated, the person who is responsible, the team which does the work and why it matters [22].
Zachman Framework, on the one hand, is shown as a planning tool, which can be helpful for
enterprises in making better choices, finding the issues in the context of the business and seeing the
alternative options and solutions (see fig. 2). On the other hand, it is just a tool for planning and better
executing EA development, as it does not focus on the strategy or governance mechanisms. When
moving across the table horizontally (for example, from left to right) the different descriptions of the
system are shown from the the point of view of the same player. When going through the table
vertically (for example, from top to bottom), only one aspect is considered, but the player is changed
from the perspective of which this element is considered. Columns give the answers to 6 questions:

— What? — data that needs to be understood and worked with.

— How? — function or how the process of changing the aim of the enterprise into a more
detailed description of its operations.

—  Where? — network or where the business activities are taking place or will be distributed in
the future.

— Who? - people who are involved in the business processes and into implementing the new
architecture.

— When? — time and effects of time on the organisation.

—  Why? — motivation and formulating the business goals and strategies [9].

Firstly, in Zachman’s, each architectural artefact must be only in one cell. The location of a
particular artefact must not be undefined, and the architecture is considered complete only if all the
cells are filled. Secondly, a cell is considered to be full if it contains artefacts that determine the
system for a particular player in a specific aspect. If all cells are filled with objects, this gives enough
information to adequately describe the system from each interested stakeholder’s point of view and
at any possible angle. Thirdly, in Zachman table, the cells in the columns are linked to each other.
For example, in the data column of the table, from the point of view of the business owner, the data
represents information about the firm, while for the database administrator, the data shows rows and
columns in the database. Even though Zachman Framework in most of the cases is considered as
EAF, it is rather an ontology rather than a methodology.

The Open Group Architecture Framework (TOGAF). TOGAF is an architectural
framework, which in comparison to The Zachman Framework, gives an approach to designing,
planning and implementing of EA and is provided by The Open Group free of charge. While TOGAF
consists of three main elements: Architecture Development Method (ADM), Enterprise Continuum
and Resource Base, ADM is considered as the key component of this framework [23]. Description of
TOGAF includes seven parts [24]:

— introduction — contains a high-level description of the key concepts of EA in general and
TOGAF in particular;

— ADM - is an essential part of TOGAF, which describes a step-by-step method for
developing EA,

— ADM guidelines and techniques — include a detailed description of the rules and techniques
that are used in ADM,;

— architecture content framework — describes the approach to the description of EA. It
contains a metamodel of architectural artefacts, the structure and description of them;

— enterprise continuum & tools — describe the method for categorising and storing the results
of core activities in the organisation;
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— TOGAF reference models — gives a description of the reference models that can be used in
the architectural projects;

— architecture capability framework — an approach to organising the architectural practice in
the organisation.
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Figure 2 — The Zachman Framework for Enterprise Architecture [9]

ADM (see fig. 3) is a core part of TOGAF and is more than the methodology that uses a step-
by-step approach for developing EA. The result of ADM is organisation of concepts, rather than
approach for architecting the structure that will help the organisation to solve its problems. The
Enterprise Continuum primarily supports the ADM and is a virtual repository where all the
information connected to the architecture is stored, as well as the Resource Base — documents, guides
and templates. Moreover, ADM process is iterative, cyclic and consists of 8 phases which are shown
in Figure 4. Throughout the ADM cycle, the permanent validations of the results against the set
expectations have to be done. As to TOGAF, it starts with a preliminary phase, and go all the way
from stage A to stage H. Nevertheless, it is possible to return to one of the phases for refinement and
more detailed elaboration.

The Federal Enterprise Architecture Framework (FEAF). FEAF was developed by the
United States Federal Chief Information Officers Council and is used for promoting shared
development for similar US Federal processes, exchange information within governmental and
federal agencies [23]. The Federal Government of the United States has more than 300 organisational
units of different sizes, scales and means, which include departments, administrations, bureaus,
commissions, agencies and councils. These organisations use more than 2.6 million people and spend
more than 3.4 trillion dollars per year for the performance of their functions. They often provide
services, which are directed to client groups, including civil, industrial, academic, non-profit
organisations and the government agancies [7]. FEAF is based on Zachman framework, but refers
only to the first three columns there (using slightly different column names) and focuses on the top
three rows. FEAF consists of six reference models[7], [8]:

— performance reference model (PRM) — is used for measuring the performance of initial IT
investments [26] and estimating how they contribute to identifying opportunities that can be
improved;
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— business reference model (BRM) — is used for organising, constructing in a hierarchical
way and describing day-to-day business operations in the government;

— data reference model (DRM) — describes the interactions and data exchanges between the
government and ordinary citizens;

— technical reference model (TRM) — is used for categorising the standards and technologies,
supporting and delivering service components;

— infrastructure reference model (IRM) — is used for supporting the hardware that provides
functionality;

— security reference model (SRM) —is used as a common language, as well as a methodology,
for describing security and privacy regarding business goals in various organisations.
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Figure 3 — TOGAF ADM [25]

A comprehensive description of FEA methodology should include the points, shown in fig. 4:

— the point of view where the architecture of the enterprise will be considered,;

— a set of reference models describing different perspectives on the structure of the
organisation (the six models listed above);

— the process of creating EA,

— the process of transition from the old paradigm (before the creation of the organisation’s
architecture) to the new one (after its inception);

— taxonomy for classifying assets that fall within the scope of the enterprise’s architecture;

— the technique, allowing to estimate success of EA use for increasing the business value.

The primary method for modelling FEAF is the Collaborative Planning Methodology (CPM)
that is a simple, repeatable process that consists of an integrated multidisciplinary analysis, the result
of which produces the recommendations developed together with stakeholders, planners and
implementers [26]. The CPM is structured in a way that allows to use, reuse and guide planners in
determining whether other organisations previously addressed such needs and whether they can use
their business models, experiences, and work products. The methodology also helps planners to
support management and stakeholders, as they make decisions regarding the directions, which are
appropriate for the mission, investment and implementation. Finally, and perhaps most importantly,
the methodology provides planners with guidance in their support of measuring the actual
performance changes that were the result of the recommendations, and in turn, the use of these results
in the future planning activities. The more detailed description of the five steps of the CPM is as
follows [26]:

1. Definition and verification — identifying and assessing what needs to be achieved,
understanding the primary drivers of change, identifying, approving and prioritising the operational
realities of the mission and objectives with management, stakeholders and executive staff.
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Figure 4 — The whole structure of FEAF [27]

2. Research and use — identifying external organisations and service providers that may have
already completed or are currently facing similar needs, analyse their experience and results to
determine whether they can be applied.

3. Definition and Planning — developing a plan, which defines what will be done, when it will
be done, how much it will cost, how to measure success and what significant risks should be
considered to meet the needs identified in Step 1. Also, it includes a timetable that indicates what
benefits will be achieved, when they can be expected, and how they will be measured.

4. Invest and Execute — making investment decisions and implementing the changes defined in
the integrated plan. At this stage, many groups participate, but it is important to note that these groups
will have to work as a coordinated and joint team to achieve the primary goal of this step.

5. Execution and Measurement — managing and measuring the performance of the work by
specific indicators.

The Department of Defence Architecture Framework (DoDAF). DoDAF focuses on
architectural data, rather than on architectural artefacts, identifying and specifying the information.
A model that is displayed as a diagram, narrative text, table, dashboard or other representation is used
as a template for organising and displaying data in a format that corresponds to the person, making
the decision. DODAF specification consists of four volumes [28], [29]:

— volume 1 — Introduction, Overview and Concepts — the concepts of the Department of
Defence (DoD) architecture are presented, and general recommendations on the development are
given. This volume explains the role of the architecture in the first processes of DoD, the key concepts
of the structure are defined, which contain overview and vision of DoDAF, structure overview,
introduction to the DoDAF meta-model and description of key DoD Viewpoints. Key DoD
Viewpoints can be seen in fig. 5;

— volume 2 — Architectural Data and Models — describes DoDAF meta-model, data groups
meta-model, perspectives and standard DoDAF models. The DoDAF meta-model defines the types
of things that can be modelled and the relationships between these things. Target audience: architects,
program managers, system engineers, capability analysts, testers and other users with a technical
orientation;

— volume 3 — DoDAF Meta Model Ontology Foundation and Physical Exchange
Specification — describes the physical layer format for the exchange of DoDAF compliant
architectural data, which helps transferring information between interested parties using different
ways. Target audience: developers, analytics;

— volume 4 — DoDAF Journal — is the informative volume of DoDAF. It contains a
description of best practices, lessons learned, background documents and other information that
complements the three normative of the DoDAF. As well as this, DoDAF describes three main types
of architecture that contribute to the DoD architecture [28]:
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o enterprise level reference structure — provides information about a particular subject
area, which directs and limits instances of several architectures and solutions. It consists of 5
elements: strategic purpose — defines the goals and objectives of the architecture; principles — rules,
cultures and values that govern technical positions and patterns; technical positions — manuals and
standards based on specific principles that should be implemented as a part of the solution; templates
— a representation of the generalised architecture, such as viewpoints, graphic and text models,
diagrams, etc., which show the relationship between elements and artifacts; vocabulary — terms and
definitions that are used in the architecture and are related to the design and solutions;

o component enterprise architecture — a description of mission-specific services and
capabilities within the component, which displays the relationship between all elements of the DoD;

o solution architecture — describes the system or other resources that are used in the
organisation to achieve its mission.
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Figure 5 — DoDAF V2.0 Viewpoints [30]

The British Ministry of Defence Architecture Framework (MODAF). MODAF is the
architecture framework for describing, analysing and effective managing of defence enterprises,
which, to a large extent, is based on DoDAF [31]. MODAF describes enterprises through conceptual
models. Complex problems of the business are divided into components, which are described at the
highest level in MODAF meta-model, the information presented in the views. Although the meta-
model is a generalised model of any enterprise, each of the components must be created with specific
standards for a particular organisation. Since the primary architectural data is stored in computer tools
or repositories, it is important that data warehouses and modelling tools use common modelling
standards so that they can be shared or reused [32]. MODAF maintains compatibility with exact
DoDAF views to facilitate the exchange of information with the US, for example, when conducting
an international interaction analysis. However, MODAF has supplemented DoDAF with two new
points of view that better support defence processes and life cycles. MODAF consists of six templates
(called “Views”) that are pictured in fig. 6 [33], [34].

Views are used to query the data model, visualise the architecture components and their
dependencies; and to represent real perspectives of the structure of the enterprise:

— all views (AV) — provide the summary of the architecture;

— strategic view (StV) — defines the goals of the business and the resources that can be used
in order to achieve these;

— operational view (OV) — presents the activities, functions that are required to conduct
business and operational activities;

— service-oriented view (SOV) — describes the services, required to support the tasks and
activities described in the Operational View;
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Figure 6 — MODAF views [35]

— system view (SV) — explains what happens when the Operational and Service Oriented
Views are implemented and, thereby, define the solution;

— technical view (TV) — contains standards, rules, policy and guidance that apply to aspects
of the architecture;

— acquisition view (AcV) — describes what is needed and how much time it will take for
delievering it. Description for some of the MODAF views is provided in tab. 1 [36].

Table 1 — List of some MODAF views [37]

View Category View Number View Name View Description
All Views AV-2 Integrated Describes the
Dictionary Defines | taxonomy elements
used by the
architecture
Strategic StV-1 Capability Vision | Outlines the vision
for a capability area
over a particular
time frame
Operational OV-la Operational Graphical or textual
Concept Graphic | description of
operational concept
System SV-7 Systems Performance
Performance characteristics
Parameters Matrix
Technical TV-1 Technical Standards | Listing of standards
Profile that apply to all the
views in a given
architecture
Acquisition AcV-2 System of System | An overview of the
Acquisition complete acquisition
Programmes programme

MODAF provides a structural model of how essential elements of the organisation are related.
However, it does not directly model the resulting behaviour, it only captures and determines some
dynamic attributes of the system, for an in-depth evaluation of the required executable models to
observe the simulated action. Such a simulation cannot be built without defining an architectural
model in the first place.
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The NATO Architecture Framework (NAF). Since NATO does not have its forces — the
military power depends on the member states, so they need to understand what opportunities can be
given to each country to get the optimal military effect. NAF is one of the standards for developing
EA, which defines: methodology, viewpoints, stakeholder viewpoints and meta-model [38]. In NAF
everything that delivers the result can be seen as a service that plays a fundamental role. The
capabilities of each country are modelled as services, and the maximum effect is achieved through
the right organisation of these services. For example, the services will be available to the operations
planners, to get information about what is happening. Currently, NAF v3.0 is in use, and v4.0
documentation is under development with not much information available. The NAF was delivered
from DoDAF, and for now, MODAF and NAF are similar, but not completely aligned. It is expected,
that NAF v4.0 will include adapted MODAF Documentation as well NAF v3.x [39]. In NAF v3.0
seven views are available [40]:

— NATO All View (NAV) — captures general aspects related to all seven views, defines the
scope and context of the architecture, includes the deadlines, the interrelated conditions, such as
techniques, procedures, goals and visions, scenarios, etc., that make up the context for it;

— NATO Capability View (NCV) — fixes the main elements of NATO strategic vision and
concepts, explores NATO capabilities, provides detailed information on the dependencies between
military capabilities, the possibility of creating more coherent and efficient trade-offs that will be
implemented;

— NATO Programme View (NPV) — describes the relationship between the needs for NATO
capabilities, various programs and projects, contains program details and conditions for their
interaction with NATO operational and financial systems;

— NATO Operational View (NOV) — describes tasks and activities, operational elements and
exchange of information that is necessary for the implementation of the NATO mission, determines
the types of data exchange, the frequency of it, any activities that support analysis and transfer of the
information;

— NATO Technical Systems View (NSV) — a set of graphic and text products describing
systems and relationships that provide or accept the functions of NATO. NSV connects system
resources with NOV;

— NATO Service-Oriented View (NSOV) — provides a description of the services required to
grant an access to the operational area, as described in the NOV and pays particular attention to the
identification and description of services;

— NATO Technical View (NTV) — ensures that the system meets a particular set of
operational requirements. Also, NTV provides the introduction of technical systems, which is based
on technical specifications and include a collection of technical standards, implementation
conventions, rules and criteria (see fig. 7).

NATO

NATO

OPERATIONAL
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.
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NATO
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PROGRAMME
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Figure 7— NATO EAF Views
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Each of the views is divided into subviews, which describes the main aim, objects and
components to be used, relationships within the particular view to the other subviews [41].

The Treasury Enterprise Architecture Framework (TEAF). The Department of the
Treasury published the Treasury Enterprise Architecture Framework (TEAF) in July 2000. The
Department of the Treasury is comprised of a number of offices that function as individual
enterprises. Therefore, its enterprise architecture needs to map the interrelationships among the
organizations in order to manage IT resources. The TEAF aims at facilitating “integration, information
sharing, and exploitation of common requirements across the department”(see fig. 8) [42].

Functional Information Organizational Infrastructure
View View View View
Technical Reference
Mission & Vision Information
izati hart
Poup ve Standards Profile
Information Assurance
Owner Information Node Connectivity Risk Assessment
. Exchange Matrix Description

Perspective Information Assurance (Conceptual) (Conceptual) System Interface

Trust Model Description

Level 1
Business Process/ E Inlormal'I‘on
System Function Matrix 'C’(‘L‘:gl'“')'""
Event Trace Diagrams escription escription
Perspective 9 Data CRUD Matrices (Logical) Levels 2 & 3
Information System Interface
System Exchange Matrix Node Connaectivity Description
Builder Functionality (Physical) Description Level 4
Perspective Description (Physical)
Physical Data Model System Performance
Parameters Matrix

e
Figure 8 — TEAF Views

Similar to DoDAF, TEAF includes descriptions of work products for documenting and
modeling enterprise architectures.

Fig. 8 summarizes the TEAF essential and supporting work products, each mapped to its
applicable primary cell of the TEAF Matrix. Many work products integrate information from other
views (and sometimes other perspectives) than the view associated with the primary TEAF Matrix
cell for the work product. Work products also represent information that spans cells.

TEAF also explicitly states that these work products align with FEAF models and DoDAF
products [42].

The Gartner Enterprise Architecture Framework (GEAF). Gartner methodology believes
that EA is about bringing together three constituents: business owners, information specialists, and
the technology implementers. Bringing given groups together and merge them into the one vision
ased on values of business, cause project has succeeded; otherwise project has failed. In Gartner point
of view success could be measured by pragmatic term [43] (see fig. 9).

Although the EA Process Model and EA Framework have their own merits and value, they are
best used with each other. The Gartner EA Process Model is a valuable complement to any credible,
vendor-neutral EA framework. So if an organization has chosen to adopt a different EA framework,
the model introduced here will still add significant value to the architecture discipline.

According to Gartner point of view EA project must be started with understanding enterprise
direction on business, not with finding its current position. This activity needs to listen to the
enterprise strategic plan and understanding how it response to this plan. In order to obtain pure and
concise information about enterprise, Gartner tries to achieve them in simple words, without
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concerning about recommended standard documents, or technical babbling. The result of this method
is providing common understanding about enterprise situation and strategic plan [43].

A framework doesn’t answer the question of what to produce when and how it is all related:;
these are issues addressed by a process model.
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Figure 9. Gartner EA Process Model

Open Distributed Processing — Reference Model (RM-ODP). The ISO RM-ODP Standards
[44] is a set of international standards with four parts. Part 1 (ISO 10746-1/ITU-T X.901) provides
an overview and a guide to the use of the reference model. Part 2 and Part 3 (ISO 10746-2/ITU-T
X.902 and ISO 10746-3/ITU-T X.903) provide a foundation of concepts and prescribe concepts, rules
and functions for the modeling of ODP systems. Part 4 (ISO 10746-4/ITU-T X.904) is the
architectural semantics which provides a formal description technique for Part 2 and Part 3. The
primary objective is to allow the benefits of distribution of information processing services to be
realized in an environment of heterogeneous IT resources and multiple organization domains.

RM-ODP uses five viewpoints to represent different aspects of a system. The Enterprise
Viewpoint states high level enterprise requirements such as:

— purpose and objectives of systems;

— community or users of system;

— business policies, guidelines, flows and constraints;

— actions performed.

The Information Viewpoint focuses on information semantics and information structures. The
Computational Viewpoint focuses on decomposition of the system and on the constraints of the
objects and their interactions. The objects specified and modeled can be computational, service
support or infrastructure objects. Interactions between objects are connected through interfaces. The
Engineering Viewpoint focuses on mechanisms and functions that support interactions between
distributed objects. The Technology Viewpoint specifies the choice of technology, including
products, standards and technology objects, selected to support the implementation. RM-ODP
provides standards to define transparencies for the support of distributed processing. Transparencies
are architecture patterns that are defined in the Engineering Viewpoint for hiding transparent
functions.

RM-ODP primarily focuses on ODP architecture development. Architecture rationale and
tradeoffs are not documented as part of the model. RM-ODP does not provide software configuration
model to represent software packaging although Engineering Viewpoint may be used to depict it. It
does not concern with business strategies or the evolution of the architecture to meet future needs.
RM-ODP is formal and it provides a complete and consistent model for the specification of system
architecture design. RM-ODP does not prescribe an architecture process and it is non-specific on
what level of details architecture modeling require.

Service-Oriented Architecture (SOA). SOA is the most widely used architecture, with a
potential for creating mission-critical, modular, adaptive and enterprise applications [45]. SOA
appears as the implementation of a service platform consisting of many services that can be combined
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into different solutions and scenarios, as determined by business needs. This capability to integrate
and recombine services is what provides the closer relationship between business and IT, as well as
flexibility to address new situations. The role of the SOA services platform is to provide a foundation
for delivering essential business services in a flexible and easy to compose view. The need for this
has led to the creation of SOA, through which composite applications can be set up, modified and
removed dynamically using services, abstracted from existing applications and data, presented by the
platform or external sources [46].

From a business point of view, SOA can be expressed as a set of flexible services and processes
that the organisation wants to expose. In this case, these same services can be recombined and
supplemented to support changes in business requirements and models over time. From the technical
point of view, SOA defines software regarding discrete services, which are implemented using
components that can be called upon for performing a particular business task. Fig. 10 shows a
representation of the architecture with the description of each layer below [47].

1. Scope — describes what area of the enterprise is this architecture for.

2. Operational systems layer — consists of existing custom applications, including object-
oriented system implementations, as well as applications for business intelligence. A complex, multi-
tiered architecture of SOA can use existing systems and integrate them using service-oriented
integration methods.
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Figure 10. The layers of SOA [48]

3. Enterprise components layer — is responsible for implementing the functionality and
maintaining the quality of open services. These unique components are managed, regulated and
financed at the organisation or department level. This layer typically uses application servers for
component implementation, workload management, high availability and load balancing.

4. Services layer — describes the services that the organisation chooses to finance and exhibit.
This level also provides a mechanism for using enterprise-scale components, components specific to
business units, and in some cases components for specific projects, and allocates a subset of their
interfaces in the form of service descriptions. Thus, the enterprise components provide the
implementation of the service at runtime, using the functionality provided by their interfaces.

5. Business process and composition layer — defines the structures of the services exhibited on
Layer 3. Services are combined into a stream and thus act together as one application. These
applications support specific use cases and business processes.

6. Access or presentation layer — although this level, as a rule, goes beyond the discussions
around SOA, it gradually becomes more relevant, it can be thought of as a future layer, which is
needed to be considered.

7. Integration layer — allows integrating services by implementing a set of capabilities such as
intelligent routeing, protocol mediation, and other conversion mechanisms, often described as
Enterprise Service Busses (ESB). The Web Services Description Language (WSDL), on the other
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hand, specifies a binding that refers to the location where the service is provided. On the contrary,
ESB provides a location-independent mechanism for integration.

Evaluation of EAFs. As no such analysis was not done for choosing the best EAF as a basis
for critical IT-infrastructure design , the first step for finding the criteria was to check if there are any
related works that have done this before. For a general understanding of EAF that has been
implemented in the governments all around the world, “enterprise architecture in government” was
used in Google Search and 75 first pages were checked. The most widely used EAF turned out to be
TOGAF (Switzerland, South Korea, South Africa), FEAF (The United States, Australia, Singapore),
Zachman Framework is used in Denmark, while in Finland the Governmental Framework is a
combination of TOGAF and FEAF. The popularity of usage of EAF is shown in tab. 2.

Table 2 — Overview of the EAF analysed

Zachman Framework 25% [22,9, 11]
TOGAF 11% [23, 24, 25]
FEAF 9% [26-27]
DoDAF 11% [28-30]
MODAF 2% [31-37]
NAF 1% [38-41]
TEAF 1% [42]

GEAF 3% [43]
RM-ODP N/A [44]

SOA 15% [46-48]

While the literature review was conducted, some of EAF were decided to be excluded from the
further comparison. Thus, the following frameworks were chosen for further comparison — ZF,
TOGAF, FEAF, DoDAF, MODAF, NAF, TEAF, GEAF, RM-ODP, SOA.

In [49] five frameworks are compared — Zachman, DoDAF, FEAF, TEAF, TOGAF — using
three different comparison criteria — by Views/Perspectives, by Abstractions, by Software
Development Lifecycle (SDLC) Phases. According to the author [49] Zachman framework appears
to be the most comprehensive framework of those studied. It uses some viewpoints related to the
different aspects. Most frameworks only represent a small number of viewpoints and aspects. In
another article [50] there was no comparison of EAF, but implementation assessment criteria were
presented instead, which might be helpful in the future after EA is developed. Article [23] focuses on
the evaluation of EAF for e-government focusing on improved interoperability and integration,
reduced costs, improved change and risk management, assessment of business-IT alignment.

This study uses 4 various groups of fundamental elements to analyze AF. It shows that all
architecture frameworks support the purpose of architecture development. In particular, RM-ODP
have a singular focus on software architecture development. TOGAF, DoDAF and FEAF address
enterprise architecture issues such as architecture planning, evolution and system interoperability.
They use different views for enterprise architecture modeling and have different degrees of specificity
in their views. ZF is an enterprise framework but the lack of detailed description of the framework
makes it difficult to further analyze its capabilities in this respect. The focus of enterprise frameworks
is to facilitate the definition, common understanding and standardization of architecture practice in
an enterprise. Their long term goals are to support strategic architecture planning, use an architecture
knowledge base to support architecture evolution. The business and architecture models produced
from these frameworks describe architecture directions, the “to-be” architectures, and the enterprise
strategies to transition from the current architecture to the future architecture.

Although architecture involves design, the objective of architecture differs from detailed
design. Design activities are concerned with conceiving and designing in a focused area where
architecture is concerned with structure, modeling and planning of the CITI at a higher level. There
are no guidelines in any frameworks to distinguish between architecture activities and the extent to
which they become detailed design activities. We propose that the guiding principle of the level of
details of design in architecture is based on the level of risk. If the risk, or uncertainty, of the
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architecture to accurately model the CITI is relatively small, then design could be carried out in the
detailed design phase. On the other hand, if the uncertainty or the risk is high, then more architecture
activity is required to develop the design to reduce its risk.

Evaluation regarding goal definitions. This section provides a high level comparison and
analysis of ten architecture frameworks. Since AFs have different viewpoints or perspectives on how
architecture model should be represented, they can be compared only when frameworks are
characterized by fundamental elements such as their goals, inputs and outcomes.

Tab. 3 provides an overview and comparisons of frameworks. If a framework explicitly
supports an element in the table, it is scored at 2 points . If a framework does not support an element
or there is no mention of that element in the documentation, then it is reported as 0 points. Where a
framework partially supports or eludes to support an element, it is reported as partial, 1 point. The
extent to which each framework supports and interpret an element may differ even when they have
the same values in the same row.

Table 3 — Evaluation of the frameworks according to goal definitions

ZF | TOGAF | FEAF | DoDAF | MODAF| NAF | TEAF | GEAF g'[\)/'F', SOA
Goals
Architecture 1 2 2 2 2 2 2 2 2 2
Definition and
Understanding
Architecture 0 2 2 2 2 2 2 2 0 2
Process
Architecture 0 2 2 2 2 2 1 2 1 2
Evolution Support
Architecture 2 2 2 2 2 2 2 2 2 2
Analysis
Architecture 2 2 2 2 2 2 2 2 2 2
Models
Design Tradeoffs 1 1 1 2 2 2 1 2 1 2
Design Rationale 1 2 1 1 1 1 1 2 2 2
Standardization 0 2 1 2 2 2 1 2 2 2
Architecture 0 2 2 2 2 2 1 2 2 2
Knowledge Base
Architecture 0 2 0 0 0 1 0 2 1 1
Verifiability
Inputs
Business Drivers 1 2 2 2 2 2 2 2 1 2
Technology Inputs | 0 2 2 2 2 2 1 2 1 2
Business 2 2 2 2 2 2 2 2 2 2
Requirements
Information 1 2 2 2 2 2 2 2 2 2
System
Environment
Current 1 2 2 2 2 2 2 2 2 2
Architecture
Non Functional 1 2 1 1 1 1 0 1 2 2
Requirements
Outcomes
Business Model 2 2 2 2 2 2 2 2 2 2
System Model 2 2 2 2 2 2 2 2 2 2
Information Model 2 2 2 2 2 2 2 2 2 2
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Table 3. Continuation

Computation 2 2 2 2 2 2 2 2 2 2
Model

Software 0 2 0 0 0 0 0 1 1 2
Configuration

Model

Software 2 2 2 2 2 2 2 2 2 2
Processing Model

Implementation 1 2 1 2 2 2 2 2 2 2
Model

Platforms 2 2 2 2 2 2 2 2 2 2
Non-functional 1 2 1 1 1 1 1 1 2 2
Requirements

Design

Transitional 0 2 2 2 2 2 1 2 0 2
Design

Design Rationale 0 1 0 1 1 1 0 1 1 1
Total 27 52 42 46 46 47 38 50 42 52

Evaluation regarding conceptual definitions. This section describes a framework for
evaluation selected EAFs with a second set of criteria. It comprises a set of criteria that addresses
both generic EA attributes and features that are uniquely found in EAF. It covers three major aspects
of each EAF: Concepts, Modeling, and Process.

Concepts: TOGAF provides appropriate governance and repository rather than the other by
utilizing a specific model for them. Although, TOGAF describes required business and IT architecture
in ADM, it more focus on IT development and could not provide appropriate alignment between
business and IT. Since FEA is derived by EAP, almost theirs attributes are same. Although, DODAF
is designed for specific domain, it almost considers all EA concepts in acceptable manner. In contrast
of other EAFs, Gartner (GEAF) more focus on development process and support adequate EA
concepts.

Modeling: utilizing appropriate modeling for both business and IT domains is essential for
EAF. GEAF and DODAF/MODAF do not present a method for consistency and traceability.
Although, FEAF, NAF, and TOGAF provide appropriate method for modeling, they are different in
learning and using. TOGAF provides broad documents about its method and process but access and
employing of them need more time rather the others. TOGAF mentioned that EA architects must
select needed process for project from TOGAF phases and this is the place that causes difficult using
due to its provide complexity on project. Dynamic EA aspect and complexity are the new issue which
do not support by all selected EAFs.

Process: TOGAF views EA implementation as continual process, thus it more focus on
continuum and repository.

Moreover, TOGAF use requirements process in order to support ADM phases which other
EAFs do not use this feature. NAF and FEAF like previous criteria have same condition. DODAF
uses required activities in each process attribute in order to support EA implementation in DOD
organization, but it does not use requirements process properly. Although Gartner does not consider
all concepts attributes efficiently, it considers EA implementation by efficient plan that it comes from
their vast experiences.

Notation used:

—  2: high consideration or detailed and clear description;

— 1. medium consideration or little description;

—  0: low consideration or high level description.

To conclude, the following results are achieved based on this research (see tab. 4):

— in concepts: almost most of mentioned EAFs cover all concepts. Strategy and Artifacts are
supported by most EAFs; in contrast Alignment and Repository are not utilized in most EAFs;
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— in modeling: SOA has the highest grade and TOGAF has fluctuates situation (in some
attributes has high grade and in the others has low grade). Moreover, DODAF and Gartner are located
in the last respectively. Selected EAF do not have specific plan for depiction complexity and dynamic

aspects of EA;

— in process: although, step by step structure, detailed design, and implementation are most
usable attributes in EAFs, requirement, maintenance, and continual need to consider more due to lack
of consideration in most EAFs.

Table 4 — Evaluation of the frameworks according to conceptual definitions

RM-

Criteria ZF | TOGAF | FEAF | DODAF | MODAF | NAF | TEAF | GEAF | J o | SOA
Concepts
Alignment 1 1 0 1 1 1 1 1 1 2
Aurtifacts 2 2 1 1 1 2 1 1 1 2
Governance 1 2 0 1 1 2 0 1 1 2
Repository 1 1 1 1 1 1 0 1 1 2
Strategy 2 2 2 2 2 2 1 1 1 2
Modeling
Easy to use 1 0 1 1 1 1 1 1 1 2
Easy to learn 1 0 1 1 1 1 1 1 1 2
Traceability 1 2 1 0 0 1 0 0 0 1
Consistency 1 2 1 0 0 1 0 0 0 1
Different 2 1 1 1 1 1 1 0 1 2
Views
Complexity 0 0 0 0 0 0 0 0 0 1
Dynamic 0 0 0 0 0 0 0 0 0 1
Process
Requirement 2 2 0 0 1 1 1 0 1 2
Step by Step 1 1 1 1 1 1 1 1 1 2
Detailed 1 1 1 1 1 1 0 1 1 2
Design
Implementation | 1 1 1 1 1 1 0 1 1 2
Guidelines 2 2 2 1 1 2 1 0 0 2
Maintenance 1 1 1 0 1 1 0 0 0 2
Continual 1 2 0 0 0 0 0 0 0 1
Total
|22 23 | 14 | 13 | 15 |20 ] 8 | 10 [ 12 | 33

Evaluation regarding qualitative requirements. Tab. 5 presents a comparison of the
characteristics of the thitd set given above. These estimates are subjective and were based on the
conducted literature review, a personal understanding of EA and needs for applying EA for critical
IT-infrastructures design. The following assessment scaling was used: 0 — does not support (the
criteria cannot be implemented in EAF), 1 — partially supports (the criteria can be applied to some
extent), 2 — fully supports (the criteria can be entirely carried out in EAF).

Table 5 — Evaluation of the frameworks according to qualitative requirements

Criteria ZF | TOGAF | FEAF | DoDAF | MODAF | NAF | TEAF | GEAF (F;'E)/'F', SOA
Organisational 2 2 2 2 2 2 1 1 1 1
Interoperability
Common 1 1 1 1 1 1 1 1 1 1
infrastructure
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Table 3. Continuation

and

interoperability

Technical 1 1 2 1 1 1 0 1 1 1
Interoperability

Agility 2 2 1 1 1 1 1 1 1 2
Reusability 1 1 2 1 1 0 0 1 0 2
Total 7 7 8 6 6 5 3 5 4 7

Evaluation regarding development requirements. Tab. 6 shows a comparison of the ten
frameworks by selected development criteria of the fourth set mentioned above. The same scaling
was used for evaluation: 0 — does not support, 1 — partially supports, 2 — fully supports.

Table 6 — Evaluation of the frameworks according to development requirements

RM-

Criteria ZF | TOGAF | FEAF | DoDAF | MODAF | NAF | TEAF | GEAF | (. o | SOA
Effort 2 3 2 2 2 2 2 2 1 2
required to
develop and
maintain
Service 2 2 2 2 2 2 1 2 1 3
Orientation
Evaluation 2 2 3 1 1 1 1 2 1 3
and
Governance
Reference 1 2 3 2 2 3 1 2 2 2
Models
Documentatio 2 2 3 1 1 1 1 2 2 1
n
Cost 1 3 3 2 2 3 1 2 1 3
effectiveness
Total 10 14 16 10 10 12 7 12 8 14

Evaluation summary. In this part, the results of comparative analysis of the EAF will be
presented. Based on the goal, conceptual, qualitative and development requirements comparison, the
final overall evaluation of the frameworks is shown in tab. 7, based on which the following two
frameworks were chosen for further critical IT-infrastructure analysis and implementation: TOGAF
and SOA. Each structure for each criteria was evaluated, and SOA turned out to have the highest
score, it might be the best architecture that can be adopted for designing critical I1T-insfrastructeres
since it meets most of the criteria. TOGAF has had convergent results as well. TOGAF has been
adopted by many governments and has many advantages, especially its mature architectural process,
and its integration with the dominant ArchiMate language. Regarding SOA, it is not as widely used
as TOGAF but has a plenty of advantages, such as business-focused development, reusability,
flexibility, platform independence. However, none of the corporate architectures is complete, they
have strengths and weaknesses, and they complement each other.

Table 7 — Overall evaluation of the frameworks

Requirement | ZF | TOGAF | FEAF | DoDAF | MODAF | NAF | TEAF | GEAF SE”F', SOA
Goal 27 52 42 46 46 47 38 50 42 52
Conceptual 22 23 14 13 15 20 8 10 12 33
Qualitative 7 7 8 6 6 5 3 5 4 7
Development | 10 14 16 10 10 12 7 12 8 14
Total 66 96 80 75 77 84 56 77 66 | 106
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All architecture frameworks surveyed either omit or have very little description of architecture
design rationale even though they are crucial for CITI design. Architectures have to be correctly
designed and verified at the early stages of the CITI. We propose to incorporate design rationale in
architecture frameworks used for critical IT-infrastructure with the following features:

— cross-reference requirements to architecture design for consistency checking and
traceability;

— document tradeoffs rationale based on quantification of criteria set, benefits and risks;

— describe compromises and enhancements made to requirements;

— use scenarios to depict design analysis;

— describe feasibility and infeasibility of the proposed design.

For a given set of inputs there will be more than one possible option for architectural design.
Each choice of design in the decision point is associated with a set of criteria, benefits and risks,
which are measured both quantitatively and qualitatively. The criteria not only reflect the resources
needed to implement the design, but also represent a compromise or alternative criterion in terms of
functionality and other factors. Similarly, the advantages are the relative advantages of the design.
Risks represent a level of uncertainty for the desired business goals through technical, commercial or
other resource reasons. Architecture designs require a set of multi-dimensional inputs 1 to m as design
considerations. Each architecture design option, from 1 to n, is associated with a set of criteria,
benefits and risks.

For critical IT-infrastructure set of criteria consists of [51]:

— reliability — reliability index of critical IT infrastructure during operation;

— survivability — an ability to perform its functions in case of a loss of resources, subsystems;

— security — a measure of the maximum number of processes and services that are served;

— recoverability — the duration of restoration readiness for operation;

— profitability — the cost of various resources for the operation of the critical IT infrastructure;

— safety — a measure of inability to perform unauthorized actions aimed at disrupting the
critical it-infrastructure or its parts;

—  term of life;

— effectiveness — a combination of all parameters mentioned above in each case for a certain
task.

Arch. is the result of the function ArchDesign. as shown below (1).

ArchDesign,, .,(I)— Arch , [Criteria, Benefits, Risks] 1)

The choice of architectural design from all possible design choices that best suit critical 1T
infrastructure with a balanced view of minimizing risks and benchmarks with maximum value is
always hard solving problem. This is a process of architectural compromise. Currently, some
architectural framework expresses compromises by documenting system constraints and
assumptions. We believe that the foundations of architecture should be expanded to core documents
that include criteria, benefits and risks.

Conclusions. This paper has presented a comparative analysis of architecture frameworks for
critical IT infrastructure design. In this regards, we have introduced a model of understanding for
EAF based on fundamental elements of architecture. With this model of understanding, EAF could
be selected or tailored for critical IT-infrastructures. Selected elements from multiple frameworks
could be used in conjunction to meet particular development needs.

To analyze frameworks that have varied viewpoints, we use 4 various types of elements to
enable analysis. Based on architecture frameworks’ support of these elements, we found two
frameworks with distinct characteristics but good enough to be used for CITI design.

We have identified some common deficiencies in the EAFs, especially in the field of
streamlining architecture. In this way, we put forward the concept of using criteria, benefits and risks
as the basis of compromises. Design justification can be used to combine architectural constructions
to provide tracking and verification. None of the surveyed frameworks determines their requirements
for the level of detail of architectural design. We believe that this distinction is important in terms of
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the life cycle of development for CITI. Therefore, we recommend the use of risk analysis architecture
to determine which architectural design required.

Further research. “In future the authors plan to implement several CITI designs based on

TOGAF and SOA frameworks and evaluate them using the concept of criteria, benefits and risks as
the basis for right CITI design choice.
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SPOCJIAB JJOPOI'MIA,
BACWJIb [IYPKAH,
CEPI'IM TEJIEHUK,
OJIEHA JIOPOT'A-IBAHIOK

MOPIBHSUIBHUIM AHAJII3 TIJIAT®OPM TTPOEKTYBAHHSI APXITEKTYPH
KPUTHYHOI IT-IHOPACTPYKTYPH

JlocmiKeHO KOHIIETIII0 apXiTeKTypH KPUTUYHOI iH(opMariiiHoi iHQpacTpyKTypH HUIIXOM
aHAJII3yBaHHS JIECATH KOPIOpPATHBHUX apxiTekrypHux tatdgopm: 3axmana, [OGAF, FEAF,
DoDAF, BMDAF, NATOAF, TEAF, GEAF, RM-DOP, SOA. ApxiTekTypa BiJlirpae BaXXJIUBY POJIb
y PO3BUTKY 1H(OpPMAIIITHUX CUCTEM. AKT CTBOPEHHS apXiTEKTypH B IIMKJII pO3POOKH, SIK MPABHIIO,
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PO3YMIETBCS SIK CHUCTEMaTHYHHUI aHaji3 Ta OMNpaIfOBaHHSI BIiAMOBIAHOI 1HMOpMaIli 3 METOIo
CTBOPEHHSI MOJeNi [ KepyBaHHSA (aKTHUHUM pPO3BUTKOM iHQoOpmMamiiiHux cucrem. Ha
CBOTOJHINTHINA JIEHb 1CHY€E MOHAJ CTO IIaThOpM Jisi po3pOOKH apXiTEKTypH, SKI MOIUISIOTHCS 3a
BUKOPHUCTAHHSIM Ha OOOPOHHI, YpsZIOBi, BIIKPUTOIrO THUITy, TporpieTapHi. [lnargopma gomomarae
NOKPAIIATH PO3YMIHHS TEMH NUIIXOM HAJaHHS CHCTEMATUYHHMX IIJXOJIIB /0 MPOEKTYBaHHS Ta
PO3BUTKY apxXiTEeKTypu, aje O0araro acmekTiB apXiTEeKTypu 3alIMIIAIOThCS HEOJIHO3HAYHUMH.
HesicHiCcTh TOJISITa€ B HACTYITHOMY: OCSDKHICTB apXiTEKTypH (UM MOBHHHA apXiTEKTypa OXOILTIOBATH
JMIIE TMPOrpaMHi KOMIIOHEHTH a00 BKIIIOYATH IHII AaCMEKTH PO3BUTKY KPUTUYHO BakiauBoi IT-
1HPACTPYKTYpH), POb apXiTeKTopa (POjb apXiTEKTOpa B )KUTTEBOMY LUKJ PO3BUTKY KPUTUUHOT
IT-iHdpacTpykTypu dYacTo HE3po3ymiia), pe3yiabTaTd (10 Mae OyTH pe3yiabTaTOM pPOOOTH 3
apXITEKTYpOIO - TOKYMEHTH Oi3Hec-QYHKIIIN YM JeTanbHul npoekT KputuuHoi IT-iHdpacTpykTypn),
apxiTeKTypHa IisJIbHICTH (BKJIIOYAE B ceOe MPOEKTYBAaHHS Ta MOJEIIOBAHHS, aye SIKWU piBEHb
JeTanizamii MmoTpiOHO BUKOPHUCTATH Ta KOJIM IMOYMHAETHCS JIeTajJbHE MPOEKTYBAaHHS), MEpeBipKa
apXiTeKTypd (HACKUIBKM MM TIOBHHHI OIIHIOBATH, TEPEBIPIATH pPe3yJbTaTH MPOCKTYBAaHHS
apXiTeKTypH), CUCTEMHI BUMOTHU (pO3Mip Ta CKJIAIHICTh, YA MOXYTh CHCTEMH PI3HHX PO3MIpiB Ta
CKJIaTHOCTI MaTH OJHAKOBi CUCTEMHI BUMOTH JI0 PE3yJbTaTiB IPOCKTYBAHHS apXITEKTYpH), PIBEHb
apXIiTEeKTypH (SIKUH B3a€MO3B'I30K MIXK apXITEKTYPOIO MiAMPHUEMCTBA KPUTHYHOT IHPPACTPYKTYpHU Ta
ABTOHOMHOIO apxiTekTyporo kputuuHoi [T-indpacTpykrypu). s apXiTeKTypH CKJIAIHOI CUCTEMH,
takoi sk kputuuHa IT-iHdpacTpykTypa, mpeacTaBieHi MipKyBaHHSA, SIKi CKIQJAIOTBCS 3 TaKUX
ACTeKTiB, sIK Oi3HEC-BUMOTM, TEXHIYHI BHMOTH, KpHUTEpii, MOTOYHA apXiTEeKTypa Ta MaiOyTHs
apxiTekTypa. Mu npornoHyeMo aHaii3yBaTH IatGopMHu 3 pi3HUX TOUOK 30py. CriouaTky miaatgopmu
aHAJI3YIOThCA 3 TOYKM 30py iX IIiJIel, BHECKIB Ta pe3ynbraTiB. [lo mpyre, koxHa ruiatdopma
MIpOaHaIi30BaHa B MOHATTSIX KOHIIEMIIii, MOJIeNIel Ta mpoIieciB. Y SKOCTI TPETHOI Ta YETBEPTOI TOUOK
30pYy BUKOPHUCTAHO JIesIK1 SIKICHI Ta KUIbKICHI MOKa3HUKM JJIs aHAII3y HaBEACHHUX I1aT(opm.

KarouoBi cjoBa: apxiTekrypa, apxXiTekTypHa ImiaTdopma, apXiTeKTypHa Iuiatdopma
MiIPUEMCTBA, IOPIBHSUTBHAN aHami3, kputndHa [T-1HppacTpykTypa.

SPOCJIAB JIOPOI'O,
BACWJINUN ITYPKAH,
CEPI'EM TEJIEHUK,

EJIEHA JIOPOT'ASI-MUBAHIOK

CPABHI/ITEUI.JII)Hl)If/'I AHAJIN3 IVIAT®OPM ITPOEKTUPOBAHUSA APXUTEKTYPbI
KPUTUYECKOU UT-UHDOPACTPYKTYPbI

HccnenoBaHO KOHIENIUIO apXUTEKTYPbl KPUTHUECKONW MH()OPMAIIMOHHON MHQPACTPYKTYpPbI
IyTeM aHalu3a JecATH KOPIOPAaTUBHBIX apXUTEKTypHbIX IutaTdopm: 3axmana, TOGAF, FEAF,
DoDAF, BMDAF, NATOAF, TEAF, GEAF, RM-DOP, SOA. ApuxutekTypa OTHITPBIBAET BAKHYIO
POJIb JUIsl pa3UBUTHS MH(POPMALIMOHHBIX CUCTEM. AKT CO3/1aHUS apXUTEKTYpPhI B LIUKJIE pa3pabOTKH,
KaK IIPaBHJIO, TOHUMAETCS SIK CUCTEMAaTUYHbIN aHaIN3 U 00paboTKa COOTBETCTBYIONIEH HH(opMaun
C LIENbI0 CO3/IaHUSI MOJIENHU JIJIsl YIIpaBieHUs! (PaKTUYECKUM Pa3BUTHEM MH(OPMAIIMOHHBIX CHCTEM.
Ha ceronusmHuii 1eHb cymecTByeT Oojiee cTa miaThopM A pa3pabOTKU apXUTEKTYphl, KOTOpbIE
JIeNATCSL 10  HCIHOJb30BAHHWIO HAa OOOpOHHBIE, MPAaBUTEIILCTBEHHbIE, OTKPHITOrO THUIIA,
npornpuerapusle. Ilnardpopma moMoraer yaydymiuTh MOHMMAHHWE TEMbl IYTEM MPEAOCTaBICHUS
CUCTEMATUYECKUE MOAXO0/A0B K NMPOEKTUPOBAHUIO U PA3BUTHIO APXUTEKTYpPbl, HO MHOTO acHeKTOB
ApXUTEKTYpPbl OCTAIOTCA HEOJHO3HAUYHBIMHM. HESICHOCTB COCTOMT B CIEAYIOIIEM: OCATaEMOCTb
ApXHUTEKTYphl (HOJDKHA JM apXUTEKTypa OXBaThIBATh TOJBKO INPOrPAaMMHBIE KOMIOHEHTBI WA
BKJIIOYATh JPyTrHe€ AacleKThl pa3BUTHS KpUTHUeCKH BaxkHoW WT-uHpacTpyKTpypsl, poJib
apxuTekTopa (poib apXUTEKTOpa B JKU3HEHHOM IMKJIE pasuBUTHSA Kputudeckon WT-
MHQPACTPYKTYphl YacCTO HEMOHSATHA), Pe3yNbTaThl (YTO JOJKHO OBITH PE3yJIbTaTOM padOThI C
apXUTEKTypOM — JOKYMEHTbl Ou3Hec-QYHKIMN WM JeTalbHble MNPOeKT Kputuueckon WT-
UH(PACTPYKTYpBI), ApPXUTEKTypHas MAEATENBHOCTh (BKJIOYaeT B ce0s TPOEKTHPOBAHHE U
MOJIEJIMPOBAaHUE, HO KAaKOH ypOBEHb JAETaIU3allid HY)KHO HCIIOJIb30BAaThb M KOTJAa HAYMHAETCA
JIeTajJbHOE MIPOEKTHUPOBAHKE), IPOBEPKA APXUTEKTYPhI (HACKOJIBKO TOJDKHBI OLIEHUBATh, IPOBEPSTH
pe3yJIbTaThl IPOEKTUPOBAHMS APXUTEKTYPHI), CHCTEMHBIE TpeOOBaHUS (pa3Mep U CI0KHOCTb, MOTYT
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JU CUCTEMBI Pa3lIMYHBIX Pa3MEPOB U CIIO)KHOCTU HUMETh OJMHAKOBBIE CUCTEMHbIE TPeOOBaHUS K
pe3ynbTaTaM MPOSKTUPOBAaHHS apXUTEKTYPhI), YPOBEHb apXUTECKTYpPhl (Kakas B3aHMOCBSI3b MEXIY
ApXUTEKTYpOH MpeaupusATHs KPUTUYECKOM MHQPACTPYKTYpbl M aBTOHOMHOM apXUTEKTYpOil
kputndeckoit UT-unppactpykrypst). s apXUTEKTyphI CIIOKHON CUCTEMBI, TAKOH KaK KpUTHYECKast
UT-unppacTpyKTypsl, U3IOKEHBI MOIXOABI, KOTOPbIE COCTOSAT W3 TAKHX ACHEKTOB Kak OW3HEC-
TpeOOBaHUS, TEXHMYECKHE TpeOOBaHWs, KPUTEPUH, TEKyllas U Oyaymas apXUTeKTypHl.
[Tpennaraercs aHanu3 miaatGopM ¢ pa3aMyYHBIX TOYEK 3peHMs. Bo-mepBbIX, OHM aHATU3UPYIOTCS C
TOYKH 3pEHMsI X LeJIeH, BKIIaJ0B U pe3yJbTaToB. Bo-BTOpBIX, Kax/1as 1at¢opma IpOHAIU3UPOBaHA
B NOHATHUAX KOHIENIUN, MOJAEIEH U IPOLECOB. B KadecTBe TPETbEH M YETBEPTOM TOYE 3pPEHUs
UCTIOJIb30BaHO KaYeCTBEHHBIE M KOJIMYECTBEHHBIE TIOKA3aTEIH aHAJIN3a IPUBEICHHBIC TUIATPOPM.

KiaoueBble cjioBa: apXUTEKTypa, apXUTEKTypHas IulaTdopma, apXUTEKTypHas miaTdopma
NpEeANpUsATHs, CPAaBHUTEIbHBIE aHaNN3, KpuTHueckast UT-undpacrpykrypa.
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