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NOVEL PSEUDO-RANDOM SEQUENCE OF NUMBERS GENERATOR BASED
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This paper considers a novel pseudo-random bit sequence generator, which is implemented on
a cellular automaton. It presents the hardware implementation of the generator and it the software
simulation. With the help of the software model is testing of the random number generator was
conducted. Tests showed a positive result, which confirms the high statistical properties of the
generated random sequence.
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Introduction. Today there are many random number generators [1-19]. Realization of
generators has a different nature. A large number of the developed random number generators
(RNG) are used due to their wide application in different fields of human activity. Of particular
need for RNG are areas such as: cryptography, protection and diagnostics data transmission
systems, game theory, simulation, and many other fields. All tools and processes that use the RNG,
can be divided into the use of the resulting random number sequence, both in static and in dynamic.
Using a static random number sequence assumes pre-generating random numbers, and the
formation of a database. Then, the generated sequence is used effectively. There is also a need for
the generation and use of random numbers in real time is used effectively.

However, the existing queries are not always satisfied by existing generators. This is due to
difficulties in achieving optimal values of the basic parameters of the RNG. These are the main
parameters:

1. The length of the repetition period of a sequence of random numbers.

2. Low statistical properties of the generated sequence.

3. Slow performance.

4. The degree of independence of successive values of numbers.

5. Range of numbers to select.

These characteristics may be acceptable for some tasks and unacceptable for others. Of great
importance in the construction of RNG has its implementation (software or hardware). Often there
are cases when the proposed generator has good statistical properties, but its implementation
sharply reduces performance and may require additional resource costs that does not meet the goal.
Based on the described characteristics, it becomes clear that the need for the creation and
development of new algorithms for generating pseudo-random sequences that combine high
performance and good statistical properties of the output sequence formed, is still relevant.

Statement of the Problem. The objective of this work is to create the pseudo-random
sequences generator based on a cellular automaton that has a high statistical characteristics and high
speed. Through the use of cellular automata (CA), we have the task of constructing a random
number generator without feedback and with long period of formation of the sequence.

Review of existing methods and tools for generating pseudo-random numbers. To date
developed a huge number of RNG [1-19]. All of them are divided into physical and deterministic.
Physical generators are based on various physical phenomena and processes that occur at random to
an observer. These RNG are indeed random. Deterministic generators form a predictable
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sequence of random numbers, which depends on the computational structure of the generator and of
the initial settings. Random sequences generated by the RNG is called deterministic pseudo-random
and these generators are called pseudo-random number generator (PRNG).

Physical generators implement the transform of selected parameters any analog signal to a
digital value (number). In fact, such generators act as a means for converting analog signals
parameters which worked out by various physical phenomena and processes.

Deterministic generator is a device that implements a user-defined sequence of operations.
Typically, such a device can be realized by a circuit design or mathematical models. From the point
of view of the used model for implement the deterministic PRNG, they are divided into:

— mathematics;

— hardware;

— simple;

— combined;

— linear;

— nonlinear;

— Fibonacci generators;

— Mersenne whirlwind;

— on the basis of shift registers;

— based on cellular automata, etc.

The wide interest wipes in toward the creation PRNG working in real time. They are
especially important for the implementation of systems, of streaming encryption, game theory and
in various learning simulators. By such a PRNG were carried out a good overview of the [1]. Lot of
attention paid to the implemented generators by the shift registers with linear and nonlinear
feedbacks and their combinations [11-14]. There are also a lot of other generators that require
further research and development.

PRNG based CA. To construct a PRNG can also be used CA. However, generators that are
based on the CA, do not give the desired results [15-19]. For example, the PRNG based on one-
dimensional CA, which has developed by Stephen Wolfram [18, 19], generates quite a random
sequence of numbers. However, the use of such a generator to encrypt did not give the necessary
protection and the cipher can be opened when known the plaintext [20, 21].

Also known PRNGs, which are implemented on the hybrid CA (HCA) [22-26]. In such HCA
uses different rules for the functioning of individual cells. This leads to the evolution of the various
embodiments of the CA and forms different pseudorandom sequences. Combining rules for
different cell CA gives a pseudo-random sequence of numbers. However, their invariability of
functioning and at small total number of cells leads to the formation of repetitions values.
Moreover, if it is known that as the of generator AC is used, the rule for each cell can be calculated.
Especially if such cells are little used to implement the rules. Furthermore, based on CA, PRNG
better in hardware implemented, as a software implementation is time-consuming.

There are PRNG based on CA which is implemented using an additional generator, which is
implemented on a linear feedback shift register [15, 16]. They also have increased the neighborhood
of each cell, which impairs its statistical properties. For such a CA would be logical to carry out
reading from all cells. And in case with the various operations within the cell function will have
different values.

With all of this increases the number of connections for each cell of CA, which reduces the
reliability of the operation. Moreover, increasing the number of cells in the analysis involves
decreasing of generator speed. And the use of an additional generator for mixing which
implemented on the shift register with feedback certainly improves its properties. However, this
increases the amount of feedback, which also reduces the speed. The inhomogeneity of the
proposed generator is used, which requires an initial setup it toughly. This increases the number of
initial settings. The problem is also the fact that the use of several CA and a shift register twice
complicates the implementation of circuit. While not shown on any change of states by the law is
carried out of both CA. Actually carried out modulo-2 addition of the three of bits. Two bits are
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defined by the functions of an array of cells that were part of the respective cells of CA, and the
third bit is a bit at the output of generator, that implemented on a linear feedback shift register. In
fact, using three separate generators, which have output bits that are the arguments of the resulting
function.

All the pseudo-random number generators based on the CA depend on the behavior of the CA
itself and the characteristics of their organization.

Features of the organization of CA with internal local control. In all the known CA that
are used to implement the PRNG are chosen neighborhood cells for each control cells. All cells
change their state at each time point. Their values are depended on the local function whose
arguments are the values of the outputs of the cells belonging to the neighborhood.

Initially, this approach makes the PRNG on CA vulnerability. The sequence may be
predictable, if it is known that the main element is the CA. Also, if in the hands of the analyst is the
sequence that generated by such PRNG. It is enough to determine the length of the one-dimensional
CA and build the appropriate truth table on which to calculate the local feature.

Thus, if all cells of CA are changed state at each instant of time in accordance with a selected
local function, it is possible to determine this local function. Therefore the problem arises of
building CA, wherein at each moment not change their state all the cells, and only those that are
excited by. These CA are used for various tasks [27-31]. However, to realize PRNG their
application by authors unknown.

Such CA may be described by the following model.

5,0A,0] i 3000, vab-1a0-01
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where S, ;(t)- state of a cell at a time t, which has coordinates (i,j); A, (t)={a ;(t)} - a lot of signals

S, (t+1)= , (1)

that make up the cell neighborhoods for the cell with coordinates (i,j); D — the number of
neighborhood cells for cells with coordinates (i,j); f [ ] - function performed by the cell.

Equation (1) indicates the behavior of each cell at time t. The formula (1) shows that in the
medium of CA distributed the excitation signal. Each excitation cell changes its state.

However, the model (1) is valid for the CA in which the cells are excited and the excited state
is stay for them before the end of the operation. With every cycle time such CA increases the
number of cells that simultaneously change their state according to the local function.

To implement the CA in which only one cell changes its state each time of cycle is used more
outlets in each cell. They are determined by the vector G.

G= <gly (O PR gd> )
where d — number of neighborhood cells which can receive excitation signal.
The signal at the corresponding excitation output of cell is determined by the following model

Loif 30 fls, 0.4, 0)=d

0, in other case

gs (t+1)= , (2)

where g¢ (t) - signal on the d-th excitation output of cell with coordinates (i.j).

Thus, each cell has a single information output and d excitation outputs. At the same time
d <D. By using CA, which is described by formulas (1) and (2) can achieve a change in the state
of only one cell at each time point. Such CA can effectively implement pseudo-random bit sequence
generator (PRBSG).

Generators of pseudorandom bit sequence based on the locally controlled CA

The paper proposes PRBSG that uses CA as a basic element. The structure of this PRBSG is
shown in Fig. 1 [31-33].
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Figure 1 — The general structure of the PRBSG on the CA

The generator includes a CA and matrix switching system (MSS). The output of the MSS is
generator output (output), and inputs of CA are inputs initial settings of generator (11S).

For the initial installation of the generator the following actions are executed.

1. The structure of the CA and its geometric coverage are chosen.

2. The structure of the neighborhood cells are choosing.

3. Coverage map of CA are chosen.

4. Specifies the original coordinates of excited cells.

5. Specifies local function for each cell.

6. Sequences of cells are chosen to form a bit an additional sequence.

PRBSG on CA operated by the following algorithm.

1. The states card in CA are recorded.

2. Inthe first cell of CA are selected to start the spread of the excitation signal.

3. XOR operation is performed on the values of neighboring cells with the value of the own
states and the value corresponding to the specified bit of the sequence.

4. The resulting bit values at the output of the generator are forming.

5. The excitation signal transmitting to one of the neighboring cells of a given local
neighborhood functions.

The first initial settings item characterizes the geometrical shape of the cells (rectangular,
triangular, hexagonal, etc.). From the chosen geometric shape of cell the coating on the CA is
depends. Also from this form depends the neighborhood structure, which is chosen according to the
second paragraph of the initial settings.

Coverage map of CA specifies cells that must install in one state, as well as cells that have
zero state. Such a map can be chosen at random.

Also initial excited cell can be chosen randomly.

For the initial settings include a choice of local functions for all CA cells. For each cell two
functions are chosen:

- Function which allows you to set the cell to the state, depending on the signal of state
neighborhood cell (usually is the operation XOR);

- Function which indicates cells of neighborhood, which is transmitted excitation signal.

Last initial setting specifies how a additional sequence of bits is forming. The simplest option
is enumeration bits which are located in the cells of lines CA. Formation occurs by reading bits
cells of CA is left - right and top — down.

From these initial settings depends structure formed by a pseudo-random sequence.

Running the generator and the following operation is performed on the basis of initial
settings. Reading generated bits at each time cycle is performed from the information output of a
cell that is excited at this time point. With the help of MSS generated bits is output of generator. An
example of operation PSBPG in three time cycle shown in Fig. 2 [32-34].

Comments in Fig. 2 allow us to determine the values of the intermediate bit, and bit of the
result at each time cycle. From Fig. 2 shows how the transmission of excitation signal from cell to
cell and like excited state is changing of each cell. The proposed generator has not feedback and
performance is determined by execution of simple logic function and the time it takes to
transmission the excitation signal from cell to cell.
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Example of operation
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Figure 2 — An example of the functioning of the generator

Software implementation PRBSG on CA. For presentation and comfortable evaluation of

the functioning of the generator developed its programming model. The program interface is shown
in Fig. 3.

The original interface
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Figure 3 — The main interfaces of the program

For a better understanding of the work and research of the generator interface contains a field
CA. This field is displayed in the dynamics of the work of the CA. Also, in another field shows the
random bit sequence. The program allows you to save a random sequence of bits in the file. In
addition, the program allows you to divide the resulting bit sequence into bytes and convert them to
decimal numbers. Examples of the formed sequences and the numbers of bits shown in Fig. 4,5.
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000011010011101110111010110010100101111011110101111001000
101010101100101011111111100010101100100011111011011101110
001110010001000110000100010011110010111100110100101011001
101111101111110101100101101000001010010000100010000000001
001100011011000111110100000111000110001011010000111110110
100010110110010110111000111101101000000001100011011100011
110000010101100010101001011000101111110100100101001111011
101011001000100000001100110000111000101010001111011111011
000100010011111001101000001010001010101100010101011100110
100000001101000111001110111011010001001101011011101110001
111101001011001001011000011001111100011100101110100011010
111001100100111101100011001100111111001101010011111001111
0010101101211111101110010110011110100111111011101101010001
010100111100001110110101010110100001100100001000001000111
111001111000010000001111111011110100111111100110000011110
000100010001000110110000100110110001001011100001001101100
110100100000110100011111111110110110110100011011111100011
0101100000101100000110011101000

Figure 4 — Example random bit sequence

13 59 186 202 94 245 228 85 101 127 197 100 125 187 142
68 97 19 203 205 43 55 223 172 180 20 132 €4 19 27 31 65
198 45 15 180 91 45 199 180 3 27 143 5 98 165 139 244 148
247 89 16 25 135 21 30 251 17 62 104 40 171 21 115 64 104
231 118 137 173 220 125 44 150 25 241 203 163 92 201 236
102 126 106 124 242 183 247 44 244 253 218 138 158 29 170
208 200 65 31 158 16 63 189 63 152 60 34 35 97 54 37 194
108 210 13 31 251 109 27 241 172 22 12 232

Figure 5 — An example of a random sequence of numbers and random bit sequence

The program allows you to create random bit sequence for testing.

Estimation of quality of the generated random sequences. Today proposed lot of tests to
verify the pseudo-random sequences are described in detail in various literary sources [2, 3, 35]. All
of them are divided into graphics and statistics tests. There is software which is arranged on sites
[36-39]. These programs make it possible to assess the correct sequence of numbers placed on sites.
These programs is: ENT, DIEHARD, RABENZIX, NIST etc. Each program implements a set of
tests, which are detailed in the current literature. Some programs are updated, and the number of
tests realized in them increases. It is believed that the larger successfully conducted test, the closer
to the random sequence.

For our generator was used tests described the program ENT [36]. This program implements
the following tests:

1. Calculates the entropy. The test is described in [40]. According to this test it is determined
by the size of the resulting file compression. The sequence is considered to be random if the file
compression does not reduce its size.

2. Chi-square Test. This test is to determine the rate of interest, which indicates the frequency
of exceeding the calculated value. This gives an estimate of the percentage of random sequences
[41].

3. Arithmetic Mean. Simple arithmetic test that determines the value obtained by dividing the
sum of the byte length of the file. For random value should be close to 0,5.

4. Monte Carlo Value for Pi. The test determines the percentage of hits in the values of a
circle inscribed in a square. Calculate the number of Pi. If this value approaches the value
3,143580574, then the sequence is determined by a random.

5. Serial Correlation Coefficient. The test determines the dependence of each byte from the
previous. For random sequences, this quantity tends to 0 [41].

To test it was formed several sequences with lengths 1000, 100000, 500000 and 1000000 bit.
All tests for all sequences have been successful, and pointed out that the sequence is random.
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Examples of the generator and run tests are presented in Fig. 5.

Installation and operation of the generator testing result

Installation and operation of the generator testing result

Installation and operation of the generator testing result

Installation and operation of the generator testing result

Figure 5 — Examples of the programs in the generation and testing of random sequences

To assess the quality of the proposed generator partially packet of tests was used NIST800-22
[35]. Were used and the following tests were performed.

The Frequency (Monobit) Test.

Frequency Test within a Blok.

The Runs Test.

Test for the Longest-Run-of-Ones in a Blok.
The Binary Matrix Rank Test.

Discrete Fourier Transform (Spectral) Test.
The Non-overlapping Template Matching Test.
Overlapping Template Matching Test.

9. Maurer’s “Universal Statistical” Test.

10. Linear Complexity Test.

All of the tests were implemented using individual programs that have shown successful
results.

Conclusion. This paper presents a new pseudo-random number sequences generator, based
on CA. The generator is different from the known generators, which are based on CA. It has better
statistical characteristics that prove that the tests and has a high speed. The proposed generator is no
feedback, which increases the reliability of functioning. Using an additional sequence which is
formed by cells of the CA improves the statistical characteristics of the pseudo-random number
sequence.

Further research. The authors have developed several modifications of generators based on
such CA. We plan to increase the number of well-known tests for the qualitative analysis of the
proposed generators.

NN E
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CEPI'EM BUIAH

HOBBIA TEHEPATOP TICEBJIOCJIYYAWHBIX IOCJEJIOBATEJIBHOCTEN
YUCEJ HA OCHOBE KIIETOYHOI'O ABTOMATA

PaccmarpuBaeTcsi HOBBIN reHepaTop MCEeBAOCTyYalHBIX TTOCIEI0BATEILHOCTEH OUT, KOTOPHII
peann3oBaH Ha KJIeTOYHOM aBTomare. lIpencraBieHa ammaparTHas peaid3auus reHepaTopa U
BBIMIOJIHEHO €ro MporpaMMHoOe MojenupoBaHue. C MOMOIIBIO MPOrpaMMHON MOJEIH MPOBEACHO
TECTUPOBAaHUE Pa3pabOTaHHOTO TeHepaTopa ICEeBAOCTYYalHbIX uucen. Vcrmoib30BaHHBIE TECThHI
MOKAa3aJId  TOJIOKUTEIIBHBIM  PE3yJbTaT, KOTOPBIM MMOJATBEP/KIAET BBICOKHE CTATUCTUYECKUE
CBOIicTBa c(hOpMHUPOBAHHOM CIyJaHON MOCTIEA0BATEIBHOCTH.

KiroueBbie ciioBa: reHepaTop IMCEBAOCIYYAWHOW MOCIEA0OBATENBHOCTA YUCEN, KJIETOYHBIN
aBTOMaT.

CTEITAH BIUTAH,
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CEPT'IM BIUTAH

HOBHI TEHEPATOP TICEBJIOBHUIIAJIKOBHUX MOCJIIJOBHOCTEN YWCEJ
HA OCHOBI KJIITUHHOT'O ABTOMATA

PosrnsinaeTecss  HOBHMII  reHepaTop IICEBAOBMIIAJKOBUX  IOCHIIOBHOCTEH  OIT, SKUM
peanizoBaHMi Ha KJIITHHHOMY aBToMmarti. IlpencraBieHa amapaTHa peanizaiis TeHeparopa 1
BUKOHAaHO MOro MporpaMHe MOJEIIOBAHHA. 3a JONOMOIOI0 TMPOTPaMHOI MOJENl IpPOBEJIEHE
TECTYBaHHs PO3pOOJIEHOr0 TeHepaTopa ICeBJAOBUIIAIKOBUX YMcell. BUKOpHCTaHI TecTH MoKa3anu
MO3UTUBHUI pe3ynabTaT, SKUM MIATBEP)KYE BHUCOKI CTAaTUCTUYHI BJIACTUBOCTI c(opmoBaHOT
BUIIA/IKOBOI MOCI1OBHOCTI.

KioueBbie cjoBa: TeHEpaTop TICEBAOBUIAIKOBOI IMOCHTIZIOBHOCTI YHCEN, KIITHHHHUN
aBTOMaT.
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METOJA MOAEJINPOBAHUSA UPPOBBIX CXEM C HEUCITPABHOCTSIMHA

PaccmarpuBaeTcsi MeTon MoOAENUpOBaHUS IUMPOBBIX CXEM MPUMEHHUTEIBHO K PEIICHUIO
3a/1a4d MOMCKAa HEUCIPABHOCTU, HE OOHAPYKMBAEMOM IO PEAKIIMU CXEMbI Ha 3aJJaHHYIO BXOJIHYIO
MOCIIEI0BATEIbHOCTh CUTHAJIOB (ITPOBEPKU MOJHOTHI TecTa). MeTo/ MO3BOJSET CTPOUTH MOJAETH
u(pOBBIX cxeM, 00IaIaoIre TYUYIIUMHU TOKa3aTeIsIMI CKOPOCTH MOJIEIIUPOBAHUSI TIO CPABHEHHIO
C U3BECTHBIMM METOJaMHU. BbICOKas CKOPOCTh MOJETMPOBAHUS JOCTUTAeTCs 3a CUET CBEICHUS
mpoliecca MOJEIHPOBAHUS K OMNEPAIMSAM TMOPA3PSIAHOTO JIOTUUYECKOTO YMHOXKEHUS W CIOKEHUS
pabouux TmoOJiel, B KOTOPBIX COJEPKUTCS BCS HeoOxoaumas HHPOpMANMS O CUTHAIAX U
HEHCIIPABHOCTSIX CXEMBI.

KuroueBble cjioBa: METOI MOJICTHPOBAHUS, IIUPPOBBIE CXEMBI, HEUCIIPABHOCTb.

IlocranoBka 3agauyu. PaccMmarpuBaemslli  METOA  SBIIIETCS  MHTEPIPETATUBHBIM,
CO6I;ITHI>1HI>IM, ACAYKTUBHBIM MCETOAOM A-MO)ICJ'II/IpOBaHI/ISI OT BXOJOB K BBIXOJaM B TPOUYHOM
aﬂ(i)aBI/ITe JJIA III/I(l)pOBI)IX CXEM, MPECACTABJICHHBIX Ha BCHTHUJIIBHOM YPOBHC, C HCABHBIM YUYCTOM
3a/Iep’)KEK IJIEMEHTOB, C NapajuIEIbHBIM MOJIEIMPOBAHUEM CXEMBl BO BCEX PpPaccMaTpHUBAEMBIX
COCTOSIHUAX. MeTol SABISAETCS NalbHEMIINM DPAa3BUTHEM HJEH AEIYKTUBHOTO W IapalljIeIbHOTO
MOJENUpPOBaHUs M 00JajaeT Jy4dIIUMH HMX cBoHcTBamMH. OmHcaHHE METOJa CONPOBOXKIAETCS
IPUMEPOM MPUMEHEHHUS €ro JIJsi MOJCIUPOBAHUS MPOCTOM KOMOMHAIIMOHHOM CXEMbl, U3BECTHOU
kak cxema C17 ISCAS’85 (cm. puc.1) [1-4].
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