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INFORMATION SECURITY

YJIK 004.91/.056.5::006.015.8
IOJIE KOXELYD

IMPO OCOBJIMBOCTI CUCTEMHOI'O TA IMPOLNECHOI'O NIAXOAIB IIIJA YAC
CTBOPEHHSI IT-IPOEKTIB Y C®EPI 3AXUCTY IHOOPMAIIII

HaBomuThcst y3aranbHEHE TEOpPETHYHE JOCHTIUKCHHS BIIOMHX HAYKOBHX MIJIXOMIB [0
ctBopeHHs IT-tipoekTiB y cdepi 3axucty iHdoOpMaItii, o iX 3aIpPOBAKYIOTh IS CHCTEM 3aXHCTY
iHpopmanii. Jlochi/pKeHHsST TaKOoX TIPYHTYBaJOCh Ha MDKHApOJHHX JOKYMEHTax, IO iX
3acTOCOBYIOTh (haxiBIi y cdepi 3axucty iHpopmaiii. 3aralbHOBU3HAaHA MIDKHApPOJHA IMPAKTHKA
CTaHJApTHU3aIlil 1 HAyKOBI MiJIX0AM, 3aCTOCOBYBaHI i yac ctBopeHHs IT-mpoekTiB y cdepi 3axucty
iHpopmMarii € roJJoBHUMH YMHHHUKAMH, IO BIAMOBIIAIOTH BUMOTAM IIOJO 3aXHUIIEHOCTI KUTTEBO
BOXJIMBHUX IHTEPECIB JIIOJUHUA 1 TPOMAJSHHMHA, CYCIUIBCTBA 1 JEp)KaBH, 3a SIKOi 3a0e3MmedyroThes
CTaJIMi PO3BUTOK CYCIILCTBA.

KawuoBi ciaoBa: 3axuct indopmanii, iHpopmanisa, IT-mpoexTH, Mi>KHApOIHI CTaHIAPTH,
MPOLIECHUM MIAX1I, CACTEMHUIN T1IX1/1.

IMocranoBka mnpobiaemu. CrnoBuuk tepmiHiB HOHECKO Bu3zHauae iHdopMaliio sk
VHIBEpCaIbHY CYyOCTaHIII0, [0 NPOHU3YE yci cdepH JIOACEKOro OyTTs, M0 CIyrye Ham
IOPOBIAHUKOM 3HaHb 1 JAYMOK, BOHa € M 1HCprMeHT0M CHUIKYBaHHs, B3a€EMOPO3YMIHHA Ta
CHIBPOOITHUIITBA JUIsl CTBEP/KEHHS CTEPEOTHUIIIB MUCJICHHS 1 TIOBE/IIHKH.

Busnawaroun y Takumii cnoci®0 TepMmiH «iH(opMarmis», MH HAMaraeMoch OXOIHTH
6araTorpaHHiCTh I[bOI'0 OHATTSI, 10 0€33alepeuHO CTOCY€ETHCS HAUIIMPIIOTO BCEOCSHKHOTO 3HAHHS
JIFOIMHU TIPO TIEH CBIT 1 PO CBOE MOJOKEHHS Y HbOMY. OCh TOMY € PO3MEXYBaHHS JaHUX, 1[0 MAE
CTOCYHOK JI0 PI3HUX CTOPIH KUTTS JIFOJIMHU, TUICHHS KOHTEKCTHOTO HAamMOBHEHHs iH(opmarii Ha
CyCIuIbHE, 0COOMCTE, Ciy)00Be. MeTOol IIhbOTO € HaMaraHHs MOSICHUTH BaXKJIMBICTH OTPUMAHOI
iH(popMaii (JaHUX, TapaMeTpiB, XapaKTEPUCTUK Y PI3HUX HANpPsIMKaX JiSUIbHOCTI JIIOJUHU, 3 TOMY
3axucT 1HpOopMallii — Lie IpeporaTuBa Jep>KaBy (OpraHiB BiIa 1) i OKPEMOI JTIOAMHH 30KpeMa.

Ha cywyacHoMy ertami pO3BHTKY CYCHUIbCTBA iH(oOpMalis € HalBaKIMBIIIUM pPECypcoM
moncTBa. TpamuiiiftHi MaTepialbHlI pecypcu IMOCTYNOBO BTpPAdalOTh CBOE TEPBICHE BaroBe
3HA4YeHHS 1 Ha 3MIHYy IM NPHUXOJATh 1HPOpPMaLINHI pecypcH, 10 3 IJIMHOM 4Yacy He yOyBaroTh, a
HEYXHJIBHO 3pOCTal0Th, HAOyBalOYM HOBOTO, BIIACTHBOTO CYYaCHOMY CBITY NPHUCKOPEHHS Ta
HA/al0ouydl HOBMM 3MICT TexHoJorisM. I[Hdopmaliss Ha 4YeTBepTOMY piBHI HayKOBO-TEXHIYHOT
PEeBOJIIOLII1, 110 TOMHUPIOETHCS HA YCi Tally31 HAYKW W TEXHIKH, CTa€ AeAalli OLIbIIe CTPaTeriuHUM
pPECYpcOM CYCHiNbCTBA, WMOro pymridHOW W MPOAYKTHBHOI CHJIOID W OTpUMalia HasBy
iH(popmariifHo1 peBomtonii. OKpiM TOro, HayKOBE IMI3HAHHS ¥ OCMHUCIIEHHSI HAyKOBO-TEXHIYHOIO
nporpecy BioOpaxkaroTh ToH (PakT, 1o iHpopmalris Ta 3HAHHSA CTalOTh HOBUM 3HAYHUM YHMHHUKOM
BUPOOHUIITBA, HOr0 MaTeplaabHO-TEXHOJIOTTYHUM HIAIPYHTSIM JUIsl IEPEeX0y JOACTBA JI0 BUILOTO
eTany LUBLII3aliiiHOro nporpecy — iHpopMariitHoro nocTiHycTpiadbHOIoO cycnibcTBa [1].

[upoke BUKOPUCTaHHS 1H(OPMALIHHUX PECYPCIB CYYaCHUM CYCHIJIBCTBOM POOHUTH LIJIKOM
3aKOHOMIPHOIO 1 HeaOusK aKTyaJIbHOIO MpobieMy 3axucTy iH(opMarlii. 3a IHTEHCUBHOT'O PO3BUTKY
pUHKY 1H(OPMAaLIHHUX MPOAYKTIB W HOBHUX MOCIYT y cdepi KOMII'IOTEPHUX TEXHOJOTIH, II10
PO3ILINPIOE MOMKIIMBOCTI JIIOAMHU CY4acHOTO CBITY, iH(opMallis cTa€ MOBHOLIIHHUM TOBapoM, TOOTO
Ma€ ycl BJIACTUBOCTI CyYacHOTO TOBApHOTO MPOJAYKTY 1 MOAIOHO 1HIIMM TOBapam, iH(opmarlis
notpelye HaIiitHOTO 3aXUCTY.

AHaJi3 ocTaHHIX Jociail:KeHb i myOaikauniii. Y HOBOMY MiKHapoJHOMY cTaHaapTi [2]
BU3HAYEHO, IO YNPaBIIHHA INPOEKTaMH BHUKOHYeThCS depe3 mporecu. Ilpomecu, BuOpani ams
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BUKOHYBaHHsI MPOEKTY, CIIiJ CUCTEMAaTU3yBaTH, a KOXKHY CTAJII0 KUTTEBOTO LIMKIY MPOEKTY CIif
3aKIHUYYyBaTH KOHKPETHUMH 33JOKYMEHTOBaHMMHU pe3yJabTaTaMH, SKi HEOOXiZHO peryispHO
HeperisAaTy MiJl Yac BUKOHAHHS IPOEKTY, 00 BMKOHATH ycl 3asBieHi BUMOru. OKpiM TOro, B
TEPMIHOJIOTIYHOMY MDKHApPOAHOMY CTaHIAPTi, IO BIJKPHUBA€E CEPil0 CTAaHAAPTIB HA CUCTEMHU
ynpaBmiHHs iHopMaliiiHoo Oesnekoro (mani — CYIB) [3] Busznaueno, mo mis peanizanii CYIb
tpeba ctBoputu npoekt CYIb, ne OynyTh BIANOBIAHO CTPYKTYpPOBaHi 3aX0.H, IO iX MPOBAJAUTH
opranizarmis. IlikaBumu pociijpkeHHsMH € HampaioBanHs Jlomapesa B. B., Jlomapesa /l. B.,
Pomaku B. A., Kozmiok 1. O., yaukeBuua B. b., I'apacuma 1O. P., I'apanroka I'. 1., ['opsiaoi O. I'.,
UynaproBoi A. B., Uynaprosa A. B., [llepuenka C. 0. mogo ctBopenns ta BupoBaxeHHs CYIb.

IMocTranoBka 3aBaanus. CtBopenns [T-npoexTiB y cdepi 3axucty iHpopmalii 3aJ1eKUTh BiJ
chepu mismpHOCTI Ta cdepu 3acTOCyBaHHS TeXHOJIOTiI. [ 1IbOro 3aCTOCOBYIOTH IEBHI METOIH
3axHCTY, 33 JOIOMOTOI0 BU3HAYEHHX CIIOCO0IB, 3ac001B 1 MPUHOMIB Ta MEBHOTO IUIAHY POOIT MOKHA
3a0€3MeUUTH JISUIbHICTh, 1100 YHEMOXJIMBUTH CHPOOM IPOHUKHEHHS 3JIOBMUCHHUKA, IOMHJIKU
MEePCOHANTy, BHXOAY 3 JIaay OKpeMHUX OJOKIB TEXHIKH, CHOTBOPCHHS YH HECAHKIIOHOBAaHOTO
BUKOPHUCTAHHS pecypciB Mepexi, iHdopmarllli, 30kpemMa JaHHMX, M0 30epirarTh, MEepeaaroTh YH
00pOOJISFOTH, @ TAKOXK MPOTPAMHI i arapaTHi 3aco0u.

Buk.1ag ocHOBHOro MatepiaJy gociaizxenHsi. KoxxHa kpaiHa Mae neBHy JepkKaBHY CUCTEMY
3axucTy iH(opMmalii, mo nepeadadae, Mo-mepire, HOPMATUBHO-TIPABOBUI CKIIAAHUK CHCTEMH, I10-
Jpyre, HOpMaTUBHY 0a3zy (DyHKIIOHYBaHHS CHUCTEMH, IO-TPET€, TEXHIUHY YaCTHHY, L0 peaji3ye
(GYHKIIOHYBaHHS CHCTEMH, MO-YETBEPTE, HAYKOBY OCHOBY, IO Tepeadadyae pO3BUTOK CHCTEMH 1,
HapELITi, I’ sITe, OpraHizailiifny, 1o € 0a3ucoM g pobOTH OaraThoX JOAEH 1i€l KpaiHu, BU3HAUAE
ixai nii. Ha gymxy aBropa, Oyap-sIKHMil MPOEKT, CTBOPEHHH, 00 3a0e3neunT (PyHKIIOHYBaHHS
cucTeMH B cepi 3aXucTy iHpopmMallii, Ma€ HacaMIiepel BIAMOBIIaTH BUMOTaM 100 BiJIMOBIIHOCTI
3a3HA4YECHOI CUCTEMU.

HopMaTuBHO-TIpaBOBe peryntoBaHHs 3a0e3leyeHHs 3axucTy iHdopMalii 3akpiluieHO
crartsmu 17, 31, 32, 34 OcHoBHOrO 3akony Ykpaiau — KoHcTutyiii Ykpainu, a Takox y 3aKoHax
VYkpainu, Ykazax llpesunmenta Ykpainu, moctaHoBax i posmnopsupkeHHsXx KaGinety MinicTpiB
VYkpaiau, IHIIMX HOPMAaTHUBHO-TIPABOBUX AaKTax, IO pETYII0Th chepy iHPOpMamiiHUX
BifiHOCHH [4]. BoHM BHM3HAYarOTh JepKaBHI MPIOPUTETH, BCTAHOBJIIOKTH BiANMOBIIAIBHICTh 32
NOpYILIEHHS HEB1J €MHUX IpaB 1 CBOOOJ JIIOANHH, ii KOHCTUTYIIIIHI MpaBa Ta 3000B’s13aHHS 111010
JOTPUMAaHHS HIIMMH MPABUI CITIBMEIIKAHHS 1 COI[IaIbHOCTI.

HopmatuBHI 10KyMEeHTH — 1€ 3HaYHUI IPOIIapOK JOKYMEHTIB, pO3pOOJICHUH JUIsl CTBOPEHHS
HOPMAaTHUBHOT'O PEryJIIOBaHHS JISUIBHOCTI B cdepi 3axucty iHpopmauii. Hacamnepen e cranaapty,
o0 YyHiI(IKYIOTh NIE€BHI 3HaHHS, YHOPMOBYIOTh T€PMIHH; IHCTPYKIIi Ta MpaBuWiia, L0 JETali3yI0Th
OCHOBHI TIOJIO)KEHHS 10 PiBHS MOBCSAKICHHOI MiSJIBHOCTI, MOJAIOTh KOHKPETHI alrOPUTMHU il y
NEBHUX CHUTYyalisX (HOpMallbHI peXUMH poObOoTHM U aHopMmaibHi). OOMOBMMOCH, IIO B paMKax
CTBOPEHOI B OpraHi3auii (Ha miAPUEMCTBI) CUCTEMH YIPaBIiHHS 1HPOPMALIIHHOIO OE3MEeKO0I0 TaKuX
JIOKYMEHTIB Ma€ OYyTH JOCTaTHbO, 1100 YHNOpsSIAKYyBaTH poOOTy Li€i opraHizamii (HiANPUEMCTBA),
3abe3neunBIM Oe3foraHHy M npanes3natHy [lomiTuky Ge3nexu B il opraHizamii (MiANPUEMCTBI).
Takuii mepenik Mae MICTUTH JOKYMEHTH, IO iX TEPIOJUYHO TEPersiIaloTh, J0O0NPAbOBYIOTH,
3MIHIOIOTh, TIOHOBJIOKOTb, TOOTO BHUKOHYIOTH pOOOTY II0JI0 TOKpAIIEHHS CHUCTEMH, a
JIOKYMEHTYBaHHS € He0OX1JHOIO 1 BIINOBIAAILHOIO pOOOTOI0 CUCTEMU YIIPABIIIHHS.

HaykoBoto ocHoBoOIO chepu 3axucty iH(opmarii, mo 3abe3neuye po3BUTOK Ta IUIAHYBAHHS
JUSUTBHOCTI CHUCTEMH, €: KPUMTOJIOTIS, Teopisd MPUNUHATTS pillieHb, 1HGopMaTuka, iHGopMoIoris i
HOBITHA Hayka — iH@opmarionoris. Lli HaykoBI OUCHMIUIIHM, IO iX BHUKJIANAIOTh Yy BHUIIHUX
HaBYAJIbHUX 3aKJIaJjaX, BH3HAYalOTh MailOyTHE cHCTEM YIpaBIiHHS 1 Ha LI HAayKd, HayKOBI
KOHIIETIii, Teopii yMpaBliHHS MOKJIAJE€HO HE JUIIEe HayKOBe OOIPYHTYBaHHS (YHKIIOHYBAaHHS
JisUTBHOCTI B cdepi 3aXUcTy iH(popmailii, BOHU, OKpIM TOT0, MAIOTh MIPALIOBATH Ha BUIIEPEIKEHHSI.

Oprani3aiiifHy CTpYKTypy CHCTEMH 3axMcTy iH(opmalii BU3Ha4ae [5], Ae BKa3aHO, ILIO
JepxaBHa ciayx0a crerianbHOro 3B’5A3Ky Ta 3aXUCTy 1HQOpMaIlil € OKpEMUM OpraHOM BHKOHABYOI
BJIJU 1 Ma€ MEBHI MOBHOBAKEHHS Ta CTPYKTYpPY LIOJI0 CBOIX BU3HAYEHUX (QYHKIIIH, PEryIsaTOpOM y
ctepi 3axucty iHGopmarii B Ykpaini. Opranizaiiiiine 3a0e3Me4eHHs] CHCTEMH 3aXHCTy iHdopmarrii
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MOJIATae y JOTPUMaHHI MpaBWJ, BCTAHOBJIECHUX Y HOPMAaTHMBHO-TIPABOBUX aKTaX 1 HOPMATUBHHX
JOKYMEHTaX 3 TEXHIYHOro 3axucty iHdopmarlii [4]. 3okpema y [6] 3a3HaueHO, 10 OpraHi3aiiHi
3aX0[M MAalOTh PEIVIAMEHTYBATH MOPSAOK 1H(GOPMALIMHOI iSIBHOCTI, BPaxXxOBYHOYH HOPMH 1
BUMOTH TEXHIYHOTO 3aXUCTy iH(opmarii Ajs BCiX MEpiodiB JKUTTEBOTO LUKIY 00’€KTa 3aXHUCTY.
[[poro gocsArarOTh CTBOPEHHSAM KOMIUIEKCY aIMIHICTPaTUBHUX Ta OOMEXYBAJIbHUX 3aXOJIB,
CIpSIMOBAaHMX Ha OIEPATHBHE BUPINICHHS 3a7ad 3aXUCTy HUIAXOM periiaMeHTallil AisUTbHOCTI
MIePCOHAITY 1 OPSAKY PYHKIIIOHYBaHHS 3ac00iB (CHCTeM) 3a0e3reueHHs 1HPOpMaIiitHOT AIsUTbHOCTI
Ta 3aco0iB (cucTeM) 3a0e3MeueHHs TEXHIYHOT0 3axucTy iHdopmarii [7].

HasBHicTh cuctemn 3a0e3medeHHs 3aXUCTy 1H(GOpMallil YMOXKIUBIIIOE HajiliHe 3a0e3neYeHHS
HaIllOHAJIbHOT Oe3meKku KpaiHu depe3 3abesnedeHHs iHpopManiiftHoi O6e3mneku, 3aXucty iHdopmarii,
iHpopmMmariifHux TexHosorii [8]. ['osoBHe MpU3HAYECHHS 111€1 CUCTEMH TOJISTAE y JOCATHEHHI ITiIeH
HalllOHaJIbHOT Oe3rneku B iH(opmariiiHiid chepi, a OTKE OCHOBHOIO (PYHKIIIEIO JAaHOI CUCTEMHU €
3aXUILEHICTh JKUTTEBO BAXKIIMBUX 1HTEPECIB JIOAMHU 1 TPOMAITHIUHA, CYCIIIILCTBA 1 JIepyKaBH, 3a AKOi
3a0e3MeuyloThCsl  CTaMil  PO3BUTOK CYCIJIBCTBA, 3a0e3MedYeHHs 30aJaHCOBAaHOTO 1CHYBaHHSA
IHTepeciB 0coOHU, CyCITUIBCTBA 1 ACPIKABH.

3a HaliOHAIBHUM CTaHaapToM [9], mo Oyno po3pobiieHO Ha OCHOBI BiIOMOIO Ta BU3HAHOTO
MixHapoaHoro cragaapty ISO 9000:2008, npouecHuii miaxia 6a3yeTbcsi HA TAaKUX TBEPHKCHHSX:
yCi BUJIM JisSUTBHOCTI ONMHCYIOTHCS y BHUIJISII B3AEMOIIOB’ I3aHUX IMPOIIECIB; BU3HAYCHHS KIIFOUOBUX
MIPOLIECIB; YIPABIIHHA pecypcaMu SIK pe3yJIbTaTMBHUM IPOIECOM; OiIbll eEeKTUBHE TOCATHEHHS
OakaHMX Pe3yIbTATIB; MOXKIUBICTP BUKOPUCTAHHS 1H()OPMAIITHUX TEXHOJOTIH I CBOEYACHOTO
OPUMHATTA YOPaBIiHCBKUX pimeHb. OTxe, SKI0 Oyab-fKa isIbHICTE a00 KOMIUJIEKC BHUIIB
JISUTBHOCTI, IIO0 BHUKOPUCTOBYIOTH PECYpCH ISl TIEPETBOPEHHS BXOJIB Ha BHUXOIHM, MOXKHA
pO3TIsAaTH K TMpolec, TO s epekTUBHOro (hyHKIIOHYBaHHS opraHizaiis (MiANPHUEMCTBO) Mae
BU3HAYMTH B3AEMOIIOB’SI3aHI Ta B3a€EMOJIHI mporecu i edekTuBHO yrpaBistu HuMmU. [Iporec
MO’K€ BUKOHYBATHUCS Y PI3HUX CTPYKTYPHHUX MiAPO3/iIax, 0 CHIHHO BIUIMBAIOTh HA JOCATHEHHS
cnitbHOi Metn (popmyBaHHS CHUTBHUX BUXOMiB). CHcTeMaTHYHE BHW3HAYCHHS TPOIECCIB Ta iX
B3a€MO/II1 B oprasizailii, a Tako> YIpaBJIiHHS HUMH Ha3WBalOTh MPOLIECHUM MigxoaoM. [IpouecHuit
HiIX11 TPAKTye YIPaBIiHHA SIK cepito Oe3rmocepenHix B3aeMomoB’ s3anux Aii. i xii, koxHa 3 IKUX
cama 1o co0i BXke € IPOIeCOM, 3HAYHOI0 MIPOI0 BH3HAYAIOTh YCHIX TiSUIBHOCTI opraHizamii. Bonu
JCTaJIM Ha3By «yIpaBiiHChKI QyHKLI». KoxkHa ynpasiiHcbka QyHKIIS — 1€ TaKox npouec. OTxe,
Opolec yIOpaBliHHA € TO€JHAHHAM (YHKUIA TUJIaHYBaHHS, OpraHi3yBaHHs, MOTHBAILi,
KOHTPOJIIOBAaHHS Ta perymoBaHHSA. LI m’arh nepBUHHMX (YHKIINH YIpaBIiHHS IOEIHAHO 3
npoliecaMyd KOMYHIKalii Ta NpUHHATTS pimeHb. KepiBHUITBO (JIiAepcTBO) — 1€ caMocCTiiHa
nismbHICTH [ 10] 1y maHiif cTaTTi e KOMIIOHEHT HE OyJ1e PO3TJIAIaTUCh.

[I{o6 3abe3neyuTH MNpaBUJIbHE YIPABIiHHS MPOLECAMU, OPraHi3yBaTH B3a€EMOJII0 MIX
CTPYKTYpPHUMH MiJIpO3AUIaMH MiJNpUeMcTBa (opraHizauii), ciijg 3a0e3nedyBaTd OJHO3HAYHE
pPO3YMiHHSI BCIMa YYaCHUKaMHU MpoLeCYy iX BIJMOBIJAJBHOCTI 1 NMOBHOBaXEHb, a TOMY Tpeda
OpTraHi30BYBAaTH B3a€EMO/IIIO 1]l YaC BUPIMICHHS 3aBAaHb YU TO MPOOJIEM, K1 OXOIUTIOIOTh JIEKITbKa
CTPYKTYPHHUX MiJIpO3JUIIB oprasizamii. SIk CBIAYUTH CBITOBUI 1OCBiJ, HAHOIBII MPOrPECUBHUM
HANpSIMKOM Yy MIIBUILEHHI pe3YylIbTaTUBHOCTI Ta €(PEKTUBHOCTI pOOOTH MIAIPUEMCTB (OpraHizauii,
JEp’KaBHUX OpPraHiB TOIIO) € CHUCTEMHHUH MiJXiA A0 OpraHizamii TisSIbHOCTI, 1m0 ii MOXe OyTh
OpraHi3oBaHO HANpPWKIAJ Ha TPHUHIWINAX 3arajlbHOTO YIPaBIiHHSA W BIAMOBIIHUX, BH3HAHUX
MDKHAPOJHHUM CYCIITBCTBOM, CTaHAapTax 3 ympaBmiHas [11]. CucTreMHui MiaXif MONSTae B TOMY,
oo Ie MIAX1A, 32 SKOTO OyAb-sSKy CHUCTEMY (UM MEHIINH €JIeMEHT — O00’€KT) pO3TSIaloTh SK
CYKYIHICTh  B3a€MO3B’SI3aHUX  €JIEMEHTIB (KOMIIOHEeHTiB). [lns ympaBmiHHS — opranizarii
(mianpueMcTBa) CUCTEMHUHN MIAXiJ MOJIATaE y KOOPJAUHAI] YCIX aCHEKTiB AiSUIBHOCTI, MOCTIHHOMY
IUTaHYBaHHI, YNPaBIiHHI B3a€MOIOB’S3aHUMHU MPOILIECAaMH JUIsl Pe3yJbTaTUBHOTO i e(pEeKTHBHOTO
JOCSATHEHHS MTOCTaBJIeHUX Iiiei. CrcremMa yrpaBIiHHS, TOOY/IOBaHA 33 TAKOK MOJIEILTIO, OXOILTIOE
yci opraizaiiifHi, pecypcHi, METOJOJIOTIUHI 1, M0 HaWOIBII BaXXJIHMBO, COLIaJbHI YWHHUKH,
MPU3BOAUTH JI0 MOMITHOTO MIABUIIEHHS €()EeKTUBHOCTI YIPAaBIIHHA, HalllleHa HAa HeNepepBHUI
CaMOpPO3BUTOK 1 YJOCKOHaJieHHs. Tak CHCTeMHHIl aHali3 Ma€ BaXXJIMBE 3HAYEHHA B Teopii
YIpaBJIiHHS NIEPCOHATIOM, HOr0 METOIWYHI KOHUEMNIT JIe)KaTh B TUX AUCLUHUILIIHAX, 1[0 CTOCYIOTHCS
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po0JIeM MPUHUHATTSA PillleHb Y BIAMOBIAHUX HayKaX: Teopii orepariiid i JOCTaTHbO 3arajbHiid Teopii
ynpaBiinHs [12]. 3rifHo 3 CHCTEMHHM IMiJXOJOM KEPIBHMK Ma€ pPO3IIIAAaTH OpraHi3alliio sk
CYKYIIHICTh B3a€MOIIOB’SI3aHUX €JIEMEHTIB, TAKUX SIK: JIOAM, CTPYKTYpa, 3aBAaHHs, TEXHOJIOT'IS, 1110
iX Opi€eHTOBaHO HAa JOCSATHEHHS MEBHUX LIJEH 1 TICHO MEperieTeHi 3 30BHIIIHIM CBITOM, TOOTO
OTPUMYIOUH 13 30BHIIIHBOTO CEPEAOBHINA 1H(POPMAIIiIO, KariTal, MaTepiain, TPyAOBi pecypcH (1€
«BXOJU» MPOLECHOTO MiAX0y) Y MpOIeci MisIbHOCTI (IEpeTBOPEHHS) BOHH IEPETBOPIOIOTHCS HA
MIIMPUEMCTBI Y TIPOJIYKIIIO YU TOCIYTH (1€ «BUXOIW» MPOIECHOTO IMiIX0ay). SKimo opraHizaris
yIpaBliHHS €(QEeKTHBHA, TO B MPOLECI MEPETBOPEHHS YTBOPIOETHCA JOAATKOBA BapTICTh. 3a IMX
YMOB 30UIBIIYETHCS OOCST MPOJIAXy, 3pPOCTAIOTh MPUOYTOK, a OTXKE 1 3aJI0BOJICHICTh IPaIliBHHUKIB
pe3yJbTaTaMu CBOET Tparli.

Y  mepmioMy  yCTaHOBUOMY  JIOKYMEHTI, W0 CTaB  HNEpPUIOKEPEIOM  CTBOPEHHS
CTaHIApPTU30BaHUX MpaBwi s chepu iHPopMmariiiHoi Oe3meku [13], Oyno HaBeneHO OCHOBHI
IOJIOXKEHHS 3a SIKUMM aMEpUKAaHChKE BIJIOMCTBO OOOpPOHM BH3HAUYAIO CTYMIHb 3aXMIIEHOCTI
iH(pOpMAaIiTHO-00YHCITIOBATIFHUX CUCTEM. Y Hil CHCTEMaTH30BAaHO HABOJIWIMCH OCHOBHI MOHSITTS,
pexoMeHaltii 1 kmacugikariiss BUIAIB 3arpo3 Oe3rneku iHGopMaIiiHuX CUCTEM 1 METOM 3aXHUCTY Bij
HUX. Y il KHU31 TaKoX OyJI0 HaBEJEHO HAYKOBO OOIPYHTOBAaHI HOPMH ¥ MpaBuia, MO OMUCYIOTh
CUCTEMHHM TMiaxix Juisi 3a0e3redyeHHs Oe3mekd 1HPOpMaliMHMX CHUCTEM 1 iX EJIeMEHTIB.
3amponoHoBaHa B IIili KHM31 METOAOJIOTIA 10 CYTi CTajia 3arajJbHONPUUHATOIO 1 B Til UM iHOIIH Mipi
yBIIILIA, CIIOYATKy, B MIXKHAPOIHI CTAaHAAPTH, 110 YHI(DIKYBaIH i YHOPMYBAIX BUMOTH J0 3aXUCTY
iHpopMalii B KOMIT'IOTEpHUX CHCTEMax Ta Mepekax, a IMOTIM 4Yepe3 Mpoleaypy rapMoHizalii,
VBIMIUIM B HAI[lOHAIbHI CTaHIApPTU OaraThbOX KpaiH CBITY y cdepi 3axucty iHbopmarlii, Oe3nexu
iH(pOpMaLIHIX TEXHOJIOTIH, IO TX 3aCTOCOBYIOTH i HUHI.

BucHoBku. @opMyBaHHs YHpaBIiHHA K HayKH, K rajay3l HAyKOBHX JOCIIIKEHb YaCTKOBO
OyJo BiIrYKOM Ha MOTPeOU BETUKOro Oi3HECY Ta KOHKYPEHTHOT'O CEpPEeIOBHINA PHHKY, YACTKOBO —
cpoOOr0 CKOPUCTATUCS Ie€peBaraMd HOBOI TEXHIKM, a 4YacTKOBO 3yMOBJIEHE HAyKOBUMH
po3poOkaMu HaWOLIBII €()EKTUBHUX METOJIB BUKOHAHHS POOIT, a TOMY CUCTEMHHUH Ta MPOLECHHUNA
M1X0AH 3pOOUITN CYTTEBUI BHECOK Y PO3BUTOK TEOPil Ta MPAKTUKU YIPABIIHHSA: BC1 CydacHl HAyKH
noOy/0BaHi 3a MPUHIMIIAMH CHCTEMHOTO Ta MPOLECHOTO MiAXO0/iB. 3aCTOCYBaHHS LHX IiIXO/IB €
NEepPEeIyMOBOI0 CTBOPEHHSI HOBOTO, €IMHOTO 1 OIBII ONTHUMAIBHOTO MiIXOAy (3arajibHOl
METOJI0JIOT1i) 0 HAyKOBOTO II3HAHHS CBITY, 100 rapaHTOBaHO OTPUMATH HaWOULIbLI IMOBHE 1
[TiCHE ysBIEHHS Npo el cBiT. CUCTEeMHUI Ta MPOLECHUM MiAXOAM pa3oM 3 BUKOPHCTAHHIM
KOMIT'FOTEPHUX TEXHOJIOTIH JONOMOXYTh JOCHKYBaTH CKJIaJHI TEXHIYHI, EKOHOMIYHI,
€KOJIOT14HI, KYJIbTYpPHI, COILiaJibHi, NOJITUYHI CUCTEMH, a PE3YJIbTaTOM TAaKUX JOCITIJKEHb CTaHe
JIOCATHEHHS! HOBOT'O PIBHS €()eKTUBHOCTI Ta MPOAYKTUBHOCTI Mpalll JIIOAEH Ta MOKpAIEHHs KUTTS
CYCIIJIBCTBA.
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10J1151 KOXKEZIYB

IMPO OCOBEHHOCTH CHCTEMHOI'O U IIPOHECHOI'O IHOAXOJOB IIPHU
CO3JAHMU UT-ITPOEKTOB B COEPE 3AIIIUTHI UHOPOPMALIUN

HaBoaurcs 0000I1eHHOE TEOpeTUYECKOe HCCIIEJOBAHUE W3BECTHBIX HAayUHBIX IOJAXOJOB K
co3mpanuto UT-ipoekToB B chepe 3ammThl HHPOPMAIHH, KOTOPHIC IIPUMEHSIOT JJISI CUCTEM 3aIIHThHI
uHpopmanuu. MccnenoBaHue Takke OCHOBBIBAIOCH Ha MEXAYHAPOJIHBIX JOKYMEHTaX, KOTOpbIE
OPUMEHSIOT CIEUUAINCTHI B cdepe 3amuTbl nHGopManuu. OOmenpusHaHHas MEXIyHapoIHas
IpaKTUKa CTaHJApTU3alUK U Hay4yHblE MOAXOJbl, pUMEHseMble Npu co3naHuu MT-npoekToB B
cdepe 3ammThl HHOOPMAIUH SIBJISIOTCS TJIABHBIMHU (paKTOpaMH, KOTOPHIE OTBEYAIOT TPEOOBAHUSIM
3aLUIEHHOCTH )KU3HEHHO BaKHBIX HHTEPECOB YeJIOBEKa U rpax</laHuHa, 00IIecTBa U TOCYAapCTBa,
IIPU KOTOPOil 0OecreunBaroTcs CTabUIbHOE pa3BUTHE OOIIECTBA.

KawueBble ciaoBa: 3amuTta uMHGopManuu, uHbopMmanus, WMT-npoekTsl, MeXayHapoIHbIe
CTaHJApPTHI, IPOLECCHBIN NOJXO0/, CUCTEMHBIN ITOAXO/.

YULIYA KOZHEDUB

ABOUT FEATURES OF THE SYSTEM AND PROCESS APPROACHES CREATING
IT PROJECTS IN THE FIELD OF INFORMATION SECURITY

The article presents a summary theoretical study known scientific approaches to the creation
of IT projects in the field of information security, which they introduce for information security
systems. The study also was based on international instruments that they used experts in the field of
information security. Generally accepted international practice of standardization and scientific
approaches used during the creation of IT projects in the field of information security are the main
factors that meet the requirements for protection of vital interests of man and citizen, society and
the state, which provided for the sustainable development of society.

Keywords: information security, information, IT projects, international standards, process
approach, system approach.
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