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BUKOPUCTAHHS TEXHOJOT T WMI JIS1 3ABE3NEUEHHS
HIJTICHOCTI TA KOH®IIEHIIMHOCTI CLIEHAPIIB B 3AJJAYAX
ABTOMATM3ALIT MPOLIECIB YIIPABJIHHS OMEPALIIMTHUMU
CUCTEMAMM CIMENCTBA WINDOWS

AHoTAaNis:

Y cmami mosa timume npo 3abe3neuenusn yinicHocmi ma KOH@IOeHYitiHocmi cyeHapiis y
3a0auax asmomamusayii npoyecie ynpaeninua Windows- noodionumu OC. Kougioenyivinicmo
ma yinichicms 3abe3neuyemuvcs cucmemoro EL[II ma yenmpom cepmugpixayii.

AHHOTAIIUA:

B cmamve peuv notioem 06 obecneuenuu yerocmumocmu U KOHQDUOEHYUANbHOCMU
cyeHapues 6 3aoadax asmomamusayuu npoyeccos ynpaeierus Windows- noooonvimu OC.
Konguoenyuanonocmo u yenocmmocms obecneuusaemes cucmemou LIl u yenmpom
cepmuguxayuu.

Abstract:

In this sex will discuss about the integrity and confidentiality of scenarios in the problems
of automation of management processes Windows - like OS. Confidentiality and integrity is
provided by EDS system and certification center.

Beryn

I3 3pocTaHHsSM KUIBKOCTI 3a7ad, IO NULIATAIOTh aBTOMAaTH3allii 3pocTtae morpeda y
30epeKeHH1 IMUTICHOCTI Ta KOH(IACHIIIHHOCTI JTaHUX aBTOMATH30BAHUX CHUCTEM, TUM OUIBIIE,
SKIIO MOBa HJe MpO 3aCTOCYBAaHHS Ha MPAKTULI NMporpaMHuX cueHapiis Tuny Windows Script
Host. Windows Script Host — siBisie co60t0 MOBY clieHapiiB, CBOTO poAy NEBHUN MPOrpaMHUMN
KO/, SIKUM BUKOHYEThCS, KoMIuTtoeThes Bipasy B OC cimeiictBa Windows. WSH pazom 3 WMI
(Windows Management Instrumentation) CTBOPIOIOTh MOTY>KHUI IHCTPYMEHT JIJIsl aBTOMATH3aIlii
npoueciB ynpasiiHHs OC cimeiictBa Windows.

3acrocyBanns ELII najx cuenapisimu B 3aga4ax apromatu3auii npouecis ynpasiainusa OC
cimeiicrBa Windows

Cucrema EILII cTBOpro€ MOXIHMBICTh BCTAHOBJIEHHS IOXOJDKEHHS CLIEHApIil0 a TaKOXK
nu(poBUiA MAMKC 3aXUINAE CIIEHAPIN BiJ MIAPOOKH (peaaryBaHHs).

binpie toro, WSSH Moxe BUKOHYBaTH CLEHapii 3 HU()POBUM MiAIUCOM, OJIOKYIOUU MpU
LIbOMY BUKOHAHH$ CLI€HApIiB 3 HEIIHCHUM IU(PPOBUM MIANHUCOM.

Cucrema 1mudpoBOro MiANUCY OOOB’SI3KOBO Ma€ BKIIIOUATH: ABTOPU30BAHHMM LIEHTP
ceprudikaiii KI0YiB; CUCTEMY KepyBaHHs KiIouaMu (11a0JOHM KIIIOYIB, cepTU(]IKATH); KITHOYI,
10 OyIyTh BUKOPHCTOBYBATUCS MPU BUKOHAHHI BIIMTOBITHUX 3a/1a4.

JUis KOHTPOJIIO LLUTICHOCTI BUKOHYBAHMX CLEHApiiB MOTPIOHO BUKOHATH HU3KY JIi:
OTpUMAaTH BIANOBITHUI cepTu(IKaT, HaUCaTH MPOrpaMHUMN CLEHapid, sIKuM Oyae HakiIanaTh
uudpoBuil mianuc Ha NOTPiOHI BUKOHYBaHi ¢aiinu. LlinkoM MMOBIpHO, IO y LEHTP1 BHUadl
ceptu(ikariB He 3HalEeThCs MOTPiIOHOTO MabIoHy cepTudikara i udppoBoro mianucy. Tomy
CJIiJ] CAaMOCTIHHO YCTaHOBUTHU 111a0JOH cepTudikara i HudpoBOro MiANUCYy, 3aBaHTaKUBILIU B
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koHcoab MMC ocnactky Certificate Authority, 1 obpatu omiiro Manage xouteitnepa Certificate
Template Tax, six 11€ 300pa>keHO Ha puc. 1.

OO6paBun omnuito Manage, OTpUMaeMO BECh HEPETiK JOCTYMHUX MIA0JIO0HIB JJIs HAIIOrO
ueHtpy ceprudikarii. [llo6 He cTBOproBatM mabIOH 3aHOBO, CTBOPUMO IYOJIIKAT ISl BXKE
ICHYI04YOTO MmIa0JIoHy 1 HagaMo Homy MokJmBOCTI mudposoro mianucy — Code Signing. 11100
CTBOPUTHU IyONiKaT AJisi BKE ICHYIOUOIO IIa0JIOHY, JOCTaTHRO HATHUCHYTH MPAaBOK KHOIKOIO
MUIIIKH Ha OJIUH 13 1mabyioHiB 1 00patu omnuito Dublicate, Tak, K 1€ TOKa3aHO HA PHC. 2.

File  Action Wiew Favorites Window  Help

=N = e

Tm Console Root' Certification Authority {Local)irooktcrt' Certificate Templates

[ Console Rook [ame I Inktended Purpose |

@ Certificates - Current User Directar}.-' Email Replication Directory Service Email Replication
El@’ Certification Authority (Localy E#pomain Contralier Authentication Client Authentication, Server Authenticatio, ..
E‘@ roatcrt EdErFs Recovery Agent File Recovery
D Rewvoked Certificates Basic EFS Encrypting File Syskem
- Issue:u:l Certificates B pomain Contralier Client Authentication, Server Authentication
-3 Pending Requests Web SErver Server Authentication

----- [Z] Failed Requests
Certificate Templatas

Client Authentication, Server Authentication
Enctypting File System, Secure Email, Clien...
ication Authority <hll=

Microsaft Trusk List Signing, Encrypling File. ..

Wiew 3
Mew Window From Here

Puc. 1. CtBopeHHsI HOBOTO 11a0JIOHY cepTu(iKaTiB

. certtmpl - [Certificate Templates] =8| *x
File  Action  Wiew window Help | =1
= |m R 2
Certificate Templates Template Display Mame & | Minimurn Supporked Cas | Wersion | Autoentollment | -
Workstation Authentication ‘Windows Server 2003, En...  101.0 Allowed
Web Server Windows 2000 4.1 Mat allawed
User Signature Only Windows 2000 4.1 Mat allawed
er Windows 2000 3 Mot allowed
-Trust oy k el TemplHie Wwindows 2000 3.1 Mot allowed
Subordiné Al Tasks > Windows 2000 5.1 Mot allowed
Smartcan i Windows 2000 11.1 Mot allowed
Gl smartcan|  Properties Wwindaws 2000 6.1 Mat allowed

Router(( Help Windows 2000 4.1 Mot allovwed
Puc. 2. CrBopenns ny0mikary madiaoHy

Jlanmi mepexoauMMo 10 JIaJOrOBUX BIKOH pegaryBaHHs HOBOro Ima0nony. Crnoyarky
Ha3BEMO MO0 3pO3yMUIOI0 Ta BIIMIHHOKO B IHIIWX HAa3BOI — code signing template. Jlami
HEOOXITHO TEepPerTH Ha BKIAAKy FExtensions, 1€ BHECEMO 3MIHM O OJHOTO 3 JOCTYITHHX
posmupens — Application Policies (Ilonituka 3acTOoCyBaHHS), MTOOABUBIIA HOBY TOJIITUKY
3actocyBanHsa — Code Signing, Tak , siK 11 TIOKa3aHO HA pucC. 3 Ta puc. 4.

TakuM 4YMHOM, MU OTpUMaJIM HOBUM MIa0JIOH cepTU(IKaTiB, SKUI BKIOYaTHUME
MOXJIMBICTh I1MGpoBOro mnianucy. Temep HEOOXITHO OTpUMaru cepTudikar y LEHTpl
ceprudikamii 3rifHO 3 AaHUM [madioHoM. Jlyig mporo 3aiiiemMo yepe3 BeO-Opay3ep Ha LIEHTP
cepruikailii, aBTOPU3yBaBIINUCH TaM 3 [IpaBaMH aMIHICTPaTOPA.

JIOTpUMYIOUUCH 3PO3YMUIOrO [iaJloTOBOTO HA0Opy CTOPIHOK, 3IMCHIOEMO 3alUT Ha
BUJauy cepTudikaTa. 3a 3aMOBUYBAHHSM JUIsl KOPUCTYBaya OyJe JOCTYMHHM KOPHUCTYBAI[bKUN
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ceprudikar User Certificate, TOMy HEOOXIJTHO TIEPEHTH Ha PO3MIMPEHHA IOCTYIl 1O BHIAYI
ceprudikarip, TaK, sK II¢ IOKAa3aHO Ha puC. 5 Ta puc. 6.

File  Action Wew Favorites Window  Help
; Properties of New Template Jd P | )| Edit Application Policies Extension 2=l

General | Fequest Handling Subject Mame F  An application palicy defines how a certificate can be

|zsuance Requirements I Superseded Templates  Extensions I Security Lz

— =]

To modify an extenzsion, zelect it, and then click Edit. . .
Application policies:

o Client Awthentication
adlys femplate: Encpting File Suztem
Secure Email

= Application Policies
—[Tenifies Bmplate [nformation
=] I:suance Palicies

= Ken Uzage

Hemowve |

1 .
( Edit. | D
gl Make this extenzion critical

Puc. 3. PenaryBaHHs MOJITHKH 3aCTOCYBaHb JJIS BiIIOBIIHOTO IIA0IOHY

File  Action “iew Favorites ‘Window  Help

; Properties of New Template Jid B | )| Edit Application Policies E e |
= General I Request Handling | Subject Mame | An application policy defines how a certificate can be

-‘ lzzuance Requirements I Superseded Templates  Extensions | Security I Lgedl

F Tao madify an extenzion, select it, and then click Edit. . .
Application policies:

20| [Chrt At
| Enciypting File System
& application palicy [called enhanced key uzage in Windows 2000] Secure Email

defines how a certificate can be uzed. Select the application policy required
for vald zignatures of certificates 1ssued by this template.

Application policies:

Directoy Service Email Replication Add Edit... | Eemove
Dacument Signing
Embedded Windows Spstem Campanent Yerification [T Make this extension critical

Puc. 4. JlomaeMo HOBY MOJITHKY 3aCTOCYBaHHS JIJIsl TAHOTO IIA0JIOHY

Z Microsoft Certificate Services - Microsoft Internet Explorer _O] =

File Edit ‘Wiew Favorites Tools Help | ."'l

@Back S Iﬂ |;'| :‘J | /':’ Search :"? Faworites 41 | A~ B =

Address I@ htbp: fidvplarn, uafcertsryfcertrqus, asp ﬂ Go | Links **
-

Microsoft Ce ate 5 . -- rootcrt

Request a Cerificate

Selectthe cerﬁcate type:
User Certificate

Or, submit@d cettificate Dguest.

Puc. 5. Po3mmupenuii 3anmut ceptudikara
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<} Microsoft Certificate Services - Microsoft Internet Explorer _ ol x|

Fil= Edit Wiew Favorites Tools Help | .'!'lr

Back ~ 63 - [ [2] n | - search - Favorites €“| - =

Address I-’Ej http:ffdyplom.uajcertsryfcertfnsh. asp LI G0 |Links >
=]

Microsoft Ceificate Services - rootcrt

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

L

Puc. 6. BikHO cTBOpEHHS 3anuTy 1 OTpUMaHHs cepTudikara

Jani notpibHO BKa3aTu 1mabioH cepTudikara, MPU3HAYUTH HOMY IM’sl, JUIS MPHUKIANLY,
my code_signing, 1 311iicHUTH ycTaHOBNEHHA. [licis mporo HOBUM cepTU]IKAT 3 MOMKIMBICTIO
uudpoBoro miAnucy Oyae TOCTYIHUM sl MEperiiany JaHOMY KOPUCTYBaudy y HOro CXOBHILI
ceprudikariB y KoHTeiHep1 — Personal -> Certificates, Tak, sik I0OKa3aHo 1I€ Ha puc. 7.

[olx

Fle Action Yiew Favortes Window Help
¢ BE|$BRIXER T

;m Console Root' Certificates - Current User', PersonaliCertificates Jﬂ

C_l Console Roat *
E@ Certificates - Current User

ED Persan [l administrator  Administ... 22l Fle.. <hones

D Trusted Rook Certification
D Enterprise Trust

Pl ea., [

e

Puc. 7. CxoBuie Buganux ceptudikaris

TakuM YMHOM, MU OTPUMAIH HOBUH cepTU(]IKAT, OJJHOIO 3 MOJITHK IPU3HAUYEHHS SAKOTO €
CTBOPEHHSI LIU(PPOBOro MIAMUCY IJI MPOTPpaMHOro NMpoAykry. Temep moTpiOHO 3MIHCHUTH cam
uudpoBuit mignuc. s 1boro Mu MOKEMO HaIllMcaTH MPOTpaHUil ClieHapiid, SK1i BAKOHYBaTUME
TaKy 3amady, abo X CKOPUCTATUCS BOYJOBAHOK MOJKJIMBICTIO Uil 3AIMCHEHHS LHU(PPOBOTO
NIANKCY B HporpaMHoMy cepenoBuuli Primal Script. Po3rinsHemo oOujBa BapiaHTH.
[Iporpamuuii cueHapiii CTBOpeHHs HU(POBOTo MIANKNCY HABEACHO HIKYE.

1. Option Explicit
Dim FSO, Path, Filename, objSigner
Set FSO = CreateObject(“Scripting. FileSystemObject”)
Path = FSO.GetAbsolutePathName(“.\programal .vbs”)
Set objSigner = WScript.CreateObject(‘“Scripting.Signer”)
objSigner.SignFile Path,”MyCodeSigning”

SRS
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7. Wscript. Echo “Bimaemo. @avin — C:\myscript\programal.vbs
yeniwHo nionucanuil yugposum nionucom”

Anroput™M poOOTH TPOTPaMHOTO CIEHAPII0 3BOJUTHCS JO OO’ SBJICHHS BIAMOBITHUX
nepeMinHuX (psaku 1 Ta 2), oTpuMaHHS aOCOJNIOTHOrO NUIAXY 10 ¢aiiaa 3 MporpaMHUM
CIeHapieM, sIKUU mijyisirae mianucy (psaok 3 ta 4), CTBOPEHHS HOBOTO 00’€KTa 3 MOYJIMBICTIO
mignucy (psiaok 5), 3AiCHEHHS caMOro Mpoliecy MiANUCY, BKa3aBIIM HUISAX 10 (aiina Tta iM’s
cepruikara, 0 BUKOPUCTOBYETHCA Ui MIATUCY (PsIIOK 6).

Jiga toro, mo0 oTpuUMaTH 3MOry 3A1MCHIOBAaTH LUGPOBUN MIANHC B IPOrPaMHOMY
cepenoBuii Primal Script, HeoOXiqHO 3MIMCHUTH TIEBHI HANAIITYBAHHS: TaK B OcHACTII T00ls -
> Options -> Script-Security cliJ BKa3aTH NUISIX 10 TOMEPEIHBO €KCIIOPTOBAHOTO cepTudikara.

JloxnaaHui MpUKIIal MOXKHA TOOAYUTH Ha pHC. 8.

Admnin Tools

MET ConFigurad

e —— '

= sigring certificate]

S— a [

T o =igr sonpEs wwhen sawing

SAPIEM Tool= [ ok > canca | Hel |
Script Tools o
= =1 S

Puc. 8. BkazyeMo 1muisix 10 BK€ €KCIIOPTOBAHOTO cepTUdikaTa

Jliia excriopTyBaHHsSI cepTHdIKaTa CIliJi CKOPUCTATUCS KOMAaHJIOK J1aJOrOBOTO MEHIO —
Export, notiM BKa3aTu HUIIX €KCIIOPTYBaHHS Ta MapoJib Ha Led ceptudikat. [Ipukian nokazano
Ha puc. 9.

B =T

Eil=  Acktion  Miews Favorites  Wwindows  Help

= = | =EmE| & B2 | > &5 2 | 22 6E

“im Console Root' Certificates - Curren sersPersonal. Certificates =1

=1 Certificates - Current User

i W Certificates
[ Trusted Root Certification open

[ Erterprise Trust cut Request Cerbificate with Mew Kew. ..
L3 Intermediate Certificstion . Copw Request Certificate with Same Keyw. .

3 Active Directory User Obis Delete Renewe Certificabe with MNews Kew. ..
[ Trusted Publishers

Certificabte with Same Kew. ..
[ Untrusted Certificates Froperties s (4
[ Third-Party Rook Cerkificat el
L3 Trusted People Bep

H [ Tertificate Enrollment Req,
=13 Certification Authority (Local)
=173 rookcrt

L | | > < |

all Tasks »

1 Console Root - Issused To - Issued B Expiration Cate Intended Pur

EICI Personal = adminiskr open Adrminiskrator 3fzzfz014 File Recover:y

“ontains actions thak can be performed on the item. [ [

Puc. 9. ExcioptyBanHs cepTudikara

[Ipomiec miamucyBaHHS TMPOTPAMHOTO KOAY 3IIHCHIOETHCS IUISXOM BUKOPUCTAHHS
BOy/OBaHOT1 KOMaH/IM TIporpamMHoro cepenosutna Primal Script: Script -> Sign Script. [lpuknan
nmokaszano Ha puc. 10.

O3HaKoK0 YCHIIIHOTO TPOBEACHHS MHMGPOBOrO MIANKUCY € HASBHICTh BIAMOBITHOTO
HaboOpy CHUMBOJIB pPa3oM 13 TEKCTOM MporpamHoro kony. Ilpukman mnporpamHOro Komy,
3aXUIIEHOro NU(POBUM MIANKCOM, HABEJAECHO HIKYE:

1. wscript.echo "your code is already sign"

2. " SIG " Begin signature block
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3. "SIG " MIIIGgYJKoZIhveNAQcColllCzCCCAcCAQExCzAJBgUr
4. "SIG"
DgMCGgUAMGcGCisGAQQBgjcCAQSgWTBXMDIGCisGAQQB

PrimalScript - Cr\mysariptimysaipt\Event_viewer\soript_event_viewer_application. vbs

iEi|Ee Edit  Wiew  Project  Build Debug  Tools  Window  Help

: e | o St : -
RENERNE N RIS (ERERARCN | et
Toals Browser o x 'ﬂ _viewer_application.vbs = l
Admin Tools =
k- Release Cached Type Libraries
—ﬁ! ect ("Scripting.FileSystemObject")
MET CnnFiration 1.1 @ O.0penTextFile ("rezult Application.txt",
trRezult
&0 & J
S
Active Directory Domains and Trusts &, | CompilefCheck Script Crl+F7
1 n
oA 0| Run Script Cti+Fs [ 15 done
il '
rekere] L@ Fun Script elevated
Active Directary Sikes and Services
A% | Fun script on remaote compoker,.,
s,
Active Directory Users and : Debug Scrint F7
Computers - TEEAraE
(- Sign Script
Al Save Scripk Encoded
»

Puc. 10. IlinnucyBaHHs MpOTpaMHOTO CIIEHAPIIO

5. "SIG " gjcCARAWJAIBAQQQTvApFpkntU2P5azhDxfrqwlBAAIB

6. "SIG"
AAIBAAIBAAIBADARMAKGBSsOAwlaBOAEFEeG5eZmpGIE
7. "SIG"

SaBa4TMav/JIUgBNollIGljCCBh4wggUGoAMCAQICCmEN
8. " SIG " tfP+NsYxcDJuYSXkWSIkSLYWOE7IWGQLmo5SPwFVxChM=
9. " SIG " End signature block

[lepunii psiAoOK MPOrpaMHOro KOAY BIAMOBIIAE 3a BUB1 1HGOPMALIIHHOTO MOB1IOMIIEHHS,
Ipo T€, 0 KOJ YCHIIIHO MIANHCAaHO LHU(POBUM MIANKUCOM, a HACTYNHI paaku 2...9 skpa3 i
SIBJISIIOTH COOOTO TOM CIIEHIabHUM KOJI, IKHI TIEPEBIPATUMETHCS TIPH 3aITYCKY CIICHAPIfO.

3aBASKH TPOBEICHHIO HU3KM TOCIIJOBHUX i OyJIO YCHIIIHO BHUKOHAHO 3a/ady 3
HaKJIaJaHHA [U(PPOBOTO MIANKCY HAa BUKOHYBaH1 cueHapii. A Ttemep ciuin HaBuutu OC (ans
npukiany BizbMeMo Windows Server 2003) mepeBipsTu clieHapii Ha HasBHICTh LU(GPOBOIrO
nianucy 6e3nocepeiHbo Nepes] 3ayCKOM BIIMOBIAHOTO ClieHapit0. XOTuUIocs O 3ayBaXKUTH, 110
HE3aJIe)KHO BIJ TOro, KUM Oyje 3amlylieHO CLIEHapiii Ha BUKOHAHHS: KOPHCTYyBaueM IO/,
IPYNOBOIO MOJITUKOI0, O€3M0cepeIHbO KOPUCTYBAUEM, — BIH 000B’SI3KOBO IIEPEBIPATUMETHCS Ha
BIANOBIAHICT, LU(poBoMy migmucy. OtTxe, g TOro, o0 creHapiid mepeBIpsBCS Nepen
3aIlyCKOM, CJI1JI BCTAHOBUTH BIANOBIIHI mapamerpu B peectpi OC, a came: nepeiTH Ha BKIAAKY
My Computer\  HKEY LOCAL MACHINE\ SOFTWARE\  Microsoft\Windows  Script
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Host\Setting 1 BcranoBuTu Ui 3MiHHUX Use WINSAFER ta TrustPolicy 3nadyenss 0 Ta 1 Tak, sk
e 300paxkeHo Ha puc. 11.

&'’ Registry Editor oy [ ] 5]
File Edit Wiew Fawvorites Help
N D Schedulingagent ;I Marne Tvpe Data |

{1 Secure [ab]pefaulty REG_SZ 0

D ServerAppliance ActiveDebugging REG_SZ 1

B Shared Tools [2b] DisplayLaga REG_5Z 0

-+ shared Tools Loca [ab] Silent Terminate REG 57 0

3 Smartcard TrustPoIicy REG_DWORD 000000001 (1)
&3 Speech N [aB] s AFER REG_SZ 0
| @0 SystemCertificate:

Takum YMHOM, TpU 3amMyCKy CIEHaApilo, SKUM HE Mae IU@POBOro MIANUCY, KOPHUCTYBau
CHOBIIIATUMETHCS IHPOPMALIITHIM MOBIIOMJIEHHSIM, HaBEJCHUM Ha puc. 12.

Microsoft {r) Windows Based Script Host - Security ﬂ

The publisher could not be verified. Are you sure you want to run this
software?

Mame: s1_without_sign.wbs

Publisher: Unknown Publisher

This File does not hawve a walid digital signature that verifies its publisher. ¥ou
shiould only run software From publishers you trusk, How can I decide what
sofbware bo run?

Puc. 12. Indopmarriitne BikHO, sIKe CIIOBIIIAE PO HEOE3MEKY 3aIMyCKYy HETIEPEBIPEHOTO CIIEHAPIIO
11010 BIANOBIAHOCTI YA HAasBHOCTI HM(PPOBOTO MIMUCY

KopucryBau camMocTiiiHO npuiiMae pillieHHs 11010 3alyCKy YU BIIMIHM BUKOHAHHS I[bOTO
cueHapito. TakuM YMHOM, YCIIITHO BUKOHAHO 3amady 3 HakimananHs EIIl #Ha BukonyBaHi
cuenapii 1 nepeBipku BianosigHocti ux ELIT OC nepen 3amyckoM camoro crieHapiro.

Peanizanisi kogyBaHHsI IPOrPaMHOro KOIY

JUis CTBOpEHHSI CKPUTHOCTI BHUKOHYBAHUX CLIEHApIiB, CBOEPILAHOIO MAaCKyBaHHS, IO
3aXUCTUTh MPOTPaMHUM KOJ Bl HECAHKIIIOHOBAHOTO O3HAMOMIIEHHS, CKOPUCTAEMOCS
BOYJIOBaHOIO B T€XHOJOTI0 WMI MOXIIMBICTIO TaK 3BAHOTO KOJIyBaHHSI CHMBOJIIB IIPOTPaAaMHOIO
koxy. [Ipukitaz Ta MOsSICHEHHS ATOPUTMY HaBEICHO HUXKYE:

1. Dim FSO, Path, objFile, strDate, scriptname, codescriptname,

strCoded, MyEncoder, rez

2. Set FSO = CreateObject("Scripting.FileSystemObject")

3. Path = FSO.GetAbsolutePathName(".\v1.vbs")

"HHHHHHHAHHEHHEHHHH A Qumanna emicmy ¢aiina

4. scriptname="v1.vbs"

5. Set objFile = FSO.OpenTextFile(scriptname, 1, True)

6. strDate = objFile.ReadAll()

7. objFile.Close()

"I HEE Svina naseu

8. Set MyEncoder = WScript.CreateObject("Scripting. Encoder")

9. codescriptname = Replace (scriptname, ".vbs", ".vbe")

10. strCoded = MyEncoder.EncodeScriptFile (".VBS", strDate, 0, "")

"HHHHHHHAHHAHHAHHHHHHA A Cmeopents HoB020 (aitina

11. Set objFile = FSO.OpenTextFile(codescriptname, 2, True)
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12. objFile. Write (strCoded)
13. objFile.Close()

VY mepmomy psAKY MPOTPAMHOTO CIEHAPII0 MPOBOIUTHCA OO SBICHHS 3MIHHHUX, SKI
BUKOPUCTOBYBaTUMYThcs Hajaail. [loTiM moTpiOHO oTpumaru abconoTHUM nuiAx a0 ¢aina, B
SIKOMY 3HaXOJUThCS CLIEHApiil, BMICT SIKOr0 MIJUIArae KoayBaHHIO — psiiok 2 Ta 3. [licas uporo
34UTYEMO BMICT JaHOro (aiisia 1 Horo iM’s y BIAMOBIIHI 3MIHHI — psAaku 4, 5, 6, 7. [lonpu 3miny
camMoro BMICTY (aiiyia, 3MIHIOETbCS MOro Has3Ba, TOYHIME po3uupeHHa. CraHgapTHe
PO3IIMPEHHS CLEHAPI0 Ma€e BUTIIS *.vbs, a 3aKOJJOBAHOTO *.vbe, TOMY Y pAKY 9 1 IpOBOAUTHCS
3MiHa Horo iMeHi, a y paaky 10 — koxgyBaHHs BMmicTy ¢aina. Jlami CTBOPHOEMO HOBHIA,
3akonoBaHuM, Qaitn (paaku 11, 12, 13). Ilpuknaa BUXITZHOTO (BIIKPUTOTO KOAY) CLEHApito 1
3aK0JI0BAHOTO MMOJAHO Ha puc. 13 ta puc. 14.

[ v1.vbs - Notepad ] 4
File Edit Format Wiew Help
oim Fs0, Path, objFile, strpate, scriptname, codescriptname, strCoded, MyEncoder, rez -

Set FsSO = Createob%ect( scripting. F11e5ystemob]ect !
Path = Fso.GetabsoluterathMame” . swil. wh

####'#'######################## e A
scriptname="vwl,vhs"

Set objFile = Fso.openTextFile(scriptname, 1, Truel
stroate = objFile.readalld

objFile.Close)

' A A A A A A A A L A L L, DR R0 PRR0T POR00T 9R0T 0 RRRoRnnn Runonnrne
Set MyEncoder = wscript.Createchject(” Scr1pt1ng Encoder ™)

codescriptname = Replace (scriptname, ".vhs' e

strCoded = MyEnCDder EncudeScr1ptF11e " VES™ strpate, 0, "")

rez = True

A A A A A A A TP TTTTRT PTTTT OTTTT 7T OPUTTRTTUTTT UTRTYYY

set objFile = FS0.0penTextFile{codescriptname, 2, True)

DbjFi1e.write (strCoded) L
objFile.Close)

Puc. 13. Ilporpamuuii KoJ BIAKPUTOTO Ui O3HAHOMIICHHS CLIEHAPIO
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Puc. 14. TIporpamMumii K01 HEAOCTYITHOTO, 3aKO0BAHOTO, JIIsI IEPETIISAY CIIEHAPII0
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[Ipu 3naiificHEeHH1 KOIyBaHHST MIHSETbCSI TakoX 1 1M, @ TOYHINIE PO3LIUPEHHS
BHUKOHYBaHOTO (aitma 3 *.vbs Ha *.vbe. Po3komyBaHHS 31HCHIOETHCS aBTOMATHYHO TIPH
BUKOHaHHI ciieHapito B OC Windows.

BucHoBku

PosrnsnyBmm  BOymoBani TexHosorii WMI, cming 3a3HayuTH, MO € MOXKIJIMBICTH
BHUPIIIEHHS TMHTAHHS LUTICHOCTI Ta KOHQIICHIIIMHOCTI NUIAXOM HAalMKMCAaHHS BHUKOHYBAHHMX
cuenapiiB B OC cimeiictBa Windows. KoH®ineHLIHHICT cleHapiiB JOCATAETHCS IIIAXOM
HakjaaanHa nudposoro mianucy. Kimoui g peanizauii cucremu ELIL otpumyemo B 1ieHTpi
Bujaul ceprudikaris ueHtpa ceprudikanii Windows. ToOTO MOkeMO cKa3aTh NpPO BUCOKUMI
piBenb peanizaiii ELII1. [llomo camoro mackyBaHHS BHXIZHOTO KOAY, TYT € BEJIUKUM HEHOJIIK.
MackyBaHHs1 (KOAyBaHHSI) TPOBOJUTHCS BOymoBaHuMHU MexaHidMamu OC, sKi JIETKO OOINTH,
BUKOPHUCTABIIN BIIIOBIAHE MTPOrpaMHe 3a0€3MeYeHHS.
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